
Join our Webinar, to learn about PEN-CP, and 
how Your administration and technical experts could collaborate 
with us during the next 3 years

Monday 14.6.2021 at 1.30pm to 4pm CET
Registration by email (title, full name, email, phone) 
to: pen-cp@cross-border.org

Examples of PEN-CP activities & 
discussion points for the upcoming Webinar
are presented on back-page of this Magazine
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State Administrations to an
Introductory 
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This Magazine 11 is a special issue targeted towards those 
EU Customs administrations which are not consortium 
members in PEN-CP. The 100-page compilation of key 
articles from Magazines 1 to 10 offers an opportunity for 
customs experts new to PEN-CP to form a comprehensive 
picture on „where PEN-CP is coming from; what type of 
innovation activities we do; and what exciting is waiting in 
front of us“. Browsing through this special issue might be 
particularly useful for those customs officers who plan to 
join the 14 June 2021 introductory webinar.

As having passed now half-way of the project – with bit 
under 1000 days left to go – we are also working to update 
the PEN-CP Magazine and website look & feel towards 
something more streamlined, and bit lighter, too (= no 
new 100-page issues; instead 10-20 pages max) – updates 
on those efforts will be shared latest when the European 
holiday season is over this summer.

The Magazine Editorial team would also like to take the 
opportunity to congratulate Dr. Susana Wong Chan, as the 
Council of the Discipline of Management and Quality 
Sciences of the Warsaw School of Economics (SGH) has 
awarded her Ph.D. in the field of Management and Quality 
Sciences! Many thanks to PEN-CP Advisory Board member 
Professor Wieslaw Czyzowicz for all the efforts in 
supervising this first PEN-CP doctoral thesis!

Lastly, it is important to note that original visions and ideas 
presented in some of the articles have evolved further, 
since their original publication (2018-2020) – quite normal 
in the context of a 5.5-year long innovation boosting 
network & project, we would think (it is also clear that not 
all original target dates are being met, particularly when it 
comes to the advanced innovation instruments).

Hope that this Special issue of PEN-CP Magazine helps the 
newcomers to see the big picture, while raising the 
interest to collaborate with PEN-CP during the coming 
three years (and even beyond)! See many of you in our 
EU18+ webinar online on 14.6.2021, starting at 1.30pm 
CET.

In Thun, 19 May 2021

Juha Hintsa
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PEN-CP Overview Updated
As part of the promotional activities on finding interested 
candidates for PEN-CP Expert Report work, H2020 National 
Contact Points (NCPs) in few EU countries have agreed to publish 
information on Expert Report calls in particular, and PEN-CP in 
general, in their (national) newsletters. We opted to draft a 
2-page up-to-date overview document on PEN-CP, so that it is 
convenient for the NCPs to publish some text on PEN-CP. Below we 
share the ‘PEN-CP 2-pager’ with the Magazine readers.

by January 2024:
• Derive and articulate common needs for customs 

security research, innovation and standardization.
• Accelerate and coordinate efficient uptake of 

customs security innovations and related 
investments.

• Build substantial synergies and interoperability with 
existing European, global and national networks of 
security practitioners.

• Ensure long-term sustainability and success of the 
PEN-CP customs practitioner network

Majority of PEN-CP customs innovation work takes place 
in the context of following six customs security themes; 
excelling in each one of them being of fundamental 
importance for 21st century customs administrations, in 
Europe and beyond:

Pan-European Network of Customs Practitioners, PEN-CP 
(www.pen-cp.net), is a 5-year long EU Horizon 2020 funded 
security practitioner network -project (Sep.2018 - Jan.2024), 
with 13 European customs administrations – both EU and 
non-EU – as active partners. In short, PEN-CP can be 
described as ‘a Novel Customs Innovation Boosting 
Network and On-line Platform, offering Valuable 
Innovation Intermediary Services’. PEN-CP’s endeavour is to 
establish a customs practitioner network which facilitates 
translating customs security research and innovation ideas 
and requirements into scalable, viable solutions, 
technologies, and process improvements that would help 
European customs administrations to overcome the 
challenges of the contemporary customs and border 
management security. 

PEN-CP has the following four main objectives, to achieve 

Risk management and 
big data

Detection 
technologies

Laboratory 
equipment

Security performance 
measurement

Customs-to-customs 
and other 

government agency 
cooperation

Customs-to-business 
partnerships

Three technical themes: Three Management themes:

SIX Security 
themes
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monitoring on opportunities for customs partners

Key aspects on the organizational and practical 
arrangements with the PEN-CP project include the 
following:

• The three PEN-CP Expert Teams (PETs) - one PET 
per PEN-CP technical theme; all PETs formed and 
led by customs experts in the consortium  - are the 
drivers of the core PEN-CP work dealing with 
Customs user needs and requirements (PUNIs); 
Innovation instruments and events (PINs); 
Standardization roadmap items; etc.

• The PEN-CP Online Platform (POP) consists of 
sections for Customs user needs and requirements 
(PUNIs); for Security innovation monitoring items, 
like security solutions, projects and patents (PSIM); 
for Match-making between PUNIs and PSIMs; and 
for Observatory, Archive, Brainstorming and Annual 
events.

• The PEN-CP Innovation Intermediary, formed by 
the four non-customs partners in PEN-CP, is 
responsible for a variety of monitoring, 
dissemination, facilitation, technical and 
administrative services in the network. Examples 
include: PEN-CP Information Observatory (PIO) and 
Security Innovation Monitoring (PSIM) frequent 
updates; PEN-CP Magazine production and 
distribution; Regular postings across various social 
media platforms; Facilitation of PET-meetings 
(schedules, agendas, notes etc.); Development and 
maintenance of the PEN-CP Online Platform (POP); 
and, Administration and Interaction and with EC 
H2020 services. 

Lastly, on PEN-CP partnership: a total of 13 Customs 
administrations – Albania, Austria, Belgium, Estonia, 
Hungary, Ireland, Latvia, Lithuania, the Netherlands, 
Norway, Slovakia, North Macedonia and the United 
Kingdom (Home Office’s Border Force) – are direct 
beneficiaries of the project. Other project partners, 
collectively the PEN-CP Innovation Intermediary service 
provider, include the University of Lausanne (innovation 
funnel and dissemination material etc.), the Technical 
University of Delft (innovation upscaling etc.), ARTTIC 
(the online platform etc.), and the Cross-border 
Research Association (project coordinator).

As an opportunity for external innovators to contribute, 
PEN-CP publishes during years 2019-23 multiple calls for 
proposals on following types of open innovation 
instruments and events, to increase knowledge and to find 
solutions for contemporary customs challenges: 

• Prototype grants: Co-develop and field test promising 
technologies with customs practitioners

• Challenge competitions: Submit your blueprint to 
solve a specific customs problem, and receive seed 
funding towards making it a reality

• Hackathons: Unleash your IT development and 
programming skills, in an intensive session to design 
and pilot algorithms and tools, for the brighter future 
of digital customs

• Crowdsourcing ideas: Submit your out-of-the-box 
ideas to gain recognition and fame as a 
forward-thinking customs innovator

•  Innovation awards and prizes: Share the outcomes of 
your innovative customs projects to claim a trophy of 
excellence

• PEN-tournaments: Demonstrate your skills in 
head-to-head competitions against other experts 
from the customs community

• Expert reports: Produce a consulting report on a 
specific topic of customs interest

Next to the seven innovation instruments listed above, 
PEN-CP is working on several other key components, for 
the benefit of customs partners inside and outside the 
consortium:

• Standardization roadmap & Pre-standardization 
workshops

• Training materials: for example seal control 
techniques; cross-checking declarations versus x-ray 
images; etc.

• Resource pooling: needs and opportunities for 
customs partners to try out existing solutions from 
other customs administrations

• Liaison with other Horizon2020, national and global 
projects: customs RTD projects; H2020 police 
practitioner networks etc.

•Various briefings and suggestions to DG HOME, DG 
TAXUD, Customs2020 groups, WCO etc.

•  Research – development – innovation themes and 
topics for Horizon Europe and other funding programs

• Additional financing instruments: pro-active 

More information on PEN-CP:
https://www.pen-cp.net/
https://www.facebook.com/groups/pencp
https://www.linkedin.com/groups/8183667/
https://twitter.com/PENCP_NET
https://youtu.be/OXwQPHHS5Ls
https://www.researchgate.net/project/PEN-CP-EU-H2020
Open PEN-CP calls: 
https://cmt.sym.place/groups/profile/302707/pen-cp-innovation-instruments-and-innovation-events
WCO News Issue 88 (Feb.2019):  https://mag.wcoomd.org/magazine/wco-news-88/the-pen-cp-project/

PEN-CP
Pan-European Network 
of Customs Practitioners

PEN-CP Magazine Issue 10 | PEN-CP OVERVIEW
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Lifting the three PEN-CP Expert 
Teams into Full Action!

on the three PEN-CP 
Expert Teams (PETs)

Overview
As discussed during the Year 1 Annual Event in Budapest, it 
is important now for PEN-CP to establish and operationalize 
the three Expert Teams (PETs), who will play a focal role in 
guiding the work scope for the remaining 3.5 years of the 
project. For now, the three PET groups are particularly 
important when it comes identifying priorities and driving 
follow-up activities with the Customs challenges and User 
needs/ requirements, i.e. the “PUNIs”. The three PETs 
naturally match fully with the PEN-CP technical themes:

PET-1
Data and risks

PET-2
Detection 
technologies

PET-3
Laboratory 
equipment

ORGANIZATIONAL SET-UP AND SUPPORT

Each PET is self-organized, with minimum 4 customs partners (and maximum 13 partners) per 
team. 

Each PET is chaired by one customs expert, which would normally change (circulation between 
the PET experts) at the end of each year - details to be agreed later.

To support the meeting planning and notetaking, CBRA attaches one technical expert per PET, and 
UNIL attaches a research expert across all three PETs.

PEN-CP Online Platform 
(POP) has sections 
dedicated per each 
PET-team

Webex platform can be used for all 
web-meetings
Note: please avoid booking multiple 
PET-meetings at the exact same time, as then 
we need to subscribe to a 2nd Webex account). 

In addition, information 
on emails and phone 
numbers can be shared 
among the PET experts.

Each PET can also discuss if 
they would opt to use 
Whatsapp (or similar tool) 
for “quick communications”.

POP WEBEX
Emails
and
phone

Others

TOOLS AND DATA SHARING
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PET-3 Laboratory equipment
Team leader is Micha Slegt (NLD), and he is supported 
by Vladlen Tsikolenko (CBRA) and Susana Wong (UNIL). 
The emails are: m.slegt@belastingdienst.nl, 
vladlen@cross-border.org, susana.wongchan@unil.ch

Key contacts 
to sign-up for 
each PEN-CP 
Expert Team

PET-1 Data and risks
Team leader is Jonathan Migeotte (BEL), and he is 
supported by Toni Männistö (CBRA) and Susana Wong 
(UNIL). The emails are: 
jonathan.migeotte@minfin.fed.be, 
toni@cross-border.org, susana.wongchan@unil.ch 

PET-2 Detection technologies
Team leader is Trevor Francis (GBR), and he is supported 
by Gillian Castle (CBRA) and Susana Wong (UNIL). The 
emails are: Trevor.Francis2@homeoffice.gov.uk, 
gillian@cross-border.org, susana.wongchan@unil.ch

Next actions for each of the 13 PEN-CP 
Customs partners

1. Agree internally on which 
PET-team(s), minimum one team 
(and maximum three teams) your 
administration will engage with

2. Send an email to the PET-1 / 
PET-2 / PET-3 teams (as listed 
above).

3.The team leader will then reply 
back to you, and inform the date 
and time for the kick-off 
web-meeting.

-4-
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• Each PET group is asked to hold two web-meetings by the end of 
June 2020

• Discuss (and take notes) on important Customs challenges and User 
needs/ requirements (both in and out of the current PUNI 

database), while using the “Priority 1/2/3” grading with the 
important PUNIs  (PET leaders will provide more details).

• Carry out matching exercise with the important PUNIs, and relevant 
solutions and projects (both in and out of the current PUNI 
database). Take notes on promising matches.

• Discuss and suggest follow-up actions, particularly in the context 
of PEN-CP Prototype grant calls and Open innovation calls (Challenge 
competitions & Hackathons & Crowdsourcing ideas).

• Brainstorm and agree on specific topics (PUNIs) which could be 
used for Year 2 Innovation Award(s): “Who comes up with the best 
Solution idea to a specific problem” (detailed to be defined).

• Discuss and suggest tangible topics for the future Horizon Europe 
program (follow-up for H2020)

• After June 2020, we will revisit the agenda and priorities for the 
three PET groups to continue the work, in the most beneficial 
way for the PEN-CP partners and broader customs community.

Specific 
activities 
and expected 
(minimum) 
outcomes by 

30 June 2020

Proposed meeting plan for year 2020 (all 
meetings per PET-team)

February-
March 2020

May-
June 2020

September 2020

October-November 
2020 (As full day 1 of 

the Year 2 Annual Event)

Web-meeting 2

Kick-off web-meeting Web-meeting 3

Live-meeting 1

-5-
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-7-



The team members

In Action: PET-1 Data and Risk 
Management

ALBANIA
• Genti Cani

NETHERLANDS
• Marcel Molenhuis

BELGIUM
• Jonathan Migeotte
  (Team Leader)
• Freja De Middeleer

UK
• Darren Hart
• Mohammed Aqueel

15 PUNIs were 
analysed

8 new PUNIs 
inserted by PET-1 

The PET-1 Team Leader had 
bilateral meetings with each 

team member, to discuss about 
the purpose of the PET and to 
encourage them to submit new 
PUNIs

ATTENTION!
Anyone interested to join this 
PET, please contact:
Ms. Susana Wong Chan at 
susana.wongchan@unil.ch and
Mr. Jonathan Migeotte at 
jonathan.migeotte@minfin.fed.be

PUNIs were enriched and 
improved during group calls. 
Afterwards, they were 
prioritised and candidates for 
follow-up PEN-CP instruments 
were selected. We share few 
examples on them in this article

-5-
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PEN-CP Instruments for the top 5 PUNIs
Tentative ideas; to be fine-tuned later

Need to Address Data Quality

Innovation Award/prize. The objective is 
to find out/learn from how other customs 
administrations are tackling issues with low data 
quality.

Risk management systems 
don’t exploit data outside the 
customs declarations.

This PUNI should focus on data, rather than system.

Prototype grant.  The PET-1 will analyse the 
External data annual study outcomes, to determine 
which data source could be tested within the 
PEN-CP.

Challenge competition or 
hackathon. Perform a trial with export datasets 
(e.g. Datasur), exploring how the combination of 
external data and import declaration(s) can support 
risk identification.

Development of AI and 
machine learning for the 
analysis of scanned images

Innovation award/ prize.  Learn globally 
what other customs administrations are doing on 
this topic.

Prototype grant. PET-1 will select some law 
enforcement AI technology in order to test it in the 
customs environment.

PEN-Tournament.  Compare the efficiency of 
targeting officer versus AI, in detecting any 
irregularity.

Ineffectiveness of traditional 
risk management when 
dealing with the growth of 
e-commerce.

Focus on following two aspects of this PUNI: Buyer 
approach + Leveraging higher quality and 
additional data from e-commerce platforms

Innovation award/ prize.  Ask from a 
wider community of customs administrations in 
which different ways they are getting data from 
final customers. 

PEN-Survey.  Ask from a broad group of 
consumers/ e-commerce customers whether they 
would be ready to share specific data, using an 
App (like the one in use by Slovenian Post), with 
customs administrations.

Prototype grant. Linked to the PEN-Survey 
explained above, run practical tests with a suitable 
App, used in postal environment.

Dynamic risk management 
and targeting

Prototype grant. Test a tool that collects 
events and analyses anomalities.

PEN-CP Magazine Issue 9 | US OPIOID CHALLENGE – INTERVIEWS WITH A JURY MEMBER AND THE WINNER

-6-
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DG REFORM OF THE EUROPEAN COMMISISION:
YOUR PARTNER FOR A SUSTAINABLE RECOVERY AND 
MODERNISATION

The team members
In Action: PET-2 Detection Technologies

LATVIA
• Eriks Geiba

NETHERLANDS
• Micha Slegt

ESTONIA
• Janno Rätsep

UK
• Trevor Francis 
(Team Leader)

IRELAND
• Kevin Humphreys

32 PUNIs were analysed 13 new PUNIs 
inserted by 
PET-2 

Prototype grant. We could test existing technologies to 
assess respective sampling accuracies (for example, we could test 
one or more of the PSIMs that were matched for this PUNI in the 
POP). After the test, we would list the issues encountered and 
consider follow-up with the Crowdsourcing ideas instrument.

Expert report on how to best access airport security 
images. Interviews with those customs administration (around 
the globe), which have lots of experience in this area.

The Problem statement
Customs administrations are facing the 
challenge: how to effectively provide 

customs controls in postal centers. 
Current solutions with manual physical control 

(removing parcels from sorting lines) is time 
consuming and due to limited human resources 
allows customs to control only very limited number 
of parcels. 
We need to find technical solutions how to 
effectively increase the customs control rate, 
without need for additional customs officers.

LITHUANIA
• Alonas Ritvas

Crowdsourcing ideas: “Screening and detection of 
illicit items in postal supply chain”

Crowdsourcing ideas instrument should 
focus on:

•The detection of prohibited items (such as 
drugs and firearms) in parcels of any shape 
and size (letters are excluded from the scope)

•Two threat scenario will be available, one for 
small parcels (less than 2kg ) and another one 
for large parcels (more than 2 kg)

•Short-term solutions only
•Non-intrusive inspection; no manual 

inspection steps
•Ideas that do not impact the fast flow of 

e-commerce

PEN-tournament Vision: “X-Ray Image interpretation” 
PET-2 discussed on following ideas

• JPEG images could be used in the event
•A group of images could be asked e.g. from PEN-CP customs partners: IRL, 

GBR, NLD, LVA and LTU 
•PEN-CP could also contact CELBET and BAXE to ask for copies of relevant 

x-ray images

About Round-1 (tournament between customs experts/ “human-human”)
•Only active officers can participate
•Teams of two people could make sense
•The participants could have 120 seconds per image to detect any anomaly 
•15 images could be provided in the 1st round, with 10 min break in between
•Consider using Casra software to analyse the images

About Round-2 (tournament between solution providers/ “machine-machine”)
•5 potential participants have been identified, and they will be contacted by 

PEN-CP in due time
•15 images could be provided to detect any anomaly
•Consider if we should include universities or small IT companies

Prototype grant. Test a promising technology used in 
aviation security and see if it can be adapted to customs needs 
in narcotics detection. 

-15-

-17-

Cultural artefacts of historic value cannot be usually traded internationally 
without appropriate permits and licenses that are designed protect the preservation of historic and 
cultural heritage. These limitations have created vibrant underground markets of undocumented 
artefacts where rogue traders sell their wares to shady collectors around the world. The total illicit 
market of cultural artefacts — either stolen from existing collections or looted from antiquity sites or 
archeological excavations — is estimated to be worth billions of US dollars (WCO 2020). There are several 
international and local databases that list pieces of stolen art and artefacts, such as the INTERPOL 
database of stolen works of art and the FBI’s National Stolen Art File. Otherwise, researchers have tried 
to measure the size of the illicit market by interviewing subject matter experts: law enforcement officials, 
collectors, managers of auction houses, art dealers, museum curators, archaeologists, among other 
specialists. Also, satellites could be used to collect information on lootings of antiquity sites, especially in 
war zones where the rule of law is weak. One more technique is to observe activities on online markets 
places where buyers and sellers trade in cultural artefacts. 

-10-



In Action: PET-2 Detection Technologies

Additional top PET-2 PUNIs and potential 
PIN-instruments

Capability to detect dangerous 
substances with portable devices

Headspace sampling in cargo containers 
to detect narcotics

Prototype grant. We could test existing technologies to 
assess respective sampling accuracies (for example, we could test 
one or more of the PSIMs that were matched for this PUNI in the 
POP). After the test, we would list the issues encountered and 
consider follow-up with the Crowdsourcing ideas instrument.

User requirement document. The objective is to 
collect the user requirements that customs have on portable 
devices. This document would be distributed to solution 
providers, including promising start-ups and scaleups, so that 
they can understand the needs of customs. This document can 
then be adapted and used for other things, for example as 
PEN-CP outputs for Horizon Europe preparations. For this task is 
important to identify which dangerous goods we are dealing 
with.

Expert report. Identification of technologies that can be 
used to detect explosives.

Access to airport security luggage 
scanning images

Expert report on how to best access airport security 
images. Interviews with those customs administration (around 
the globe), which have lots of experience in this area.

X-Ray Images 
Database

For the execution this 
PEN-Tournament (and 

subsequent PEN-CP 
Innovation Instruments), it 

is necessary to build an 
x-ray image database. Can 
your administration share 

relevant x-ray images?

Want to join the 
PET-2?
Customs officers in the 13 PEN-CP 
administrations, please contact:
Ms. Susana Wong Chan at 
susana.wongchan@unil.ch and
Mr. Trevor Francis at 
Trevor.Francis2@homeoffice.gov.uk

Crowdsourcing ideas: “Screening and detection of 
illicit items in postal supply chain”

Crowdsourcing ideas instrument should 
focus on:

•The detection of prohibited items (such as 
drugs and firearms) in parcels of any shape 
and size (letters are excluded from the scope)

•Two threat scenario will be available, one for 
small parcels (less than 2kg ) and another one 
for large parcels (more than 2 kg)

•Short-term solutions only
•Non-intrusive inspection; no manual 

inspection steps
•Ideas that do not impact the fast flow of 

e-commerce

PEN-tournament Vision: “X-Ray Image interpretation” 
PET-2 discussed on following ideas

• JPEG images could be used in the event
•A group of images could be asked e.g. from PEN-CP customs partners: IRL, 

GBR, NLD, LVA and LTU 
•PEN-CP could also contact CELBET and BAXE to ask for copies of relevant 

x-ray images

About Round-1 (tournament between customs experts/ “human-human”)
•Only active officers can participate
•Teams of two people could make sense
•The participants could have 120 seconds per image to detect any anomaly 
•15 images could be provided in the 1st round, with 10 min break in between
•Consider using Casra software to analyse the images

About Round-2 (tournament between solution providers/ “machine-machine”)
•5 potential participants have been identified, and they will be contacted by 

PEN-CP in due time
•15 images could be provided to detect any anomaly
•Consider if we should include universities or small IT companies

Prototype grant. Test a promising technology used in 
aviation security and see if it can be adapted to customs needs 
in narcotics detection. 

Non-intrusive detection of passenger 
borne narcotics

-16-

-18-
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This is how we
worked!

REVIEW OF CURRENT PUNIS & 
COLLECTION OF NEW ONES1
The members were requested to review the PUNIs 
available in the PEN-CP Online Platform (POP) and 
submit new ones. In total, 15 new PUNIs were inserted 
into the POP

2 BILATERAL CALLS WITH  
THE TEAM LEADER
A round of bilateral calls were conducted 
between the Team Leader and each 
member. Based on these calls, the 
grouping of the challenges was 
developed and discussed.

3 PUNI PRIORITISATION &
PEN-CP INSTRUMENT
SELECTION
All PET members prioritised, from 1 to 5 (1 
being not important and 5 being very 
important), each PUNI according to the level 
of importance of the PUNI for their 
administration. Each member was asked to 
indicate which PEN-CP Innovation 
Instruments, PINs, are most applicable to 
tackle each PUNI.

4 ANALYSE THE HIGHEST RANKING 
PUNIS IN A GROUP CALL
During the group call, the members analysed the highest ranking PUNIs (11 out 
of the 22 PUNIs). During such discussion, some PUNIs were merged into one 
due to their similarities. Furthermore, the members discussed and agreed on 
which instruments were the most suitable for the PUNI. In several cases, more 
than one instruments were selected, and the members proposed a two-stage 
approach for the PUNI.

The team members

ALBANIA
• Dhimiter Janku

NORWAY
• Arnvid Gunnar

NETHERLANDS
• Micha Slegt 
(Team Leader) LITHUANIA

• Jonas Reklaitis

PET-3 Laboratory equipment

In Action: PET-3 Laboratory Equipment

-6--12-



High priority WP6 tasks for Period 2 will include the following:

• T6.1 Exploitation plan: prepare a first draft version of the plan by 
the end of Period 2 (= Month 36)

• T6.2 PEN-CP performance measurement & impact assessment: 
continue work on both “bottom-up” as well as “top-down” 
measurement exercises on how PEN-CP is progressing in the 
context of “Novel Customs Innovation Boosting Network and 
On-line Platform, with Valuable Innovation Intermediary 
Services” = PEN-CP Vision

• T6.3 Customs resource pooling: explore options for first 
resources to be trialed/ shared between two or more Customs 
partners

• T6.4 Education and training materials: move ahead from training 
needs assessment stage to training material development and 
piloting phase

• T6.5 Additional financing instruments: explore options to exploit 
first additional financing instruments

• T6.6 PEN-CP Sustainability blueprint: keep exploring and 
developing the first components for the blueprint, in particular 
the “Customs officer communication toolbox”.

22 PUNIs

15 new PUNIs 
inserted by PET-3

Distribution of PUNIs by Group
3 Biomaterials 
recognition

2 Customs control 
activities

8 Laboratory 
instrumentation

4 Databases

5 Mobile 
laboratory/ portable 

PEN-CP Instruments for the top 6 PUNIs
Online open-source 
analytical method 
database

Novel approaches for 
mobile detection of NPS 
and other dangerous 
substances

Less intrusive mass 
spectrometry 
approaches

NPS access to updated 
spectra & RAMAN 
libraries file format 
translation

Stage1: Expert report. The objective is to analyse where are the sources of 
this knowledge, including databases from Japan, USA, etc. Focus on methods 
not used among customs) 
Stage 2:  Hackathon for the development of anopen-source analytical 
method database.

First line of solution: Innovation prizes with packed fentanyl as a use case 
(What do customs use? What is the best solution? How to improve the current 
methods?) 
Second line of solution: Crowdsourcing ideas and Horizon Europe Call

Stage 1: Crowdsourcing ideas 
Stage 2: Challenge competition or a prototype grant depending on the 
results of stage 1.

Stage 1: Crowdsourcing ideas 
Stage 2: Challenge competition 
*Standardisation roadmap can also be used. However, cooperation is 
needed with those who administer the databases and the suppliers of the 
spectra.

First line of solution: Expert report to analyse the standards in the market as 
well as new tendencies or process on detecting these plastics.
Second line of solution: Innovation prizes with WCO customs laboratories. 
The objective is to learn about their techniques and equipments used. 

Methods and apparatus 
used to determine if 
plastic is biodegradable

Anti-syphon devices in 
motor vehicles 
preventing fuel sampling 
by customs

Stage 1: Expert Report to search solutions available with the car industry 
Stage 2: Prototype grant or challenge competition depending on the 
results of the expert report
*Tournament can also be used.

PEN-CP Magazine Issue 8| IN ACTION: PET-3 LABORATORY EQUIPMENT
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PEN-CP Innovation Instruments, 
a.k.a. the 6 PINs

The six PEN-CP Innovation Instruments, PINs, lie without a question in 
the heart of the PEN-CP activities, from the start of Period 2, till the end 
of the project. The first two, Prototype Grants and Innovation Prizes, were 
explicitly presented already in the proposal – the only update being the 
extension of Innovation Prizes, targeted for external innovators, to 
Innovation Awards, targeted for Customs partners in the consortium 
(now we have both). The third instrument below, PEN-Tournaments, was 
born as a concept during project early day discussions with DG TAXUD. 
The last three PINs – Challenge Competitions, Hackathons and 
Crowdsourcing Ideas – were built on top of the original NewView Grant, 
which, on purpose, was left with a relatively vague description in the 
project proposal. And, as explained also elsewhere in Magazine 8, the 
main action to match Customs User Needs, PUNIs, across the six 
Innovation Instruments, PINs, is carried out by the three Expert Teams, 
PETs. We all look forward to the outcomes of the PET work, to launch first 
PIN calls targeted for external innovators - already this summer!

PEN-CP Prototype Grant is a core instrument for 
facilitating technology innovation uptake by the PEN-CP customs partners. With the grant 
money, the selected security innovators customize and / or field-test their solutions, to 
match the requirements of two or more PEN-CP customs partners. Illustrative examples 
of potential grant topics include (note: these are from the proposal, i.e. not updated since 
2016/17 text):

• Detection of past violations and criminal patterns from maritime or postal big 
databases

• Testing a narcotics detection / analysis laboratory device at border conditions.

Note: one option is to organize “an extended field trial of a past FP7 / H2020 project 
customs relevant outcome”

PEN-CP Innovation Awards and Prizes 
bring annually in limelight highly innovative customs actions, discoveries etc. The current 
pipeline is following:

• Year 2019 (completed): Real innovations among the PEN-CP Customs partners (read 
elsewhere in Magazine 8 about the winning entry)

• Year 2020 (plan with the 3 PET-teams): New solution ideas, among PEN-CP Customs 
officers, to deal with high priority Customs challenges (PUNIs)

• Year 2021 (until 2023): Innovations born with external parties, inside and outside of 
PEN-CP activities.

Note: as of year 2020 onwards, we can opt (in parallel) for 2-3 different Innovation 
Award/ Prize schemes.
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PEN-Tournaments are about customs officers and/or external 
experts competing on a specific task, and the winner gaining (small) recognition. The set-up 
can be either (i) everyone travels to one place for the tournament (e.g. Annual event city), 
or (ii) everyone competes where they are normally located. The tournament outcomes can 
be used as basis for follow-up actions, e.g. Prototype Grant or Challenge Competition 
specifications. Examples of possible topics for PEN-Tournaments include:

• Various types of “container & seal intrusions” (winner: fastest, or most difficult to 
detect that intrusion completed etc.)

• “Field detection (outside lab) on CITES-DNA, animal or plant” (winner; fastest, or most 
accurate etc.)

• “Identifying illicit items in a pile of x-ray images” (winner: most correct findings in a 
limited time; e.g. 1 hour time to identify 42 illicit items in a pile of 200 images)

Challenge Competitions seek to address a previously 
unsolved Customs problem. We can opt to proceed in two stages: Stage1 = Open call to 
submit a 2-4 page proposal for a solution; and Stage2 = The most promising solution 
proposal is given an award to develop a “detailed blueprint” (Other option is to go with one 
stage competition; to be decided later). Example of a recent Customs relevant Challenge 
competition: USD 1.55 million competition for rapid, nonintrusive detection tools that will 
help find illicit opioids in international mail. (for more details, see an article elsewhere in 
Magazine 8).

Note: IPR issues have to be clearly agreed, before making final decisions with the 
award.

Hackathons can be defined as follows: “The goal of a Hackathon is to 
create functioning software or hardware by the end of the event (which usually takes 
between 24-48 hours). Hackathons tend to have a specific focus, which can include the 
programming language used, the operating system, an application, an API, or the subject 
and the demographic group of the programmers.” As PET-1 (Data & risks) would be an 
obvious fit for this, also PET-2 (Detection tech.) and PET-3 (Laboratory equipment) should 
be able to come up with relevant Hackathon topics.

Note: in PEN-CP, we can consider variations from the description above; even where we 
would merge PEN-Tournaments and Hackathons into one innovation instrument.

Crowdsourcing Ideas can be defined as: “A global 
brainstorming for producing breakthrough ideas.” As an example, PET-3 could opt to source 
ideas around a specific “chemistry problem” (e.g. on New Psychoactive Substances, NPSs) 
from say 1000 Professors of Chemistry around the world. The submitted ideas could be 
anything from a 5-line email to sharing of (pre-existing) research paper, granted patent etc. 
As a follow-up, the most promising ideas can be taken further for example in the context of 
Challenge Competitions, Hackathons or Future R&D funding calls (e.g. Horizon Europe).

Note: IPR-aspects need to be proactively well-managed, for example “Solvers grant the 
Seeker a non-exclusive license to use any submitted solution, awarded or 
non-awarded.”

PEN-CP Magazine Issue 8 | PEN-CP Innovation Instruments, a.k.a. the 6 PINs
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EXPERT REPORT ANNUAL STUDY PROTOTYPE 
GRANT

CHALLENGE
COMPETITION

HACKATHONS CROWDSOURCING
IDEAS

QUICK BRIEFING

FEED INTO 
HORIZON 
EUROPE

ADDITIONAL 
FINANCING 
INSTRUMENT

CO-FINANCING 
APPROACHES

Open 
innovation?

Practical 
trial?

More info 
needed?

HIGH 
PRIORITY 

PUNI

MEDIUM
PRIORITY

PUNI

New 
funding?

ANY PUNI
Because the PEN-CP 
magic starts with a 

PUNI!

PEN-CP Innovation 
Instrument (PIN)

Lead-time and duration 
(numbers are 
illustrative)

Who external to 
PEN-CP could 
participate?

Qualifies as 
!Open 

innovation"
Fiscal/ prize aspects

Prototype Grants 9-month full cycle; 4-month 
active phase

Innovators with 
existing products No

Fixed, 60.000 EUR for the 
selected party to implement / run 
field trial. (2 grants are per PET).

Innovation Awards/ 
Prizes

5-month full cycle; 2-month 
active phase (for submissions 

and selections)

Broad community of 
innovators Maybe

Possible, e.g. gift card to a 
spa-hotel for winner(s)

PEN-Tournaments 9-month full cycle; 1-day 
active phase

Experts with 
relevant skill sets Maybe Possible, e.g. gift card to a 

spa-hotel for winner(s)

Challenge 
Competitions

9-month full cycle; 3-month 
active phase

Could be anyone in 
the world Yes Possible, e.g. 15.000 EUR to be 

spent on “detailed blueprinting”

Hackathons
9-month full cycle; 2-days 

active phase
Experts with 

relevant skill sets Yes Possible, e.g. 7.500 EUR for 
winner(s)

Crowdsourcing 
Ideas

5-month full cycle; 2-month 
active phase

Could be anyone in 
the world

Yes Not common, but possible (e.g. 
500 EUR random drawing among 

“10 most promising ideas”)

Other 
instruments?

INNOVATION 
AWARDS/PRIZES

PEN-TOURNAMENTS

PEN-CP Magazine Issue 8 | PEN-CP Innovation Instruments, a.k.a. the 6 PINs
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PEN-CP Customs 
Innovation Award 2019 
– make your submissions by 
10.9.2019!

2.Live voting will be held during the Year 1 Annual 
Event (Budapest, 20-22.11.2019); each Customs 
partner will have a pre-determined set of votes 
(exact number of votes each Customs can use will 
be explained by 10.10.2019); and the winner will 
be announced during the common dinner.

The plan is to share afterwards key information 
(on the PEN-CP Online Platform, POP) with all PEN-CP 
partners on all the submitted innovations; and of 
course, to identify which of the innovations (in the full 
pool of maximum 13 x 3 = 39 innovations) could be of 
interest for further assessment, sharing of further 
details between all customs partners etc.

For more information, please contact the task leader 
Mr. Ron Roelofs from Dutch Customs: 
rkw.roelofs@belastingdienst.nl ; please copy Ms. 
Susana Wong Chan of UNIL, 
susana.wongchan@unil.ch (copying her is 
particularly important as summer holidays are 
starting to kick in..)

The purpose of the PEN-CP Customs Innovation 
Award is to shed light on recent and on-going 
innovation work, across the 13 PEN-CP Customs 
partners. By doing this, we increase awareness on the 
importance of Customs innovation efforts and 
ambitions, and, of course, learn from each other on 
interesting innovation initiatives.

The scope of innovations for this competition can 
be very broad: anything from what customs considers 
as “incremental innovations” all the way to “radical 
innovations”; improvements in existing solutions and 
technologies, and introduction of new solutions and 
technologies; improvements in existing processes, as 
well as introduction of new processes; and so forth, 
are all in the scope of the Customs Innovation Award.

Scoring and selection of “best customs 
innovations” will happen in following two stages:

1.The PEN-CP Advisory Board makes a pre-selection 
of top 4 to 8 innovations; the Advisory Board 
members will make their independent assessment 
and ranking, based on the Innovation description, 
impacts, uniqueness, generalisability and status; 
the outcomes of this process are shared with all 
PEN-CP partners (by 10.10.2019)

Enter your candidates for the Customs 
Innovation Award  by entering to the 
PEN-CP Online Platform: 

https://cmt.eurtd.com/groups/profile/85016/pen-cp

&
Clicking this button
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Year 2 onwards. Instead, the Advisory Board members 
will make their independent assessment and ranking, 
based on the Innovation description, impacts, 
uniqueness, generalisability and status.

6. The 4-8 top innovations are then shared with all 
PEN-CP Customs partners, by 10.10.2019, so that each 
Customs partner has around 6 weeks time to consider 
which innovations they find as the best ones. In other 
words, each Customs partner should make their 
internal decisions on best innovations, before coming 
to the Year 1 Annual Event.

7. The final voting to find out the winner takes place 
during the Year 1 Annual Event, in Budapest, Hungary, 
20-22.11.2019. And the winner will be announced & 
celebrated during the common dinner of the Year 1 
event. 

8. The plan is to share afterwards key information 
(on the PEN-CP Online Platform, POP) with all PEN-CP 
partners on all the submitted innovations; and of 
course, to identify which of the innovations (in the full 
pool of maximum 13 x 3 = 39 innovations) could be of 
interest for further assessment, sharing of further 
details between all customs partners etc. 

9. Please note that the nature of the PEN-CP 
Customs Innovation Award for Year 1 is on 
“recognition & fame style” (and a small trophy or 
similar). We hope that this becomes an interesting, a 
useful and, why not also a fun tradition in the PEN-CP 
project. And, maybe as of year 2020, we could also 
open a second track, where Customs administrations 
outside PEN-CP consortium could participate, too... 
(details to be explored and discussed during the Year 1 
Annual Event in Budapest).

The rules and process for the PEN-CP Year 1 
Customs Innovation Award are the following – 
please note that maximum 3 submissions per 
Customs partner are allowed:

1. The nature of innovations can be very broad: 
anything from what customs considers as 
“incremental innovations” all the way to “radical 
innovations”; improvements in existing solutions and 
technologies, and introduction of new solutions and 
technologies; improvements in existing processes, as 
well as introduction of new processes; and so forth, 
are all in the scope of the Customs Innovation Award.

2. The Customs innovations submitted to the 
competition can cover years 2018 and 2019; in other 
words, any innovations which were introduced/ 
implemented/ published during these two years 
qualify for the competition.

3. Deadline to submit your suggestions - maximum 3 
per PEN-CP Customs - to the competition is 10.9.2019. 
In case your administration has (accidentally) 
proposed more than 3 innovations, by the given 
deadline, we will contact you to reduce the final 
submissions down to 3. 

4. Only Ms. Susana Wong from the University of 
Lausanne – as a “trusted, non-customs party” -  will 
have access to the full list of the submitted 
innovations. Once the submission is closed, she will 
assemble all the suggestions together, and pass them 
to the PEN-CP Advisory Board.

5. Advisory Board will score all innovations, and will 
produce a list of 4-8 top innovations. For this Year 1 
Customs Innovation Award, we opted not to publish 
exact scoring formula up-front; this is in planning from 

Innovation novelty value/ uniqueness = Is the 
Innovation really a new way of thinking and/or doing 
things at customs? = Please explain

Innovation generalisability = Is it feasible to 
implement and to benefit from this Innovation in 
other Customs administrations? = Please explain

Implementation status (as summer 2019) of the 
Innovation (choose one):

 Research and Development -stage
 Proof of Concept -stage
 Partial implementation -stage
 Fully implemented

Which Customs administration you represent?

Name and email address for the contact person on 
the Innovation

Overview on the Innovation = Which Customs 
problem it aims to solve and how is it done?

The value/ benefits/ impact of the Innovation = 
Please explain
• For Customs it can be about new capabilities, faster 

performance, lower rate in 
false-positives/negatives, lower operational costs 
etc. 

• You can also explain on positive impacts for supply 
chains and/or society.

Information you are asked to enter about the innovation(s):

PEN-CP Magazine Issue 4 | PEN-CP CUSTOMS INNOVATION AWARD 2019
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UK Border Force wins the first 
PEN-CP Innovation Award!

Seven PEN-CP customs partners participated in the first PEN-CP Innovation Award contest, and all the participants 
demonstrated original problem-solving, forward-looking designs, and great ambition. Following a tight round of 
voting during the Year 1 Annual Event (Budapest, November 2019), the UK Border Force won the contest and was 
awarded a 2-day training session on container control at the Dutch Customs National Practice Training Center in 
Rotterdam, the Netherlands. In this article, we share details on the winning customs innovation.

effectively as the device only alarms when it detects 
substances in its memory.
• As the technology is a silent watcher, it would free up 
staff to be assigned to cover other risks.
• Stronger border = greater detection and greater 
deterrent.
• If the technology is successful it will enable customs to 
screen everyone crossing the border
• As detection of likely, it would send out a strong 
deterrent.

Innovation novelty value/ uniqueness (Is the Innovation 
really a new way of thinking and/or doing things at 
customs?)
The ambition is to take a technology at a relatively high TRL 
level and adapt it to deployment in a customs 
environment.
A further advantage of the technology is that it makes use 
of existing passenger flow and does not add any burden to 
existing processes.

Innovation generalisability (Is it feasible to implement 
and to benefit from this Innovation in other Customs 
administrations?)
The technology if successful, should be capable of being 
deployed in different administrations, provided each is 
co0ntent with adhering to data protection and privacy 
regulations. This is suitable technology for screening 
passengers travelling through airports or land border BCPs.

UK undertook this work with the express intention of 
sharing its findings with other EU partners.

Implementation status (as summer 2019) of the 
Innovation (Define at each stage of the development the 
innovation is):
Proof of Concept

Overview on the Innovation (Which Customs problem it 
aims to solve and how is it done?)

The numbers of people crossing the border is increasing 
annually. One of the customs risks from passengers is that of 
drugs concealed beneath clothing. Sheer volumes of 
passengers and finite staff resources make it challenging and 
impractical to interdict those seeking to smuggle. Border 
Force examined use of technologies which can be used 
without disruption to the passenger flow.
Apstec Systems is a centimetre-wave radar which was 
designed using NATO funding to detect person borne IEDs. 
The device superimposes a threat box onto a cctv image and 
provides automatic detection which can then be replayed to 
a smart device. The device can detect particular explosives 
and do this while multiple passengers are walking in range of 
the device. Border Force, together with the company are 
exploring whether the technology could detect narcotics and 
currency and have been working on data capture with Apstec 
at Gatwick airport on heroin, Cocaine and currency. Early 
indications are positive, so we are moving to validate with a 
different set of samples and to let passengers through the 
system to work out false alarm rates.

The value/ benefits/ impact of the Innovation (Please 
explain: For Customs it can be about new capabilities, faster 
performance, lower rate in false-positives/negatives, lower 
operational costs etc.; You can also explain on positive 
impacts for supply chains and/or society.)

If the technology is successful it would enable a far more 
robust monitoring of the border, as it will effectively screen 
everyone coming through the border.
• The ability to screen moving targets means the technology 
helps support a frictionless border whilst improving 
efficiency.
• Customs will be able to use scarce resources far more 

Their Submission
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Winner’s certificate

Congratulations to the UK Border Force! 

And thanks to everyone who participated 

and helped make this contest a success – 

we plan to publish short versions of all 

submissions in Magazine 9, subject to 

approvals by the participating 

administrations! And, stay tuned for the 

second PEN-CP Innovation Award 

competition in 2020!

PEN-CP Magazine Issue 8 | UK BORDER FORCE WINS THE FIRST PEN-CP INNOVATION AWARD!
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As explained in PEN-CP Magazine 8, we are now publishing all the 
remaining six submissions from the PEN-CP Customs Innovation 
Award (PCIA) 2019 competition. The entries are published as 
they were submitted last year, with only minor editorial changes. 
We hope that after reading this article many customs officers 
and administrations become inspired by such concrete innovation 
examples and foresee the vast opportunities in customs 
innovations that lie in front of us.  

PEN-CP INNOVATION AWARD 2019 
SUBMISSIONS

The Revenue Commissioners, Ireland
for their effort to introduce the innovation called “Use of 

tachograph for investigations” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA

(PEN-CP Coordinator)
Dutch Customs Administration 

(Task Leader)

Muitines Departamentas Prie Lietuvos Respublikos Finansu 
Ministerijos, Lithuania

for their effort to introduce the innovation called “Identification of 

stolen vehicles” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA

(PEN-CP Coordinator)
Dutch Customs Administration 

(Task Leader)

Tollregion Oslo Og Akershus, Norway
for their effort to introduce the innovation called “The Norwegian 

Customs App” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA

(PEN-CP Coordinator)
Dutch Customs Administration 

(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

 Customs Administration of the Netherlands
for their effort to introduce the innovation called “Smartphone TCM-app to 
check the list ingredients of Traditional Chinese Medicines on 

CITES species” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA

(PEN-CP Coordinator)
Dutch Customs Administration 

(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

Valsts Ienemumu Dienests, Latvia
for their effort to introduce the innovation called “The BAXE (BAltic 

X-ray images Exchange ) project” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA

(PEN-CP Coordinator)
Dutch Customs Administration 

(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

Service Public Federal Finances, Belgium
for their effort to introduce the innovation called “SEDA 2.0 

Automated declaration selection engine” in their administration

Customs Innovation Award

2019

PEN-CP Advisory BoardCBRA

(PEN-CP Coordinator)
Dutch Customs Administration 

(Task Leader)

PEN-CP
Pan-European Network 
of Customs Practitioners

PEN-CP
Pan-European Network 
of Customs Practitioners

PEN-CP
Pan-European Network 
of Customs Practitioners

PEN-CP Magazine Issue 9 | PEN-CP INNOVATION AWARD 2019 SUBMISSIONS
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card. The information can be used to verify a driver’s 
story.

Innovation novelty value/ uniqueness 
This innovation is all about using existing technology in a 
different way. The law allows customs officers to read as 
well as store tachograph data (for follow-up investigation 
purposes). It is worthwhile to note that officers were 
previously not widely aware of this possibility.

Innovation generalisability 
Really feasible to implement as the information is stored 
and can be downloaded at any time (a detailed download 
can be done if the software is acquired, cost approx. 
€2.000). This is only necessary if the case is going to Court.
This can be implemented at any time and it requires only 
a little training, approx. 30 minutes. The officer needs just 
to know how to extract data from the driver’s tachograph 
machine located in the cabin.

Implementation status (as of summer 2019) of the 
Innovation 
Proof of Concept

Overview on the Innovation 
This innovation seeks to gather evidence by reading a 
tachograph that automatically records the speed and 
distance, fitted to a rigid or an articulated truck over 3.5 tons 
(it also records location on the older software version). An 
officer can gather evidence and identify if a truck has 
travelled or been on a boat journey; or, has taken a rest 
break.

An Irish Customs officer was successful in seizing a full load 
of alcohol in Rosslare (village in South-East Ireland)), in 
which reading the tachograph was crucial in gathering 
evidence and proving that diversion fraud took place. In 
other words, the analysis of the tachograph enables 
Customs to establish if mirror loads of alcohol/diversion 
fraud takes place.
A special software license has to be acquired from the 
National Roads Authority.

The value/ benefits/ impact of the Innovation 
The benefits include easier access to definite evidence that 
the load has not being tampered with. The information can 
be accessed by a print off or a manual read of a tachograph 

PCIA2: Use of Tachograph for Investigations
By: Ireland
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of coincidence (of the plate number or VIN), the declaration 
is directed to the officer of the Risk Management Division 
working 24/7. The officer of the Risk Management Division 
reviews the data of the customs declaration and 
SIS/Interpol available to him. If it is obvious that the 
coincidence is accidental (case 2), he directs the declaration 
to the green channel. In other cases, the declaration is 
directed to the red channel for the purposes of the 
inspection of the vehicle and its documents. After the 
inspection, the officer of the customs post informs the Risk 
Management Division of its results, sends the photos of the 
vehicle and documents. If the vehicle matches the data of 
the stolen vehicle contained in SIS/Interpol, the officer of 
the post calls the police officers who make further 
decisions. The Risk Management Division informs in the set 
procedure the Lithuanian Criminal Police Bureau about the 
results of the inspection of all stolen or searched vehicles.
If VIN of the vehicle is incorrect, i.e. it does not comply with 
the prescribed VIN structure (numbers are missing, the 
structure is wrong), the declaration is directed 
automatically to the red channel with the instruction to 
perform the inspection. After checking the vehicle and 
documents, the officer of the post records the results in the 
prescribed order. In most cases, VIN is incorrect due to the 
technical errors made while completing declarations.
This method allows you to check information from several 
sources faster and better and to co-operate with the Police 
Department, in order to detect stolen vehicles.
The method helps the customs authorities to detect stolen 
vehicles and contributes to the improvement of the 
customs image.

Innovation novelty value/ uniqueness 
To the best knowledge of the authors, this method is 
applied only in Lithuania.

 Innovation generalisability 
The method could be applied in all EU countries, as it is 
likely that the Police have access to SIS/Interpol databases 
in all countries. The hardest and most time-consuming job 
was to persuade the LT Police Department to provide the 
customs authorities with automatic access to the Schengen 
Information System. Another inconvenience is that both 
sources contain inaccurate data (e.g. only vehicle brand, 

such as MERCEDES, MB, DAF etc., is entered), which 
generate fake coincidences and unnecessarily increase 
the number of automatically sent messages. We have 
solved this problem by creating a list of symbols for 
which RIKS does not apply to SIS/Interpol. The list is 

completed by ourselves, when meaningless 
coincidences are found.

Implementation status (as of summer 2019) of the 
Innovation 

Fully implemented

PCIA3: Identification of Stolen Vehicles
By: Lithuania
Overview on the Innovation 
A new method is being applied at the Lithuanian Customs, i.e. 
the identification of stolen and searched vehicles during 
customs clearance. An interface between the Risk assessment 
and control system RIKS (further - RIKS) and the Schengen and 
Interpol databases, which automatically compare vehicle 
plate numbers and VIN (Vehicle Identification Number), 
indicated in import, export and transit declarations, with the 
data contained in the said databases. If the data coincide, RIKS 
gives to customs officers an instruction to check the vehicle 
and its documents. If it turns out that the data of the vehicle 
presented for customs control matches the data indicated in 
the Schengen and Interpol databases, police officers are 
invited.

The value/ benefits/ impact of the Innovation 
Since 14 January 2019, the RIKS functionality, which ensures 
the comparison of vehicle plate numbers and VIN, indicated in 
import, export and transit declarations, with the data 
contained in the Schengen Information System and the 
database of Interpol General Secretariat (further – 
SIS/Interpol) as well as checks the correctness of VIN indicated 
in the declarations, has been launched.

Coincidences between the data of the vehicle indicated in the 
customs declaration (active or transported as a commodity) 
and the data in the SIS/Interpol database take place in the 
following cases: 1) the vehicle is registered in SIS/Interpol as 
stolen or searched for; 2) the plate number of the vehicle 
indicated in the customs declaration coincides accidentally 
with the number of another vehicle (e.g. the number of a 
truck registered in LT coincides with the number of a 
motorcycle registered in Greece); 3) the number of the vehicle 
indicated in the customs 
declaration is incorrect. In the case 

PEN-CP Magazine Issue 9 | PEN-CP INNOVATION AWARD 2019 SUBMISSIONS
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quota is exceeded. If so, the traveler can then choose to pay 
the duty either by credit / debit card or Vipps (mobile 
payment solution) and choose the time of border crossing. 
After clearing the goods in the app, travelers do not have to 
stop at the border (the red channel) but are free to pass at 
whichever border crossing they want, manned or 
unmanned, arriving by plane, boat, train or car.

(note: Alcohol and tobacco that is imported for onward sale 
or other commercial purpose, and alcohol and tobacco 
bought on arrival in the duty-free at the airport, cannot be 
cleared through customs using this app, due to limitations 
in the Norwegian Customs regulation.)

The value/ benefits/ impact of the Innovation 
The Norwegian Customs app was launched in June 2016 
and is available on mobile and tablets for iOS and Android 
operating systems (99.6 percent of the market). The app 
can be downloaded for free on App Store and Google Play, 
cf. links above.

As of September 2019, the app has been downloaded over 
1 million times (the Norwegian population number is 
around 5.3 million), with both the amount and number of 
clearances increasing each year.

Overview on the Innovation 
One of the main strategic goals for Norwegian Customs, is to 
make compliance easy. 

Before we first started our work on the Norwegian Customs 
App (“KvoteAppen”), we suspected that general awareness of 
Norwegian customs laws and regulations was not particularly 
high among the population. In our experience, many Customs 
rules and procedures can be complicated or difficult to grasp 
for persons who do not interact with Norwegian Customs on a 
day-to-day basis. Furthermore, after conducting surveys, we 
also discovered that while Norwegians’ travels and purchases 
of goods abroad has increased sharply over the last years, 
there has not been a corresponding increase in the number of 
customs clearances. This combination of facts was interesting 
and made us want to take a closer look and see whether we 
could come up with an efficient measure that would both 
increase general awareness of Customs and travel regulations, 
but also increase the number and amount of declared goods.

The project which resulted from this work, was the Norwegian 
Customs App, launched in summer of 2016.

The main aim of the Norwegian Customs app is to make it 
easier for travelers to customs clear alcohol and tobacco 
correctly. Why focus on these products in our first app? Simply 
because they are important. Most Norwegian travelers are in 
fact aware that there exists a duty-free quota based on a 
certain amount, but they also think that the rules are strict 
and difficult to understand. This system of quotas and 
amounts is also complicated further by the fact that 
one can also swap amounts in between the 
quotas.

Thus, we wanted to develop an app that would 
make it easy for travelers to:

• check if the amount of alcohol and 
tobacco is within the duty-free 
quota;

• check what it costs to exceed the 
quota;

• make it easy to pay the duty; and 
• pass the border in an efficient way. 

With the Norwegian Customs app, travelers can 
now not only calculate how much alcohol and 
tobacco they can bring into Norway duty-free, 
but also declare and pay duties in the app 
without having to go to a manned border 
crossing. The most popular part of the app is in                       
fact the “quota calculator”, which lets the user 
calculate the optimal combination of quotas 
(for one or two travelers) and check if the 

PCIA4: The Norwegian Customs App
By: Norway

of coincidence (of the plate number or VIN), the declaration 
is directed to the officer of the Risk Management Division 
working 24/7. The officer of the Risk Management Division 
reviews the data of the customs declaration and 
SIS/Interpol available to him. If it is obvious that the 
coincidence is accidental (case 2), he directs the declaration 
to the green channel. In other cases, the declaration is 
directed to the red channel for the purposes of the 
inspection of the vehicle and its documents. After the 
inspection, the officer of the customs post informs the Risk 
Management Division of its results, sends the photos of the 
vehicle and documents. If the vehicle matches the data of 
the stolen vehicle contained in SIS/Interpol, the officer of 
the post calls the police officers who make further 
decisions. The Risk Management Division informs in the set 
procedure the Lithuanian Criminal Police Bureau about the 
results of the inspection of all stolen or searched vehicles.
If VIN of the vehicle is incorrect, i.e. it does not comply with 
the prescribed VIN structure (numbers are missing, the 
structure is wrong), the declaration is directed 
automatically to the red channel with the instruction to 
perform the inspection. After checking the vehicle and 
documents, the officer of the post records the results in the 
prescribed order. In most cases, VIN is incorrect due to the 
technical errors made while completing declarations.
This method allows you to check information from several 
sources faster and better and to co-operate with the Police 
Department, in order to detect stolen vehicles.
The method helps the customs authorities to detect stolen 
vehicles and contributes to the improvement of the 
customs image.

Innovation novelty value/ uniqueness 
To the best knowledge of the authors, this method is 
applied only in Lithuania.

 Innovation generalisability 
The method could be applied in all EU countries, as it is 
likely that the Police have access to SIS/Interpol databases 
in all countries. The hardest and most time-consuming job 
was to persuade the LT Police Department to provide the 
customs authorities with automatic access to the Schengen 
Information System. Another inconvenience is that both 
sources contain inaccurate data (e.g. only vehicle brand, 

such as MERCEDES, MB, DAF etc., is entered), which 
generate fake coincidences and unnecessarily increase 
the number of automatically sent messages. We have 
solved this problem by creating a list of symbols for 
which RIKS does not apply to SIS/Interpol. The list is 

completed by ourselves, when meaningless 
coincidences are found.

Implementation status (as of summer 2019) of the 
Innovation 

Fully implemented
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unmanned border crossings
• The possibility to pay fee (customs clear) up to 48 

hours before travelers intend to cross the border
• The calculator function - (9 out of 10 that uses the 

app, go through the ‘Quota calculator’)
• Possibility to clear goods through customs for one or 

two persons travelling together (must cross the 
border together)

• Different payment methods (credit/debit card or 
mobile payment (Vipps).

 Innovation generalisability 
Considering the success that we’ve had nationally, Customs 
administrations in other countries (especially Nordic) have 
contacted us in order to gather and exchange information 
on the app and its development (note that the Swiss app, 
for example, was launched in 2018). The interest given, as 
well as the general trend towards increasing digitalization 
of Customs processes, makes us believe that the app has 
general application. In this sense, it can probably also lead 
to similar resource saving in other countries, which in turn 
frees up resources and allows customs authorities to focus 
on more important tasks.

Implementation status (as of summer 2019) of the 
Innovation 
Fully implemented (30 June 2016)

One big reason for its success is that the app makes 
compliance easy. This has in turn led to an increase in both the 
number of customs clearances in the app and duties collected. 
The revenue has increased from about 10.3 million NOK in 
2017 to 17.8 million NOK in 2018 (already surpassed in 2019 
up until September), while the number of clearances has 
increased from around 35 000 in 2017 to 65 000 in 2018 (and 
2019 up until September). Furthermore, by comparing the 
numbers with the amount declared and collected before and 
after the launch of the app, we see that the app not only has 
contributed to the biggest increase in 2016-2018 in absolute 
terms, but also that the relative growth in clearance in the app 
has been greater than the one at manned border crossings 
and the automatic duty and tax machines. We can therefore 
reasonably assume that a large part of this increase never 
would had happened, had it not been for the existence of the 
app.

In addition, the app has also benefited Norwegian Customs. 
By simplifying and streamlining the customs clearance work, 
border officials can now spend less time assisting and carrying 
out customs clearances of alcohol and tobacco. In this way, 
officials can prioritize other tasks, such as checks on illegal or 
other restricted goods. This provides benefits for both 
Customs and society on a broader level.

Regarding results obtained, the app has had positive effects 
on:

• Correct importation (calculation of fee)
• Effective importation of goods
• Increased proportion of customs cleared goods
• Protecting society against the illegal importation of 

goods
• Raised awareness in the population
• Improved Customs reputation
• Data protection, as no personal data are stored in the 

app.

“For Customs it can be about new capabilities, faster 
performance, lower rate in false positives/negatives, lower 
operational costs etc.” As noted above, officials can prioritize 
more important tasks. The App has also:

• Reduced the number of requests in the red channel
• Reduced the number of officials handling the clearance 

of alcohol and tobacco
• Made it possible for travelers to clear goods through 

customs for one more person (you can choose to use the 
app for 1 or 2 travelers)  

Innovation novelty value/ uniqueness 
To our knowledge, at the time we launched the app in 2016, 
no other government / government agency offered a similar 
service to private persons. The Norwegian Customs app is still 
unique in Norway, and it is probably still regarded as 
innovative on an international level. 

For us, the following steps were especially innovative:
• The possibility to declare and cross the border at 
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PCIA5: Smartphone TCM-app to Check the List Ingredients 
of Traditional Chinese Medicines on CITES species
By: The Netherlands

without the intervention of translators. This leads to faster, 
more effective and cheaper handling of these types of 
checks.

Because the app quickly and effectively can be deployed by 
the customs officer in the field, less time needs to be spent 
on these types of checks and it is easier and therefore much 
faster to decide whether goods should be held or can be 
released.

Innovation novelty value/ uniqueness 
This kind of use of artificial intelligence, an app with a 
combination of taking a photo, text recognition, translation 
and fully automated control with a list of prohibited 
substances is new to Customs and unique in the world.

Implementation status (as of summer 
2019) of the Innovation 
Proof of Concept

Overview on the Innovation 
The innovation relates to the use of Artificial Intelligence (AI) 
in a physical check by Dutch Customs on shipments of 
Traditional Chinese Medicines (TCM). Dutch customs must 
know whether the list of ingredients on the packaging of 
Traditional Chinese Medicine contains ingredients that are 
prohibited under the CITES-convention. This concerns 
ingredients from endangered plants and animals, such as tiger 
and rhino.

Via the TCM-app on the smartphone the customs officer in the 
field takes a photo of the list of ingredients in Chinese 
characters on the packaging of the TCM. The photo is then 
converted into editable text via Optical Character Recognition 
(OCR). The app will then translate the Chinese characters into 
English words. The app then compares the English text with 
the English list of species prohibited by the CITES-convention 
which is uploaded in the app. Eventually the smartphone of 
the customs officer will indicate whether the shipment 
contains prohibited ingredients. Based on this outcome the 
customs officer can complete the physical check.

The value/ benefits/ impact of the 
Innovation 
The app gives Dutch Customs new capabilities by translating 
Chinese texts quickly and effectively. It enables instant 
comparison with the species listed on the CITES-appendices 
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customs services of the Baltic States provides an 
opportunity to create a unified network for exchange of the 
information on vehicles and freight crossing borders, and to 
ensure not only an efficient mechanism of control and 
exchange of information but also the sustainability of 
previously implemented data exchange projects.

Agreement has been signed between the Customs 
Department under the Ministry of Finance of the Republic 
of Lithuania, the Estonian Tax and Customs Board and the 
State Revenue Service of the Republic of Latvia on the 
exchange of information, using joint data exchange 
network between X-ray scanners. At the moment, the joint 
data exchange network of Lithuania, Estonia and Latvia 
includes 17 XCS (7 in Lithuania, 8 in Latvia and 2 in Estonia) 
located in border crossing points.

The value/ benefits/ impact of the Innovation 
The project has been implemented in three areas:

• Creating and launching an information exchange 
network between customs services of the three Baltic 
States including the possibility to perform the analysis 
of X-ray images generated by devices of different 
manufacturers;

• Developing a database of types of smuggled goods and 
having the opportunity to accumulate an archive of 
such data;

• Training facilities, providing hardware and specialized 
software for XCS operators.

Implementation of the project ensures effective quantity 

Overview on the Innovation 
The BAXE (BAltic X-ray images Exchange) project seeks to 
ensure the protection of the EU market, the society and 
financial interests in order to support the competitiveness of 
companies in legal business, facilitate legitimate trade, control 
international movement of goods involved in international 
supply chains and enhance cooperation between the customs 
service and business community.

The customs authorities of the Baltic States use 17 X-ray 
control systems (XCS), which are set out at the EU external 
border. These XCS worked separately, the exchange of data 
between them was not carried out, and the customs officers 
did not have the opportunity to exchange information on the 
checks carried out and communicate the detected smuggling 
cases. Such kind of data exchange is further complicated by 
the fact that the customs authorities of the Baltic States use 
different brands of XCS, which generate images that are not 
compatible due to the different formats.

In order to resolve the issue described above, it was necessary 
to create or acquire a specialized software capable to 
recognize and accept different X-ray images generated by the 
largest and most popular XCS producers, such as Nuctech, 
Rapiscan and Smiths Detection. The ability to recognize X-ray 
images, generated by the scanners of other producers and the 
possibility to further develop the possessed software, is an 
additional advantage of BAXE project.

The joint data exchange network between XRS used by the 

PCIA6: The BAXE-project
By: Latvia

PEN-CP Magazine Issue 9 | PEN-CP INNOVATION AWARD 2019 SUBMISSIONS

-19--27-



the needs of customs from different countries.

There is also a unique X-ray image database which collects 
data from the customs of the three Baltic States. This 
database enables customs officers to conduct targeted 
search of vehicles carrying freight to their interest that have 
been checked at various border crossing points on the 
external Eastern border of the EU.

Furthermore, centralised analysis of X-ray images is taking 
place in the main office of the State Revenue Service of the 
Republic of Latvia in Riga, instead of separate Customs 
Control Points. The opportunity helps to optimise the X-ray 
image analysis and save staff resources. Besides the 
innovative value of the project, it should also be mentioned 
that the smooth and constructive cooperation between the 
three Baltic States was and still is invaluable to achieve the 
common goal.

 Innovation generalisability 
In view of the potential use of BAXE, a Central X-ray images 
portal has been created. It gives ability to the authorized 
external users (for example from the customs services of 
other EU Member States) via web-application, to access the 
database of scanned vehicles and to review images in 
simplified form (e.g. TIFF or JPG format). No license is 
required for this, therefore external users have the 
possibility to analyse images in another more simplified 
manner than X-ray operators. This Portal provides the 
possibility to view scanned images in a very simple and 
quick way, being intended for the members of customs 
mobile teams, law enforcement officials and for the 
representatives of the customs authorities of foreign 
countries.

Implementation status (as of summer 2019) of the 
Innovation 
Fully implemented.

As a next step in the use of BAXE, it is planned to include 
x-ray systems operating at railway border crossing points in 
the common system of the Baltic States.

and quality indicators of customs inspections, and control of 
flow of goods all over the customs territory of the Baltic 
States. It supports the customs authorities of the Baltic States 
in the pursue of the objectives and targets of long-term 
strategy and the compliance with the commitments to the EU 
and international organisations.

The establishment of adequate and modern material base of 
the customs services of the Baltic States allows to effectively 
combat and prevent infringements of customs legislation.

XCS benefits provided to the customs services of the Baltic 
States are as follows:

• improvement of collection of taxes to the EU and State 
budget;

• creation of favourable conditions for facilitation of 
international trade and legal business;

• prevention measures for movement of smuggled goods;
• control of movement of goods (freight) and monitoring 

of emerging risks in order to carry out effective risk 
analysis and risk-based selection;

• most efficient customs controls in any place of the 
territory of the Baltic States;

• effective improvement of the control of international 
supply chain;

• wide range of possibilities of competitiveness in legal 
business;

• installation of advanced and modern customs control 
technologies.

Innovation novelty value/ uniqueness 
The project created and implemented numerous innovations 
bringing high value for several customs services of EU 
Member States at the same time.

For the first time, a universal X-ray image format has been 
developed and used by several EU countries.

We want to emphasize that there are software solutions for 
various x-ray image formats, but for the first time BAXE has 
created a process that automatically converts various images 
into a completely unique generic universal format, meeting 
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Also, we think that by working on the analysis of each 
economic operator’s customs behavior (through his 
declarations and inspection results) we can reinforce or 
discourage certain type of actions, and nudge operators in 
the right direction.

Innovation generalisability 
Apart from a few local specificities, the core principles of 
SEDA 2.0 are scalable to multiple flow and to other 
customs. All that is needed is a structured history of past 
declaration and inspection results, the rest can be derived 
from that.

It would however imply a complete rethink/rebuild of the 
national targeting tool.

Lessons learned and the principle behind successful 
features can be discussed and exchanged with other 
customs.

Implementation status (as of summer 2019) of the 
Innovation 
Fully implemented

Overview on the Innovation 
SEDA 2.0 is the new automated declaration selection engine 
designed by Belgian customs.

It has been designed to address challenges that all customs 
administrations must face:

1. The number of declarations is growing exponentially 
and will continue to do so with the rise of E-commerce.

2. Customs have a limited inspection capacity. We thus 
have to use it in the most efficient way possible, and to 
manage the output of the system so that it doesn't 
drown targeting and inspecting officers.

3. Customs must be able to provide facilitation to 
companies doing legitimate trade, in the most objective 
way possible.

4. The decision to inspect a shipment must be taken very 
quickly to not burden the supply chain but also with the 
best information possible.

To face these challenges, Belgian customs chose to design a 
tool that is able to:

• Automatically and systematically leverage new data 
sources such as the feedback from past inspections and 
a broad set of enrichments establishing the past 
behavior of an economic operator.

• Run complex datamining and machine learning models 
in an instant.

• Identify hits with a high chance of being a false positive 
based on knowledge acquired from past inspections and 
declarations.

• Log every decision it takes, at each stage of the process, 
to facilitate reporting and the evaluation of Risk Profiles. 

• Dynamically react to changes of behavior or compliance.
• Still have room for improvement with “empty boxes” left 

for future features.

The value/ benefits/ impact of the Innovation 
One year after implementation, we can say with certainty 
that:

1. We managed to reduce the output of the system 
significantly by releasing unjustified hits automatically.

2. More targeted and relevant selection criteria can now 
be used to make a selection. Every risk profile is in the 
process of being revised to add these new elements. The 
Hit rate has globally improved.

3. Front line officers have noticed an increase in the 
variety and the level of suspiciousness of the 
declarations put under control.

4. We are now able to use dynamic features in our 
targeting, which has been very useful for our data 
scientists. New very efficient models have been 
implemented that were not possible in the past.

PCIA7: SEDA 2.0 Automated declaration selection engine
By: Belgium

PEN-CP Magazine Issue 9 | PEN-CP INNOVATION AWARD 2019 SUBMISSIONS

-21--29-



PEN-CP Plans to Launch First Hackathons soon

Call for Submissions - 

2'0�%2�%WUVQOU�
+PPQXCVKQP�#YCTFU�

2%+#U������

number of submissions per PEN-CP Customs partner 
is 10 per PET-topic, i.e. 2x10 = 20 max submissions per 
Customs administration. Submissions can be done by 
(i) individual officers, (ii) teams of officers, (iii) full 
departments, and/or (iv) the administration itself. 
Each PEN-CP Customs partner should nominate the 
PCIA-2020 contact person, who collates all inputs 
from her/his administration, and makes the final 
submissions, on PET-level, directly on the PEN-CP 
online platform (via POP, 
https://cmt.sym.place/groups/profile/302707/pen-c
p-innovation-instruments-and-innovation-events).

Each PET-team discusses and votes to decide the 
winning submissions, focusing particularly on the 
novelty value and potential impact of each submitted 
solution idea. Winners are announced and their 
submissions presented during PEN-CP Year 2 Annual 
Event (a web-conference in January 2021). The goal is 
that each winning solution idea will be followed up by 
one or more other PEN-CP Innovation Instruments, 
like hackathons, challenge competitions, prototype 
grants, etc. We also aim to offer large-scale visibility 
to the winning submissions - across PEN-CP 
community, in the EU and globally - via tweets, 
web-conferences, journal articles etc.

Please note that PCIA-2020 is open for all PEN-CP 
Customs partners, i.e. the 13 European Customs 
administrations forming part of the project 
consortium. In the future (years 2021 to 2023), 
PEN-CP plans to introduce similar innovation award 
competitions which are open for all EU27 customs, 
and/or for all WCO member administrations, to 
participate.

If you have any questions about the PCIA-2020 
activity, please feel free to send an email to: the task 
leader: rkw.roelofs@belastingdienst.nl  and copy to:  
pen-cp@cross-border.org 

Background and context

Building on the 2019 legacy of PEN-CP Customs 
Innovation Awards (PCIA), we are happy to announce 
the PCIA competition for year 2020 (PCIA-2020). 
Opposite to 2019, when PEN-CP Customs partners were 
competing on existing and already implemented 
customs innovations, the focus of 2020 edition is on 
“Best Solution Ideas”. This means that “to the best of 
the knowledge of the individual/ team/ administration 
preparing a PCIA-2020 submission, the idea is not (yet) 
in operational use in customs”. Two of the three PEN-CP 
Expert Teams (PETs) have defined specific topics for 
their respective PCIA-tracks (see next pages for the 
details):

• Data & risks (PET-1): Novel approaches to cope with 
the growing international e-commerce traffic

• Laboratory equipment (PET-3): Future 
opportunities with mobile laboratory capabilities 

In the frame (and spirit) of PEN-CP being ‘a Novel 
Customs Innovation Boosting Network and On-line 
Platform, offering Valuable Innovation Intermediary 
Services’, PCIA-2020 has the following objectives:

• To identify, to share and to learn from promising 
solution ideas, including out-of-the-box ones, 
across the two topics listed above.

• To create new types of ‘innovation pipelines’ or 
‘upscaling of innovations’, where raw ideas born 
with one type of innovation instrument (e.g. 
innovation award submissions) are taken further 
with other types of instruments (e.g. challenge 
competitions), in a step-by-step manner, towards 
fully operational solutions and services. 

• To introduce and to promote new thinking and 
novel approaches for increasingly innovative 
Customs administrations in the future.

• And, during this process, to have a bit of fun, too.

The calls are published on 27.10.2020, and the deadline 
for the submissions is 15.12.2020. The maximum 

PEN-CP Magazine Issue 9 | PEN-CP CUSTOMS INNOVATION AWARDS 

PEN-CP Magazine Issue 9 | HELP US TO EXPAND THE POOL OF EXTERNAL EXPERTS! 

-32-

-34--30-



PEN-CP Hackathons challenge data scientists, programmers, 
and other specialists to take their best shot at critical 
problems and issues with digital customs. The first PEN-CP 
Hackathon is planned to focus on data linking issues that 
hold customs back from exploiting the full potential of 
electronic information and advanced data analytics. 

By Jonathan Migeotte, Belgian Ministry of Finance; Toni Männistö and Juha 
Hintsa, Cross-border Research Association; Trevor Francis, UK Border Force

Background
PEN-CP hackathons are intensive events where competing 
teams use their IT development and programming skills to 
design and pilot algorithms and tools to tackle pressing 
problems of digital customs. During a hackathon, each team 
will develop a data analytics solution from start to finish, 
typically within a 24-48 hour time window.
 
PEN-CP hackathons offer a unique chance for tech-savvy 
people to test their technical and problem-solving skills with 
complex customs challenges. The teams are given detailed 
instructions and the competition dataset at the start of the 
hackathon. A prize will be awarded to the team, which 
develops the most innovative, technically elegant, and 
impactful solution.

The hackathons are open to everyone with knowledge in data 
science, computer science, or related field. Customs domain 
expertise is not required, so specialists working at universities, 
research institutes, and other non-customs organizations are 
encouraged to participate. Participants should form teams of 
up to five members, who collectively have basic 
understanding on one or more programming languages and 
database management.

Topics for PEN-CP hackathons are identified and discussed 
during PEN-CP Expert Team (PET) meetings. If you are a 
PEN-CP customs expert willing to join the action on defining 
future hackathon topics, please contact the PET-leaders: PET-1 
Data & risks: Jonathan Migeotte (BEL); PET-2 Detection 
technologies: Trevor Francis (GBR); PET-3 Laboratory 
equipment: Micha Slegt (NLD).

Draft summary on PEN-CP Hackathon #1 on 
data linking (finalized complete description 
will be published later in 2020)
Linking of data records across multiple dataset is a critical step 
of modern customs risk management. Linked datasets enable 

green-lane initiatives. 
3. Innovation and technologies supporting the 

automated threat detection. 
4. Exchange of risk-relevant information between 

enforcement authorities. 
5. Improved targeting and control process. 

You can describe your solution idea by building on the 
5-point list above; by combining them in a new 
manner; and/or by coming up with new approaches/ 
category of actions how to deal better with the 
growing e-commerce traffic and related challenges.

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners. 

In the wake of booming e-commerce, customs have 
recognised the need to rethink their conventional 
enforcement roles and strategies. This PEN-CP Customs 
Innovation Award 2020 (PCIA-2020) is about solution 
ideas that help customs to cope with the growing 
international e-commerce traffic. Interesting themes 
include capacity building, risk management, and 
cooperation with companies, authorities, and other 
partners. Below you find five examples of typical 
categories of solutions. You are welcome to expand the 
list below with other ideas that could help to change the 
landscape of e-commerce & customs.

1. Collection of open source or additional data from 
e-commerce stakeholders. 

2. Vetting procedures of online merchants and 

PET 1 – Data and risk: Novel approaches to cope with the growing 
international e-commerce traffic (short version for public use)

• Explosive materials 
• Fuels
• Narcotics (other than NPSs)
• NPSs (new psychoactive substances) 
• Pharmaceuticals 
• Precious metals 
• Precursors for explosives and weapons
• Precursors for narcotics
• Radioactive and nuclear materials
• Waste
• Weapons and ammunitions 

The PEN-CP Customs Innovation Award 2020 looks for 
ideas on new mobile laboratory technologies that 
customs can use to identify goods at the borders or 
ideas on new applications for existing technology. In 
your submission, to the extent feasible, provide the 
name of a mobile technology, describe its operational 
principles, and explain how it can contribute to 
frontline customs controls, including which illicit 
materials it should target/ identify. If you opt to 
propose a combination of two or more mobile 
technologies, describe briefly how the full solution/ 
system works together. 

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners.

Customs administrations benefit from laboratory 
technologies that can be deployed at borders and that 
can be used by regular customs officers, as much as 
possible. Wide scale application of mobile technologies 
or even a frontline laboratory would allow customs to 
accelerate the identification of goods, reduce time and 
cost intensive off-site analysis, and streamline the 
overall customs control process. Customs may take an 
even greater advantage by adopting increasingly 
compact, user-friendly, and accurate laboratory 
instruments to extend frontline capabilities. Currently, 
Customs administrations deploy one or more of these 
technologies:

• Colorimetric tests
• RAMAN spectroscopy
• X-Ray fluorescence (XRF)
• Infrared spectroscopy (IR)
• Ion mobility spectrometry (IMS)
• Mass spectrometry (MS)

At the moment, under certain conditions, the 
technologies can be deployed on the field to identify a 
broad range of goods, including the following ones*:

• Alcohol 
• CITES (protected fauna and flora)
• Consumer products (textiles, toys etc.)
• Dual-use goods

PET 3 – Laboratory equipment: Future opportunities with mobile 
laboratory capabilities (short version for public use)

Vision for the 1st PEN-Tournament: 

*Adapted from the presentation of: 
www.unece.org/fileadmin/DAM/trans/events/docs/WP30_Jun13_Heeswijk.pdf (See page 11)
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A framework and critical 
considerations on PEN-CP 
hackathons

By Juha Hintsa and Toni Männistö Cross-border Research Association, and 
Susana Wong Chan, University of Lausanne, Switzerland

What are hackathons and how customs can benefit 
from them? This article provides answers to the 
fundamental questions concerning hackathon 
organization in the customs innovation context. 
Quotes from prominent web sources define key 
concepts and list best practices for hackathon 
organizers to follow.

Hackathons and PEN-CP
The previous issue of PEN-CP Magazine (Magazine 9) 
presented the first ideas for the event that could one 
day become the first PEN-CP hackathon. As a new 
PEN-CP innovation instrument (PIN), the vision is to use 
hackathon as way to develop solutions that help 
customs to deal with critical challenges of digital 
customs*, for example in the context of ‘data linking 
between multiple data sources, for customs risk 
management purposes’. 

Since the last issue, the PEN-CP Expert Team on Data 
and Risk (PET-1) has discussed the hackathon idea in 
detail and realized the level of work it takes to organize 
a hackathon from the very beginning. For this reason, 
this article takes one step back from the earlier 
hackathon plans, by presenting a framework and critical 
considerations that underpin a successful hackathon. In 
this way, this article serves as a guide for PEN-CP 
partners to follow on the road towards possible PEN-CP 
Hackathons during years 2021, 2022, and 2023.

Box 1. What 
hackathons are?

…”Hackathon is a tool to drive sustained 
innovation and crowdsource solutions to address 
pressing real-life business problems and social 
issues. A hackathon is typically a time-bound 
competitive event where participants collaborate to 
build proofs of concept and minimum viable 
products for a specific pre-defined problem or to 
innovate”...

Source: https://bit.ly/2KpJ9YK

Note: these days hackathons are being organized ‘beyond digital world’ for example ‘policy hackathons’ have been introduced in 
Europe during the past few years. In PEN-CP, particularly when thinking years 2022 and 2023, we can also consider hackathon topics 
beyond digital customs, for example policy hackathons or standardization hackathons. All PEN-CP Expert Teams (PETs) are invited to 
start brainstorming on such ideas, latest by fall 2021.
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How will hackathons benefit PEN-CP customs 
partners?
Hackathons have potential to advance the PEN-CP 
innovation agenda and help PEN-CP partners to 
develop solutions for digital customs. It takes 
considerable time and effort to organize a hackathon, 
no question about it, but this work can pay off 
generously. As a high-risk, high-reward innovation 
instruments, in the best-case the PEN-Hackathons can 
lead to serendipitous discoveries and pave the road 
towards digital innovations. Now, what concrete 
benefits can customs administrations expect to get 
out of a customs-centric hackathon?  

• A new solution or technique to overcome a 
previously unsolved customs problem; and/or 

• Gradual, incremental improvements to existing 
solution and techniques to optimize the work 
how customs operate today; and/or

• Innovative ideas for radical technological 
breakthroughs for later development.

Past hackathons with customs relevance
The idea of hackathon is nothing new, but the concept 
has become increasingly popular over the past years. 
Industries from banking and retail to defense and 
energy are embracing hackathons as a powerful 
technique to boost innovation. At the same, many 
government functions have realized the potential of 
hackathons. For instance, the customs community is no 
longer a stranger when it comes to organizing 
hackathons. Examples of recent hackathons of customs 
interest include events in Dubai , Finland  and the 
Netherlands , 

• Dubai, the United Arab Emirates: “The Datathon 
initiative by Dubai Customs aims at attracting the 
best minds and harnessing the latest innovation in 
the areas of data science and its applications.” 
(2020)

• Finland: “Finnish Customs challenged participants 
to imagine solutions that would make it easier to 
access information on Customs regulations and 
procedures.” (2016)

• The Netherlands: The fourth edition of the World 
Port Hackathon (WPH) was organized in Rotterdam, 
under the motto “The Smartest Port” (a team from 
Dutch Customs participated in the event) (2016)

 
For Magazine 11, we plan to explain more about the 
outcomes and lessons learned across these three 
hackathons, and possibly more, with ‘customs interest’ 
in mind.

Some outcomes of PEN-Hackathons might be readily 
usable for customs, in particular when the PEN-CP 
Expert Team (PET) in question (i) has done a good job 
in identifying and agreeing on a high priority challenge 
/ PUNI, well-suited for hackathon purposes; and (ii) 
has written a clear document on the detailed scope, 
expectations, rules, and scoring criteria for the 
hackathon. At the same time, it is realistic to assume 
that most hackathon projects would require further 
development and tailoring before they could be 
implemented in any real-life operational context, 
including that of the customs. Fortunately, PEN-CP has 
several innovation instruments that can be used to 
develop hackathon outcomes further, for example 
challenge competitions and prototype grants.  

Potential themes of PEN-Hackathons
Like with any open innovation activity, 
well-thought-out scoping and detailed instructions lay 
the basis for a successful hackathon. No doubt, it will 
be hard to explain a customs-centric hackathon 
assignment for participants who might not have prior 
knowledge on customs operations and objectives. 
Even more importantly, the heart of a hackathon is the 
problem participants try to solve. In the PEN-CP 
context, hackathons can be used to overcome 
challenges of digital customs. Based on the first 
discussions with PEN-CP experts, the following 
promising hackathon topics have been identified: 

1. Linking of datasets for customs risk assessment 
2. Discovering new online data sources for the 

benefit of customs risk assessment
3. Clearing databases and datasets off personal 

data

Box 2. The evolution of the
hackathon as an innovation 

instrument 

…”In recent years, hackathons have evolved, 
transitioning from a stereotypical computer 
programming weekend filled with a bloodshot eyes, 
energy drinks, pizza, and software innovations into 
a real idea vehicle for a variety of industries. Today 
there are hackathons for medical technology, 
lifestyle apps, social media innovation, and 
important social issues -- and the list is continually 
growing”... 

Source: https://tek.io/38oaBy6

Box 3. Advantages of 
hackathons over traditional 

innovation management 
processes

…”Hackathons have some clear advantages over 
traditional innovation management processes. 
They are inclusive, agile, promote multidisciplinary 
collaboration, and have shorter innovation cycles 
that are better suited to addressing fast-changing 
consumer demands. Along with generating new 
ideas and future proofing a business, hackathons 
help de-risk product development, improve 
employee engagement and retention, find excellent 
talent, enable customer focused innovation and 
engagement, accelerate the speed of innovation 
and problem solving, enhance collaboration 
between teams, bring about cost savings through 
R&D, and build community, brand, and 
leadership”… 

Source: https://bit.ly/2KpJ9YK    

Few considerations with PEN-Hackathon 
datasets
First of all, the organizers have to choose what kind of 
datasets hackathon participants will be given access 
to. To make the hackathon assignment more realistic, 
it is tempting to rely on real customs datasets, even if 
the datasets were simplified and cleared off any 
sensitive information. Data could also originate from 
sources external to customs, for example the open 
internet or commercial data suppliers through 
subscriptions. Alternatively, in many cases the use of 
both internal and external datasets might be the best 
option. The participants could be instructed to use 
certain datasets or let free to use datasets they 
consider most useful for their hackathon projects. 

Organizers of data-driven hackathons must naturally 
consider questions of data sensitivity and protection. 
Customs datasets might contain law enforcement 
sensitive information or disclose commercially 
sensitive information on traders and their 
transactions. Data privacy is another critical aspect for 
the organizers to consider. As a default, all such data 
would have to be pseudonymized, masked somehow, 
or removed totally.

Clear rules, scoring criteria and schedules
Just like with any type of competitions, was it in 
technologies, in sports, in arts, or anywhere else, 
drafting and distributing clear rules covering all 
aspects of the participation – including which methods 
or tools are allowed to be used; how the outcomes are 
scored and ranked, etc. – is crucial for 
PEN-Hackathons.

…”Don’t expect to have actually solved a problem 
by the end of the hackathon. Real life problems are 
hard! Think of the hackathon as a pit-stop on a long 
journey to solve problems or as a training session 
to prepare participants for solving problems”... 

Source:  https://hackathon.guide/  
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It is important to note that much additional work, 
discussions and thinking is required before we can really 
fix the topic for the first PEN-Hackathon; again, it might 
be one of the three above, or, a new topic can still be 
introduced.

Some outcomes of PEN-Hackathons might be readily 
usable for customs, in particular when the PEN-CP 
Expert Team (PET) in question (i) has done a good job 
in identifying and agreeing on a high priority challenge 
/ PUNI, well-suited for hackathon purposes; and (ii) 
has written a clear document on the detailed scope, 
expectations, rules, and scoring criteria for the 
hackathon. At the same time, it is realistic to assume 
that most hackathon projects would require further 
development and tailoring before they could be 
implemented in any real-life operational context, 
including that of the customs. Fortunately, PEN-CP has 
several innovation instruments that can be used to 
develop hackathon outcomes further, for example 
challenge competitions and prototype grants.  

Potential themes of PEN-Hackathons
Like with any open innovation activity, 
well-thought-out scoping and detailed instructions lay 
the basis for a successful hackathon. No doubt, it will 
be hard to explain a customs-centric hackathon 
assignment for participants who might not have prior 
knowledge on customs operations and objectives. 
Even more importantly, the heart of a hackathon is the 
problem participants try to solve. In the PEN-CP 
context, hackathons can be used to overcome 
challenges of digital customs. Based on the first 
discussions with PEN-CP experts, the following 
promising hackathon topics have been identified: 

1. Linking of datasets for customs risk assessment 
2. Discovering new online data sources for the 

benefit of customs risk assessment
3. Clearing databases and datasets off personal 

data

Box 4. Hackathon as 
a pit-stop on a long 
innovation journey

…”Don’t expect to have actually solved a problem 
by the end of the hackathon. Real life problems are 
hard! Think of the hackathon as a pit-stop on a long 
journey to solve problems or as a training session 
to prepare participants for solving problems”... 

Source:  https://hackathon.guide/  

Box 4. Hackathon as a 
pit-stop on a long 
innovation journey

…”For a solution that makes a difference in terms of 
quality and relevance, a succinct, focused theme is 
non-negotiable…. be it online or onsite, you need to have 
clearly defined goals in place if it is a themed hackathon. 
Unlike open-ended hackathons, themed hackathons 
expect participants to work on specific projects, such as 
those that require you to use a company’s technology or 
for social good… the organizer or committee will need to 
identify key business areas that are suffering because of 
definite challenges that haven’t been addressed 
satisfactorily. A well-defined problem statement will define 
your hackathon strategy. Focusing on the challenge during 
the event will require mentors in the form of managers, 
experts, or speakers to provide real-time feedback to 
guarantee solutions are designed keeping in mind the end 
user”

Source:  https://hackathon.guide/  
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Some outcomes of PEN-Hackathons might be readily 
usable for customs, in particular when the PEN-CP 
Expert Team (PET) in question (i) has done a good job 
in identifying and agreeing on a high priority challenge 
/ PUNI, well-suited for hackathon purposes; and (ii) 
has written a clear document on the detailed scope, 
expectations, rules, and scoring criteria for the 
hackathon. At the same time, it is realistic to assume 
that most hackathon projects would require further 
development and tailoring before they could be 
implemented in any real-life operational context, 
including that of the customs. Fortunately, PEN-CP has 
several innovation instruments that can be used to 
develop hackathon outcomes further, for example 
challenge competitions and prototype grants.  

Potential themes of PEN-Hackathons
Like with any open innovation activity, 
well-thought-out scoping and detailed instructions lay 
the basis for a successful hackathon. No doubt, it will 
be hard to explain a customs-centric hackathon 
assignment for participants who might not have prior 
knowledge on customs operations and objectives. 
Even more importantly, the heart of a hackathon is the 
problem participants try to solve. In the PEN-CP 
context, hackathons can be used to overcome 
challenges of digital customs. Based on the first 
discussions with PEN-CP experts, the following 
promising hackathon topics have been identified: 

1. Linking of datasets for customs risk assessment 
2. Discovering new online data sources for the 

benefit of customs risk assessment
3. Clearing databases and datasets off personal 

data

Next, the organizers have to think how hackathon 
projects are scored and ranked. The scoring 
principles should be fair, transparent, and easily 
understood. Depending on the hackathon 
assignment, the organizers may know the optimal 
outcome (e.g. via numeric results) in advance, in 
which case the scoring logic could be fixed as “the 
first one who came with the correct result”; or “the 
fastest performing solution to do the work (also for 
the future needs)” With hackathon assignments 
where the optimal outcome is not known in 
advance, we have to be bit more creative when 
drafting the scoring criteria, having possibly to rely 
on more qualitative assessments. 

Another important practical consideration is the 
duration of a hackathon. Is it reasonable to have a 
24-hour event, or extend the length up to 48-hours 
or beyond? Next, how to best prepare the 
participants in advance, so that hackathon 
outcomes become of maximum quality and 
follow-up use. Should there be a briefing webinar, 
with Q&A session, say 1-2 months before the 
hackathon is launched? Then, should the 
participants see the hackathon assignment some 
days or weeks before the event to get time to 
prepare? In some cases, it might be even a good 
idea to organize a hackathon in two sessions, to 
allow the participating teams to recover and 
develop their ideas in the interim.

PEN-CP will discuss and define all relevant details on 
the hackathon rules, scoring criteria, briefing 
materials and event schedules, well in advance 
before publicly announcing the event. In addition, 
we will agree up-front on who (from PEN-CP) will 
become the mentors for the hackathon teams, as 
this is crucial to ensure that everyone understands 
well the full set-up, including what customs really 
expects from the participating teams.
 

Few considerations with PEN-Hackathon 
datasets
First of all, the organizers have to choose what kind of 
datasets hackathon participants will be given access 
to. To make the hackathon assignment more realistic, 
it is tempting to rely on real customs datasets, even if 
the datasets were simplified and cleared off any 
sensitive information. Data could also originate from 
sources external to customs, for example the open 
internet or commercial data suppliers through 
subscriptions. Alternatively, in many cases the use of 
both internal and external datasets might be the best 
option. The participants could be instructed to use 
certain datasets or let free to use datasets they 
consider most useful for their hackathon projects. 

Organizers of data-driven hackathons must naturally 
consider questions of data sensitivity and protection. 
Customs datasets might contain law enforcement 
sensitive information or disclose commercially 
sensitive information on traders and their 
transactions. Data privacy is another critical aspect for 
the organizers to consider. As a default, all such data 
would have to be pseudonymized, masked somehow, 
or removed totally.

Clear rules, scoring criteria and schedules
Just like with any type of competitions, was it in 
technologies, in sports, in arts, or anywhere else, 
drafting and distributing clear rules covering all 
aspects of the participation – including which methods 
or tools are allowed to be used; how the outcomes are 
scored and ranked, etc. – is crucial for 
PEN-Hackathons.

Box 6. Everyone 
needs to understand 

the rules
…..”This rule ties into the first two. When participants 
register for the event, make sure they immediately get 

a copy of the rules. Give it to them in advance so 
there is no doubt that everyone understands them. If 

there are changes, make sure to send out 
notifications. Rules include the mission, time allotted, 
limits of the software or hardware being created, and 

sources/data participants can use to create their 
product. While at the event, make sure to state the 

rules aloud before it begins”… source:

Source: https://tek.io/38oaBy6
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Some outcomes of PEN-Hackathons might be readily 
usable for customs, in particular when the PEN-CP 
Expert Team (PET) in question (i) has done a good job 
in identifying and agreeing on a high priority challenge 
/ PUNI, well-suited for hackathon purposes; and (ii) 
has written a clear document on the detailed scope, 
expectations, rules, and scoring criteria for the 
hackathon. At the same time, it is realistic to assume 
that most hackathon projects would require further 
development and tailoring before they could be 
implemented in any real-life operational context, 
including that of the customs. Fortunately, PEN-CP has 
several innovation instruments that can be used to 
develop hackathon outcomes further, for example 
challenge competitions and prototype grants.  

Potential themes of PEN-Hackathons
Like with any open innovation activity, 
well-thought-out scoping and detailed instructions lay 
the basis for a successful hackathon. No doubt, it will 
be hard to explain a customs-centric hackathon 
assignment for participants who might not have prior 
knowledge on customs operations and objectives. 
Even more importantly, the heart of a hackathon is the 
problem participants try to solve. In the PEN-CP 
context, hackathons can be used to overcome 
challenges of digital customs. Based on the first 
discussions with PEN-CP experts, the following 
promising hackathon topics have been identified: 

1. Linking of datasets for customs risk assessment 
2. Discovering new online data sources for the 

benefit of customs risk assessment
3. Clearing databases and datasets off personal 

data

How to best promote PEN-Hackathons 
towards external parties?
Depending on the theme and detailed topic, 
expectations what we want to achieve and of course 
the target audience for a PEN-Hackathon, a 
comprehensive marketing / outreach plan has to be 
produced, well in advance before announcing about 
the event first time in public domain.   

Academic and industry associations focusing on 
specific aspects of PEN-CP hackathon themes – for 
example artificial intelligence, machine learning, big 
data, or internet of things (these will vary per 
hackathon themes) – can be approached, asking 
advice and support in reaching out to relevant 
experts, via social media, blogs, podcasts or any 
other types of channels. Start-up and scale-up 
networks, such as the European Startup Network 
(ESN, which was the author of the first Expert report 
in PEN-CP; as well as now we have ESN expert with 
a seat in PEN-CP Advisory board), may prove to be 
very valuable when reaching out to dozens or even 
few hundreds of interesting technology companies. 
Then, just like with some other PEN-CP Innovation 
instruments, e.g. Expert reports and Crowdsourcing 
ideas, the WCO PICARD (Partnership in Customs 
Academic Research and Development) Programme 
and the INCU (International Network of Customs 
Universities) could be used as newsletter channels 
to promote the PEN-CP hackathons (subject to 
respective managers approving this idea, of course). 
Lastly, the pre-existing PEN-CP social media 
channels in Facebook, LinkedIn, Twitter, YouTube 
and ReserchGate can always be used to promote 
PEN-Hackathons to (currently) near 1000 experts – 
asking them also to do ‘avalanche postings’ in their 
own networks. 

Options are many when it comes to promoting 
PEN-Hackathons; and, it goes without saying that 
we really need to keep the specific target audience 
in mind, when making choices on spending time and 
efforts on some promotional channels over the 
others.

Who should participate in PEN-CP hackathons 
and why?
Although PEN-Hackathons focus on customs topics, 
the events will be open to everybody with basic 
understanding in data science, computer science, 
operations management, or any other discipline 
connected with digital customs, one way or another. 
As customs expertise is not a prerequisite for 
participation, PEN-Hackathons can be promoted at 
technical universities, research institutes, and IT 
companies — basically tech-savvy people from any 
background can participate.

We will also need to fix and communicate about the 
intrinsic and extrinsic incentives for the external 
parties to participate and contribute in 
PEN-Hackathons. Our hackathon topics should of 
course be a good problem for the participating experts 
to solve, thus offering the opportunity on ‘joy of 
learning about and solving a real problem’. Next, we 
need to consider if we could offer (distantly) basic 
things during the hackathon event, like meals and 
drinks, for the participating teams. The winners would 
naturally gain broad, global recognition and visibility 
on the work done; and maybe even (small) monetary 
or other tangible prizes, could be handed out. Finally, 
one or more of the best hackathon outcomes would 
be invited to participate in further innovation 
upscaling activities, possibly in the context of other 
PEN-CP Innovation Instruments (PINs), like Challenge 
competitions or Prototype grants. 

…”Choosing your target audience depends on the 
problem you are trying to solve and the success 
criteria. Before you find your community of 
interest—employees, developers, startups, 
customers, or students, decide how creative and 
technically competent you want them to be. How 
relevant will your audience be if the objective of the 
hackathon is digital transformation or brand 
enhancement? You would want the deliverable to 
be an idea, a scenario, a prototype, an app, an 
interface, a proof of concept, or a turnkey solution; 
these different levels of completion also decide 
your participant group”… 

Source: https://bit.ly/2KpJ9YK
 

Box 7. The hackathon 
target audience must 

be a good fit
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Online platform and IT-tools for 
PEN-CP hackathons
Even before Covid-19 outbreak, PEN-CP was 
thinking about online set up for hackathons, 
mainly due to constraints with available travel 
budgets for hackathon participants. By now it 
is obvious that online hackathons are the right 
way to go for PEN-CP, at least for year 2021. 
Inclusivity and accessibility for a large number 
of participants, from around the world, is one 
of the obvious benefits with online 
arrangements, compared to physical 
hackathon set ups.

…”You can say that letting the world know about it is perhaps the best way 
to get the right mix of attendees. You need to be very clear about what skill 
sets you are looking for. Promote your event using low-cost 
channels—blogs, Twitter, Facebook, LinkedIn, Google Groups, Map, 
Mailing lists, Websites, and ask attendees, your employees, and 
community honchos to spread the word. (Tip: Try not to spam.) Outreach 
campaigns must target developer groups, universities, and startups. Use 
PR measures, such as a press release, to let media know about your event, 
including all the relevant details (theme, vision, timeline, prizes, and 
sponsors)…. Contact university admins and campus ambassadors to get y 
our foot into the academic sphere…. If you don’t have enough resources to 
manage the promotional campaign, employ partners—advertising agencies 
can bring in innovative ideas, PR agencies can help with visibility, call 
centers can help to interact directly, and specialized networks can help 
with more accurate targeting and outreach… Compelling copy goes a long 
way in capturing people’s interest”... 

Source: https://bit.ly/2KpJ9YK
 

Box 8. Let the world 
know about it!

Box 9. Covid-19 as a 
game changer to 
online

…”Since their inception back in 1999, hackathons 
have evolved from software developers’ meetups 

into corporate and civic events embracing an 
increasingly wide range of topics and participants. 
By moving online during the Covid-19 lockdown, 

hackathons have become more inclusive and 
accessible than ever”... 

Source: https://bit.ly/3rkW52P
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Who should participate in PEN-CP hackathons 
and why?
Although PEN-Hackathons focus on customs topics, 
the events will be open to everybody with basic 
understanding in data science, computer science, 
operations management, or any other discipline 
connected with digital customs, one way or another. 
As customs expertise is not a prerequisite for 
participation, PEN-Hackathons can be promoted at 
technical universities, research institutes, and IT 
companies — basically tech-savvy people from any 
background can participate.

We will also need to fix and communicate about the 
intrinsic and extrinsic incentives for the external 
parties to participate and contribute in 
PEN-Hackathons. Our hackathon topics should of 
course be a good problem for the participating experts 
to solve, thus offering the opportunity on ‘joy of 
learning about and solving a real problem’. Next, we 
need to consider if we could offer (distantly) basic 
things during the hackathon event, like meals and 
drinks, for the participating teams. The winners would 
naturally gain broad, global recognition and visibility 
on the work done; and maybe even (small) monetary 
or other tangible prizes, could be handed out. Finally, 
one or more of the best hackathon outcomes would 
be invited to participate in further innovation 
upscaling activities, possibly in the context of other 
PEN-CP Innovation Instruments (PINs), like Challenge 
competitions or Prototype grants. 

Risks and mitigation strategies
Organizing a hackathon is a complex project that 
require careful planning and coordination from the 
side of the organizers. As many things can go wrong, 
proactive risk management is critical. Typical risks are 
related to poor scoping of the hackathon assignment, 
ineffective promotion, failing technology during the 
event, overspending of budget, disputes over 
intellectual property, and unimpressive outcomes of 
hackathon projects.
 
These risks cannot be eliminated altogether, but 
organizers can follow best practices to mitigate their 
impact and likelihood. Proactive promotion through 
the entire PEN-CP network is the key for attracting 
competent participants. Unclear scoping and 
instructions can be avoided by designing hackathon 

When it comes to selecting the PEN-Hackathon IT 
platform and IT-tools, solid advance planning is 
required, like with many other aspects in organizing 
successful hackathons. We will benefit from 
experiences gained and lessons learned in other 
web-conferencing and communication toolbox related 
activities in PEN-CP, namely with the Year 2 Annual 
event platforms and tools (January 2021), as well as 
the two Expert reports linked to the communication 
toolboxes (ER2 and ER3, spring 2021). Ultimately, 
PEN-CP will select the most suitable IT-platform, and 
most relevant IT-tools, to facilitate the success of 
PEN-hackathons.

 Moving forward with PEN-CP hackathons 
What would be the next steps for advancing the 
vision of PEN-CP hackathons? Some obvious steps 
include the scoping of the hackathon assignment, 
agreeing on the technical setup, and planning for 
event promotion. in addition, the organizers have to 
script briefing material for the participants, organize 
datasets for the hackathon, produce contracts to 
resolve issues of intellectual property and potential 
sensitivity of information, draft the timeline for 
organizing the event from start to end, among other 
tasks.  
PEN-CP Expert Team 1 (PET-1) on Data and risks is 
well-positioned to continue the preparations for the 
1st PEN-Hackathon, hopefully to be launched by the 
end of 2021. Updated views and ideas for the next 
steps will be briefly presented and discussed during 
Year 2 Annual event (online, 11-15.1.2021).

assignments with customs experts and testing the 
assignments with non-customs people before the 
event. The risk of failing technology can be reduced by 
having test session prior to the main event and having 
fallback plans in case one of the primary technologies 
fail.

PEN-CP will produce a comprehensive risk 
management plan, as part of the next-step 
PEN-Hackathon preparations.

…“Our main communication channel was Slack, but 
we also used Zoom for staff and jurors meetings. 
Teams had access to BeMyApp, a customizable 
hackathons platform that allows to book calls with 
mentors, access background material and upload 
final projects. One of our partners, … also provided 
a list of no-code tools that participants could use to 
develop their prototypes”… 

Source: https://bit.ly/3ri0rYd

Box 10. Well-functioning 
IT-platform and 

fit-to-purpose IT-tools are 
of fundamental importance

…What would be your advice to anyone organizing a 
hackathon? “Be prepared to be unprepared,” 
answers Céline promptly. “Have a clear goal in 
mind,” suggests Nevena. “At the end of the day, the 
point of any hackathon is to deliver some positive 
result, so if you don’t define what you want to 
achieve, your event won’t be successful.”…  Whether 
you are organizing an online hackathon or are 
looking forward to the next in-person event, 
remember: a clear purpose, a dedicated team and 
committed partners are what you need to organize a 
successful hackathon- even in the most extreme 
circumstances!... 

Source: https://bit.ly/3ri0rYd

Box 11. Be always prepared 
for the unexpected!
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PEN-CP Plans to Launch First Hackathons soon

PEN-CP Hackathons challenge data scientists, programmers, 
and other specialists to take their best shot at critical 
problems and issues with digital customs. The first PEN-CP 
Hackathon is planned to focus on data linking issues that 
hold customs back from exploiting the full potential of 
electronic information and advanced data analytics. 

By Jonathan Migeotte, Belgian Ministry of Finance; Toni Männistö and Juha 
Hintsa, Cross-border Research Association; Trevor Francis, UK Border Force

more expanded and sophisticated data analysis, allowing 
customs analysts to run queries, analytics, and modelling 
across integrated datasets. 

Sometimes two datasets include the same unique identifier 
that allow data analysts to establish an unmistakable link 
between corresponding records between the datasets. 
Such unique identifiers can be tracking numbers, container 
ID, or seal numbers. However, many times, there are no 
unique identifiers in two datasets that would allow 
clear-cut linking of records. In such cases, what data 
analysts can do is to look for similarities between records in 
the two different datasets. For instance, if two records 
occur on a same date, name the same shipper and 
consignee, and report the same value of goods, it may be 
that the two records refer to the same shipment. Such 
linking keys, composed of multiple pieces of information, 
can be used as proxies for the unique identifiers.
Hackathon participants would be tasked to find matching 
records in three datasets that refer to the same container 
movement. The exercise could involve linking one record to 
many records or many records to one record, adding an 
extra layer of complexity. As an additional task, the 
participants could be asked to find interesting open source 
databases online that could be used to support customs 
risk management processes. The participants get points for 
each correctly linked record. False links give minus points. 
In case of draw, the team who submits their assignment 
first wins the hackathon. 

Interested to stay updated on this (and 
other upcoming) PEN-CP hackathons?
The plan is to organize the first PEN-CO hackathon online 
early 2021. Those interested in participating  in the PEN-CP 
hackathons are invited to email an expression of interest to 
pen-cp-arttic@eurtd.com  (please note that hackathon 
events are meant for ‘external innovators’, and are not 
open for PEN-CP consortium partners to join).

Background
PEN-CP hackathons are intensive events where competing 
teams use their IT development and programming skills to 
design and pilot algorithms and tools to tackle pressing 
problems of digital customs. During a hackathon, each team 
will develop a data analytics solution from start to finish, 
typically within a 24-48 hour time window.
 
PEN-CP hackathons offer a unique chance for tech-savvy 
people to test their technical and problem-solving skills with 
complex customs challenges. The teams are given detailed 
instructions and the competition dataset at the start of the 
hackathon. A prize will be awarded to the team, which 
develops the most innovative, technically elegant, and 
impactful solution.

The hackathons are open to everyone with knowledge in data 
science, computer science, or related field. Customs domain 
expertise is not required, so specialists working at universities, 
research institutes, and other non-customs organizations are 
encouraged to participate. Participants should form teams of 
up to five members, who collectively have basic 
understanding on one or more programming languages and 
database management.

Topics for PEN-CP hackathons are identified and discussed 
during PEN-CP Expert Team (PET) meetings. If you are a 
PEN-CP customs expert willing to join the action on defining 
future hackathon topics, please contact the PET-leaders: PET-1 
Data & risks: Jonathan Migeotte (BEL); PET-2 Detection 
technologies: Trevor Francis (GBR); PET-3 Laboratory 
equipment: Micha Slegt (NLD).

Draft summary on PEN-CP Hackathon #1 on 
data linking (finalized complete description 
will be published later in 2020)
Linking of data records across multiple dataset is a critical step 
of modern customs risk management. Linked datasets enable 

green-lane initiatives. 
3. Innovation and technologies supporting the 

automated threat detection. 
4. Exchange of risk-relevant information between 

enforcement authorities. 
5. Improved targeting and control process. 

You can describe your solution idea by building on the 
5-point list above; by combining them in a new 
manner; and/or by coming up with new approaches/ 
category of actions how to deal better with the 
growing e-commerce traffic and related challenges.

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners. 

PET 1 – Data and risk: Novel approaches to cope with the growing 
international e-commerce traffic (short version for public use)

• Explosive materials 
• Fuels
• Narcotics (other than NPSs)
• NPSs (new psychoactive substances) 
• Pharmaceuticals 
• Precious metals 
• Precursors for explosives and weapons
• Precursors for narcotics
• Radioactive and nuclear materials
• Waste
• Weapons and ammunitions 

The PEN-CP Customs Innovation Award 2020 looks for 
ideas on new mobile laboratory technologies that 
customs can use to identify goods at the borders or 
ideas on new applications for existing technology. In 
your submission, to the extent feasible, provide the 
name of a mobile technology, describe its operational 
principles, and explain how it can contribute to 
frontline customs controls, including which illicit 
materials it should target/ identify. If you opt to 
propose a combination of two or more mobile 
technologies, describe briefly how the full solution/ 
system works together. 

Please note that PCIA-2020 competition is open only 
for PEN-CP Customs partners.

PET 3 – Laboratory equipment: Future opportunities with mobile 
laboratory capabilities (short version for public use)
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Contest on X-ray Image Interpretation

VS

Vision for the 1st PEN-Tournament: 

PEN-Tournaments are events where contestants can showcase their skills and innovations to the 
test in a customs challenge. The winner of the first PEN-Tournament series will be crowned as 
the champion of customs X-ray image interpretation. This article presents the preliminary vision 
for the tournament series and opens the floor for discussion.  

By Trevor Francis, Toni Männistö, Juha Hintsa, and Susana Wong-Chan

development of a common training simulators for X-ray 
operators to improve image interpretation skills. Under a 
common standard, it would be easier to develop Threat 
Image Projection (TIP), a functionality widely used in the 
aviation industry to train X-ray operators, keep them alert on 
duty, and test their responsiveness to simulated threats over 
time*. For another thing, a large pool of standard X-ray 
images would help the development of next-generation 
assisted and automatic threat detection solutions. New 
image and signalling processing software are often powered 
by machine learning and data mining, two data-intensive 
techniques, which effective use require large, structured 
databases. 

These images may be generated with any technique that use 
radiation or particles to produce an inside view of an object. 
Possible techniques include: 

• Dual-view X-rays that render images from two 
angels. 

• Dual-energy X-rays that subject screened objects 
to two ray bursts of different intensity and 
wavelength, which allow screening operators to 
distinct light organic substances from heavier 
inorganic matter. 

• Backscatter X-rays that register the rays that reflect 
from the surface of the target. 

• Computed tomography systems that generate 
three-dimensional pictures by combining multiple 
cross-sectional images.

PEN-Tournament vision background
The first PEN-Tournament series would focus on X-ray 
interpretation skills and technologies. The series would feature 
three events, each of which is planned to take a different angle 
at the art of X-ray image interpretation. The first event would 
invite customs officers from each PEN-CP customs partner to 
test their image interpretation skills, in a friendly contest with 
their colleagues from around Europe. The second event would 
welcome developers of Automatic Threat Detection (ATD) tools 
to showcase their technologies in a machine versus machine 
competition. The PEN-Tournament series would culminate in 
the third and final event where best-performing customs 
officers would compete against top automatic tools, in a 
“human versus machine” matchup. 

Collection of X-ray images from customs 
partners
The tournament organizers will need to resolve several open 
issues before the contest can take place. The main issue is 
related to the collection of X-ray images that contestants would 
be interpreting in the tournament. PEN-CP customs partners 
could help in this matter by sharing sanitised/ anonymised X-ray 
images on past detections of illegal goods, examples legitimate 
cargo, mock-ups of illegal cargo, and examples of various vehicle 
and container types across all modes of transport.
The tournament images could be provided in a standard Unified 
File Format 2.0 (UFF2) of the World Customs Organisation 
(WCO), a format that captures multiple layers of X-ray images 
and associated metadata. A standard format would bring 
significant benefits. For one thing, it would facilitate the 

Humans Machines 

All PEN-CP partners, please indicate about your willingness to contribute to the image collection and sharing 
activity – please send an email to: Trevor.Francis2@homeoffice.gov.uk and pen-cp@cross-border.org 

  *Note: a human operator is (still) an integral element of most X-ray systems customs use today. Accuracy, speed, and other factors of detection 
performance rely largely on the operator’s ability to interpret images and resist fatigue.
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PEN-Tournaments are events where contestants can showcase their skills and innovations to the 

the champion of customs X-ray image interpretation. This article presents the preliminary vision 

The competitors would use a virtual X-ray simulator, which 
will provide a realistic environment for image 
interpretation. The X-ray simulator should allow the 
competitors to zoom in and out, change viewing angle, 
adjust colours, contrast, and brightness, and to switch 
between special views (material discrimination), among 
other functions and settings. Examples of potential 
providers of X-ray simulator services include the following 
three: 

• https://bit.ly/3e2smW8
• https://www.simulscan.com
• https://www.casra.ch/applications/cxs/

Tournament organization
Each tournament could comprise three rounds that reflect 
realistic threat scenarios, something like the following:

• Round 1: Competitors are told to look for a hidden 
cocaine shipment in a stack of thirty-something 
X-ray images. Points are given for speed and 
accuracy of image interpretation.   

•  Round 2: Competitors are given twenty X-ray 
images of containers and associated customs 
declarations. Points are for finding inconsistencies 
between declared information and X-ray images 
(e.g., wrong description of goods). 

•  Round 3: Competitors are given 10 minutes to find 
maximum number of concealed cigarettes in a stack 
of X-ray images. 

Vision for Event #1 ― Contest between 
customs officers
Detection performance of most X-ray systems depends largely on 
the ability of the human operator to analyze images for 
anomalies. The first tournament would test the skills of customs 
officers in a head-to-head online contest. Ideally, each 
competitor would be given a three-day license to the X-ray 
simulator that would be used in the tournament, along with a 
training set of images to practice for the contest. The contestants 
would represent PEN-CP customs partners. Top three 
competitors would advance to the third event where customs 
officers compete against Automatic Threat Detection systems in a 
“machine versus human” matchup.  The Event #1 could be 
organised during fall 2021. 

Vision for Event #2 ― Machine versus machine 
competition
Next-generation Automatic Threat Detection (ATR) technologies 
have potential to revolutionize X-ray image interpretation and 
the way how customs inspect goods. In theory, software-based 
detection algorithms — powered by enhanced signal processing 
and access to good quality threat object reference libraries — 
should be able to find anomalies in large piles (thousands or tens 
of thousands) of X-ray images much faster than human 
operators. However, still today, automatic tools need to improve 
their performance in terms of hit-rates, rates of false positives, 
and speed of image interpretation. The second tournament of 
the X-ray image interpretation series would pit developers of 
Automatic Threat Detection Algorithms (ATD) against one other. 
The winning technology would qualify for the “human versus 
machine” tournament. The Event #2 could take place during fall 
2022.

All PEN-CP partners, please feel free to suggest additional options for X-ray simulator 
services, via email to: Trevor.Francis2@homeoffice.gov.uk and 

pen-cp@cross-border.org
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Expert Team) has its initiative for sharing X-ray images 
between customs. In any case, the PEN-CP consortium will 
make sure that our work on X-ray images will not duplicate 
any of the existing programs; and that the potential 
outcomes of this PEN-Tournament will be made available 
for all European customs, to the maximum extent feasible.

Next steps in turning the vision into 
reality
The leader for this action is Trevor Francis, UK Border Force, 
who acts as the team leader for PEN-CP Expert Team 2 
Detection technologies (PET-2). We welcome all PEN-CP 
partners to share their views and ideas on how to make 
PEN-Tournament-1 a reality, still before Christmas 2020. 
The topic will be naturally included in discussions at the Full 
consortium web-meeting-8 (Thu 29.10.2020 at 10am 
Brussels time), as well as in the agenda of Year-2 Annual 
Event (online in January 2021). At some point in time, we 
plan also to start contacting the potential suppliers for the 
Event #2 — Machine versus machine competition. 

Vision for Event #3 ― Humans versus 
machines matchup
Do computer algorithms outmatch best human operators in 
the art of X-ray image interpretation? The third tournament is 
expected to find the answer. In the event, a team of customs 
officers would compete against the top-performing Automatic 
Threat Detection tool. The final tournament (Event #3) would 
be co-organized with the PEN-CP Year 5 Annual Event – also 
the Final event of PEN-CP, as the project finished in January 
2024 - tentatively scheduled for November/ December 2023.

Towards a pan-European database of 
reference X-ray images 
As a grand vision, the PEN-Tournament will facilitate the 
future creation on a pan-European database of reference 
X-ray images. PEN-CP can act as a platform, intermediary, and 
driver to get customs administrations from around Europe to 
work together with technology companies towards a common 
library of X-ray images. No doubt, there will be many obstacles 
on the road towards a common X-ray database, including 
potential legal barriers, organisational friction, political 
complications and technical problems. Of course, we will work 
together, to overcome them.

PEN-CP could extend the work of the trailblazing projects 
ACXIS (Automated Comparison of X-ray Images for Cargo 
Scanning), C-BORD (Effective Container Inspection at BORDer 
Control Points) and BAXE (Baltic X-ray images exchange), 
which have collected a number of X-ray images from customs 
administrations, towards creating databases of reference 
X-ray images. The PEN-CP work could also complement the 
efforts of DG TAXUD to build an X-ray image library as part of 
the Common Risk Management System (CRMS-2). Also, 
CELBET (Customs Eastern and South-Eastern Land Border 

All PEN-CP partners, join this epic ‘humans versus machines’ journey with us! 
Start by sending an email to: Trevor.Francis2@homeoffice.gov.uk and 

pen-cp@cross-border.org 

PS. Despite the ‘humans versus machines’ set-up planned for this tournament, 
we of course believe that in the real operational life, the key is to maximize 
the interaction and cooperation between the two. And that image content 

collected and lessons learned during this PEN-Tournament will benefit the 
human-machine interaction and harmony in the future, in the broad context 

of X-ray image based threat detection.

PEN-CP Magazine Issue 9 | VISION FOR THE 1ST PEN-TOURNAMENT

-39--42-



In Action: PET-1 Data and Risk 
Management

PEN-CP surveys training needs of 
European customs 

outside the initial shortlist. Reflecting the challenges of 
the digital era, customs highlighted the need to 
develop training modules on next-generation data 
analytics methods, like Big Data techniques, predictive 
analytics, and analysis of open source information. In 
the field of customs laboratory, the respondents would 
like to access training material on the identification of 
biodegradable plastics and synthetic fuel oils.
 
The survey also studied whether customs have existing 
materials available on the important training topics. 
The findings show that every respondent has material 
on one or more training themes, but no customs has 
training programs for all the topics. In other words, the 
respondents have some national training modules on 
the important topics, but also that there are many gaps 
in their existing training schemes. Some respondents 
also indicated that they have training material available 
in English that could be readily shared with all PEN-CP 
customs partners, possibly even beyond them. The 
survey results also confirm the impression that many 
PEN-CP partners are already collaborating with other 
customs administrations and international 
organisations to develop common training materials.
 
Most respondents use internet or intranet to organise 
training for their employees. Around half of the 
respondents report that they have used training 

Survey highlights
Training and developing personnel is essential to the 
future success of customs administrations. As an 
innovation boosting network, PEN-CP develops also new 
ways and contents to improve training activities of the 
European customs community. 

To start with training activities, PEN-CP surveyed partner 
administrations on their views on customs training needs 
and priorities. Eleven PEN-CP customs partners provided 
their inputs, and one response was collected from a 
representative of Customs Eastern and South-Eastern 
Land Border Expert Group (CELBET).

The respondents ranked topics of customs training by 
their importance for future customs operations. The 
shortlist of topics was created based on the inputs 
customs provided during the PEN-CP Year 1 Annual Event 
(in Budapest, November 2019). The top-three most 
important themes are associated to X-ray image 
interpretation: 1) Comparison of X-ray images against 
customs declaration information, 2) Analysis of X-ray 
images, and 3) Master course for recruitment staff on 
X-ray image analysis. Other preferred topics of high 
importance include control of drugs, post-clearance 
auditing, customs controls on trains, and cooperation 
with other agencies at the border. 

Customs were also asked to suggest other training topics 

material produced by third parties, for example 
universities, research institutes, and technology and 
solution providers.  

Implications of the survey findings
The survey provides valuable information on the critical 
customs training topics where most investments are 
needed. The criticality does not depend only on the 
perceived importance of a training topic, but also on the 
gaps that customs have in their training curricula.
 
X-ray image interpretation is already a hot topic of 
customs training. There are existing programs linked to 
the topic, run by DG TAXUD, CELBET, and regional 
initiatives like the BAXE project in the Baltics. Even so, 
further development is needed to extend the existing 
programs and to make them available and relevant for all 
members of the European customs community, in PEN-CP 
and beyond. PEN-CP can contribute to improved X-ray 
training in many ways. For example, the project can 
collect X-ray images from its customs partners for training 
purposes and to analyse options for X-ray simulator 
trainings.
 
Further, the survey findings imply that custom should 
continue their strong efforts towards developing 
e-learning capability, especially in the modern times of 
the global pandemic and remote work. Most importantly, 
PEN-CP customs should continue to work together with 
one another, international organisations, and other key 
stakeholders to develop better training material. 
Cooperation is particularly important in topics on which 
customs may not have sufficient competence in-house, 

PEN-CP customs shared their views on the 
future of customs training in a PEN-CP 
survey. The survey findings reveal critical 
areas of customs training and pinpoint gaps 
in the existing training programmes. The next 
step is to produce practical exercises and 
test them with customs practitioners. 

By Zsolt Dézsi, Susana Wong-Chan, Toni 
Männistö and Juha Hintsa

The information age we are living in today offers vast potential 
for customs to redesign customs risk management for greater 
efficiency and performance. The key opportunities lie in the full 
digitalization of customs documents, partnerships, 
registrations and other information that extend the 
possibilities of risk analysis. At the same time, data analytics 
innovations are providing means to make sense of the rapidly 
expanding volume of digital information. The upcoming PEN-CP 
annual study chapter (Issue 1) explores the potential of 
external data for customs. The study defines external data as 
any information outside customs systems and any 
governmental – national and international - databases that are 
not readily available for customs to use. To connect to external 
data sources, customs may need to negotiate with data 
owners, organize data retrieval, and pay for data access, among 
other possible actions.

The study identifies seven groups of external data sources, 
from where customs could acquire valuable data for risk 
assessment purposes:  

1. Industry platforms are information systems that 
capture digital logistics and commercial information 
across end-to-end international supply chains. Notable 
platforms include CargoHub for air cargo, TradeLens and 
INTTRA for maritime containers, and Post*Net for postal 
deliveries. Their clients use these platforms for example 
to coordinate logistics with their supply chain partners, 
across geographies, and between business functions.

2. Company information providers offer the latest 
firmographic and commercial data on companies 
worldwide. Notable service providers include Dun & 
Bradstreet and Orbis by Bureau van Dijk. Their clients use 
the data for example to assess credit risks with their 
customers, to support their marketing and sales activities, 
and to evaluate credibility and trustworthiness of their 
suppliers.

3. Import/export analytics services, such as IHS Markit 
and Descartes, provide detailed and consolidated 
information and analytics on imported and exported 
goods. Their clients from consulting, finance, 
governmental, academic and other sectors use the data 
for example for analysis & forecasting, competitive 
benchmarking and new opportunity evaluation purposes.

4. Cross-validation databases are registers and 
directories with verified, up-to-date information on 
goods, traders, and modes of transport, which customs 

   like container bookings and shipping instructions that may 
allow customs to identify potential threats in dvance. 

• More reliable data from the source. One reason for 
inaccuracies in declaration data may be that typically the 
data ‘is not coming directly from the source’, i.e. the 
sellers, shippers, logistics actors at the source etc. Thus, 
external data sources can help customs to access 
information like invoices, purchase orders and shipping 
documents from the upstream of the international supply 
chain. 

• Enhanced cross-validation. With information from 
external sources, customs can better verify specific details 
in declaration data. Cross-checking across multiple 
datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 

Then there is the perspective of data owners behind all these 
external data sources: why should they share their data with 
customs? After all, data is often touted as the main currency in 
the information age. Most data owners recognise the value of 
their information and want to get compensated for sharing 
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PEN-CP Instruments for the top 5 PUNIs
Tentative ideas; to be fine-tuned later

outside the initial shortlist. Reflecting the challenges of 
the digital era, customs highlighted the need to 
develop training modules on next-generation data 
analytics methods, like Big Data techniques, predictive 
analytics, and analysis of open source information. In 
the field of customs laboratory, the respondents would 
like to access training material on the identification of 
biodegradable plastics and synthetic fuel oils.
 
The survey also studied whether customs have existing 
materials available on the important training topics. 
The findings show that every respondent has material 
on one or more training themes, but no customs has 
training programs for all the topics. In other words, the 
respondents have some national training modules on 
the important topics, but also that there are many gaps 
in their existing training schemes. Some respondents 
also indicated that they have training material available 
in English that could be readily shared with all PEN-CP 
customs partners, possibly even beyond them. The 
survey results also confirm the impression that many 
PEN-CP partners are already collaborating with other 
customs administrations and international 
organisations to develop common training materials.
 
Most respondents use internet or intranet to organise 
training for their employees. Around half of the 
respondents report that they have used training 

for example next-generation data analytics and 
laboratory technologies. Natural partners outside the 
customs community include universities, technology 
developers, and private consultancies. 

What are the next steps? 
Over the next three years, PEN-CP will develop training 
material based on the findings of this training needs survey 
as well as on follow-up interviews with customs experts. 
Pilot training session will start as soon as there is sufficient 
amount and quality of training material available. The goal is 
to produce around 30-hour package of relevant. 
learner-friendly contents that customs can use to build a 
productive workforce for the future.
 
In concrete terms, following two topics call for training 
material development work in the near future:

• Comparison of X-ray images against customs 
declaration data 

• Handling of electronic and traditional container 
seals of different seal makers and seal types  

PEN-CP training materials can take many forms: instructional 
videos, infographics, case studies, quizzes, exercises, training 
scenarios, and presentations. These training products will be 
designed to work as self-learning material or as part of 
online training courses, which is a key for efficient training in 
the times of remote work and social distancing. Materials for 
organizing train the trainer -sessions will also be a priority.

We kindly invite all PEN-CP partners to contribute to the 
development of the first two training modules (X-ray images 
& declarations; and seal controls). Please express your 
interest by email to: action leader dezsi.zsolt@nav.gov.hu , 
and copy to: pen-cp@cross-border.org

material produced by third parties, for example 
universities, research institutes, and technology and 
solution providers.  

Implications of the survey findings
The survey provides valuable information on the critical 
customs training topics where most investments are 
needed. The criticality does not depend only on the 
perceived importance of a training topic, but also on the 
gaps that customs have in their training curricula.
 
X-ray image interpretation is already a hot topic of 
customs training. There are existing programs linked to 
the topic, run by DG TAXUD, CELBET, and regional 
initiatives like the BAXE project in the Baltics. Even so, 
further development is needed to extend the existing 
programs and to make them available and relevant for all 
members of the European customs community, in PEN-CP 
and beyond. PEN-CP can contribute to improved X-ray 
training in many ways. For example, the project can 
collect X-ray images from its customs partners for training 
purposes and to analyse options for X-ray simulator 
trainings.
 
Further, the survey findings imply that custom should 
continue their strong efforts towards developing 
e-learning capability, especially in the modern times of 
the global pandemic and remote work. Most importantly, 
PEN-CP customs should continue to work together with 
one another, international organisations, and other key 
stakeholders to develop better training material. 
Cooperation is particularly important in topics on which 
customs may not have sufficient competence in-house, 

   like container bookings and shipping instructions that may 
allow customs to identify potential threats in dvance. 

• More reliable data from the source. One reason for 
inaccuracies in declaration data may be that typically the 
data ‘is not coming directly from the source’, i.e. the 
sellers, shippers, logistics actors at the source etc. Thus, 
external data sources can help customs to access 
information like invoices, purchase orders and shipping 
documents from the upstream of the international supply 
chain. 

• Enhanced cross-validation. With information from 
external sources, customs can better verify specific details 
in declaration data. Cross-checking across multiple 
datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 

Then there is the perspective of data owners behind all these 
external data sources: why should they share their data with 
customs? After all, data is often touted as the main currency in 
the information age. Most data owners recognise the value of 
their information and want to get compensated for sharing 
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PEN-CP surveys training needs of 
European customs 

Can External Data Improve Customs 
Risk Management? 

The upcoming PEN-CP annual study chapter on external data sources explores data landscapes of 
today’s customs world. The study puts a spotlight on promising external data sources and shows 
how unlocking these sources of information can benefit customs risk assessment. 

By Toni Männistö, Juha Hintsa and Vladlen Tsikolenko, Cross-border Research Association 

   can use to cross-check information they receive from 
other sources. For instance, the Post*Code product of 
the Universal Postal Union (UPU) contain address 
information from around the world, and the database 
of Bureau of International Containers (BIC) offers 
details about owners and operators of shipping 
containers. 

5. Movement tracking services offer information and 
analytics based on tracking data on ships, trains, 
trucks, and other vehicles of transport. The services 
often rely on data from satellites, ground stations as 
well as on-board transponders and trackers.  IHS 
Markit and eeSea are examples of such services. The 
clients of the latter one may use the data to support 
detailed planning and scheduling of port operations 
and land-side transportation activities, among other 
purposes. 

6. Industry certification programs capture and share 
risk relevant information and data on companies and 
their supply chains. Examples include the Accredited 
Agent program of the International Air Transport 
Association (IATA), security program of the Business 
Alliance for Secure Commerce (BASC), and security 
standardization program of the Transported Asset 
Protection Association (TAPA).

7. E-commerce platforms like eBay and Alibaba collect 
and store vast amounts of information for example on 
online suppliers, orders, payments, and shipping 
processes. 

What about the benefits of external data for customs? After 
all, accessing external data costs considerable time and 
money.  So why should customs entertain the idea of 
connecting to external data sources? We have identified six 
ways how external data could add value to customs risk 
management and to overall customs performance. 

• Access to additional information beyond 
declaration data. External data sources provide 
access to commercial and administrative information 
that might otherwise not be available to customs, 
including certain data elements in transportation data, 
payment data and verified company information.  

• Earlier availability of information. The sooner 
information becomes available, the sooner customs 
can assess risk. External data sources contain datasets 

The information age we are living in today offers vast potential 
for customs to redesign customs risk management for greater 
efficiency and performance. The key opportunities lie in the full 
digitalization of customs documents, partnerships, 
registrations and other information that extend the 
possibilities of risk analysis. At the same time, data analytics 
innovations are providing means to make sense of the rapidly 
expanding volume of digital information. The upcoming PEN-CP 
annual study chapter (Issue 1) explores the potential of 
external data for customs. The study defines external data as 
any information outside customs systems and any 
governmental – national and international - databases that are 
not readily available for customs to use. To connect to external 
data sources, customs may need to negotiate with data 
owners, organize data retrieval, and pay for data access, among 
other possible actions.

The study identifies seven groups of external data sources, 
from where customs could acquire valuable data for risk 
assessment purposes:  

1. Industry platforms are information systems that 
capture digital logistics and commercial information 
across end-to-end international supply chains. Notable 
platforms include CargoHub for air cargo, TradeLens and 
INTTRA for maritime containers, and Post*Net for postal 
deliveries. Their clients use these platforms for example 
to coordinate logistics with their supply chain partners, 
across geographies, and between business functions.

2. Company information providers offer the latest 
firmographic and commercial data on companies 
worldwide. Notable service providers include Dun & 
Bradstreet and Orbis by Bureau van Dijk. Their clients use 
the data for example to assess credit risks with their 
customers, to support their marketing and sales activities, 
and to evaluate credibility and trustworthiness of their 
suppliers.

3. Import/export analytics services, such as IHS Markit 
and Descartes, provide detailed and consolidated 
information and analytics on imported and exported 
goods. Their clients from consulting, finance, 
governmental, academic and other sectors use the data 
for example for analysis & forecasting, competitive 
benchmarking and new opportunity evaluation purposes.

4. Cross-validation databases are registers and 
directories with verified, up-to-date information on 
goods, traders, and modes of transport, which customs 

   like container bookings and shipping instructions that may 
allow customs to identify potential threats in dvance. 

• More reliable data from the source. One reason for 
inaccuracies in declaration data may be that typically the 
data ‘is not coming directly from the source’, i.e. the 
sellers, shippers, logistics actors at the source etc. Thus, 
external data sources can help customs to access 
information like invoices, purchase orders and shipping 
documents from the upstream of the international supply 
chain. 

• Enhanced cross-validation. With information from 
external sources, customs can better verify specific details 
in declaration data. Cross-checking across multiple 
datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 

Then there is the perspective of data owners behind all these 
external data sources: why should they share their data with 
customs? After all, data is often touted as the main currency in 
the information age. Most data owners recognise the value of 
their information and want to get compensated for sharing 
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of Bureau of International Containers (BIC) offers 
details about owners and operators of shipping 
containers. 
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trucks, and other vehicles of transport. The services 
often rely on data from satellites, ground stations as 
well as on-board transponders and trackers.  IHS 
Markit and eeSea are examples of such services. The 
clients of the latter one may use the data to support 
detailed planning and scheduling of port operations 
and land-side transportation activities, among other 
purposes. 

6. Industry certification programs capture and share 
risk relevant information and data on companies and 
their supply chains. Examples include the Accredited 
Agent program of the International Air Transport 
Association (IATA), security program of the Business 
Alliance for Secure Commerce (BASC), and security 
standardization program of the Transported Asset 
Protection Association (TAPA).

7. E-commerce platforms like eBay and Alibaba collect 
and store vast amounts of information for example on 
online suppliers, orders, payments, and shipping 
processes. 

What about the benefits of external data for customs? After 
all, accessing external data costs considerable time and 
money.  So why should customs entertain the idea of 
connecting to external data sources? We have identified six 
ways how external data could add value to customs risk 
management and to overall customs performance. 

• Access to additional information beyond 
declaration data. External data sources provide 
access to commercial and administrative information 
that might otherwise not be available to customs, 
including certain data elements in transportation data, 
payment data and verified company information.  

• Earlier availability of information. The sooner 
information becomes available, the sooner customs 
can assess risk. External data sources contain datasets 
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Figure. Categorization and examples of external data sources (note: some data providers fall into more than one category)

their data with customs. This compensation can take 
different forms. Some data owners charge a fee, others are 
satisfied with trade facilitation prospects that may come 
from closer cooperation with customs. Some data owners 
may give their data for free for research purposes, to be able 
to benefit from the project’s findings, eventually. Incentives 
may also take other forms, beyond what’s explained above - 
as long as data owners get something back for sharing their 
precious data with customs.

This PEN-CP annual study chapter will also showcase 
practical examples of external data initiatives and projects 
and recommend areas where the customs community 
should cooperate with relevant stakeholders to fully 
leverage the potential of external data sources. The chapter 
also highlights the importance for customs to assess both 
costs and benefits of external data sources, on case-by-case 
basis, by comparing the expected value of data against the 
costs of access and integration. The annual study chapter on 
external data sources will first be published exclusively for 
the PEN-CP community, by the end of 2020, and it will be 
presented during PEN-CP Year 2 Annual Event (January 
2021). After that, we plan to release the report for a wider 
audience; and, possibly to continue the research work 
towards Issue 2 on the same topic, subject to the feedback 
shared by PEN-CP customs partners.

The authors thank Dr. Wout Hofman from TNO, the 
Netherlands Organisation for Applied Scientific Research and 
Mathieu Labare and Jonathan Migeotte from Belgian 
Ministry of Finance, for reviewing this article.
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datasets can helps customs to identify shipments of high 
risk. 

• Access to the latest information. External data 
sources can help customs to maintain their records 
up-to-date, for example on traders and logistics 
companies, trade lanes, and product (average) prices. 

• Historic data for enhanced economic operator 
profiles. External data can also be a rich source of 
information about the past behavior of economic 
operators, including information on regular clients, typical 
logistics partners, routine shipping routes, and usual 
cargo types. Customs can use this historical information 
to build more accurate models for predicting future 
activities and to detect unusual operator behavior. 
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service and mail system. 
In sea and air cargo, there is a risk assessment and 
clearance methodology to facilitate a pre-arrival risk 
assessment of cargo. In international mail there is no 
pre-arrival data for clearance.      Clearance is typically 
manual and performed in real time at the border. With 
increasing volumes, this has become unsustainable 
and there is very little opportunity to do the pre-arrival 
assessment. 

The ABF relies on electronic data information from the 
Australia Post, which in the current environment is 
limited and therefore limits our ability to undertake 
pre-arrival risk assessment. The situation in mail is very 
different from general cargo, where over 90% is 
cleared prior to the arrival of the cargo (sea and air 
cargo).

One of the problems facing border agencies and 
governments is the steady decline in revenue 
collection under the mail stream due to increasing 
ecommerce. Revenue collection is a problem for 
developing countries, and it was also a problem in 
Australia. Commercial companies, retail stores and 
private citizens are using the international mail stream 
and courier services more and more. It results in a 
large amount of goods moving through the 
international mail stream. What is happening appears 
to be the exploitation of vulnerabilities in the mail 
stream and fast parcel industry to avoid paying taxes by 
this way.

In Australia, we have improved it a lot by using the 
‘Vendor Collection Model’. The problem is that many 
countries apply a ‘de-minimis’ regime. The 
‘de-minimis’ is the value price of the goods below 
which no duty or sales tax is payable. We have one of 
the highest de-minimis thresholds in the world, 1,000 
Australian dollars (AUD), which means goods imported 
through the international mail stream, are not liable to 
duty where the value is under $1000. That is a 
problem, because with the increase of trade volume, 
many companies are moving goods to the 
international mail stream, thus avoiding paying duty 
and sales tax on goods valued under $1000.

PEN-CP: Thanks Gerard for agreeing to contribute to 
this highly interesting study chapter. Let´s talk first 
about overall situation with illicit flows in the postal 
and express courier sector, both parcels and 
envelopes. Can you please tell us about your overall 
experiences concerning postal and courier services?

Mr. Gerard Rodrigues: I have over 35 years of 
experience in Customs with the Australian Border 
Force (ABF), including 10 years as Director and as 
acting national manager for cargo operations. This role 
included national responsibility for customs risk 
assessment, processing and the clearance of 
international mail, sea cargo and air cargo, including 
fast parcels. From 2015-2018, I was the Australian 
Border Force (ABF) counsellor to Brussels and the ABF 
attaché to the World Customs Organisation (WCO). 
During this time, I was the Customs co-chair of the 
Customs/Universal Postal Union (UPU) contact 
committee with the key mandate to review, modernize 
and standardize global border procedures relating to 
the clearance of international mail. During my time in 
Brussels, I was also chair and member of the WCO 
Working Group on eCommerce, which developed a 
global Framework of Standards for the management of 
cross-border ecommerce.

The current WCO Working Group chair is Mr. Pashaputi 
Nath Pandey. Over the last two years the Working 
Group has been working on a framework of standards, 
which outlines 8-key principles, associated standards 
and technical specifications, on how to effectively 
manage increasing volumes in mail and to more 
efficiently regulate the flow of international mail. The 
key principles include the importance of advance 
electronic data, simplification of procedures, and 
security.

PEN-CP: Can you please name key challenges for this 
sector in your country?

Gerard: In Australia, like many other countries, we are 
facing a tsunami of parcels, due to e-commerce. From 
Australia’s perspective, there are two key streams that 
are supposed to facilitate this trade: fast courier 

Interview with Mr Gerard Rodrigues from Australian 
Border Force, as preparation for the PEN-CP Annual 
study chapter on “Global experiences and good 
practices with customs administrations in detecting 
illicit goods in postal and express courier flows”. Special 
thanks also to the interviewer, Professor Cristiano 
Morini from the University of Campinas, Brazil.
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to make a formal declaration in advance to Customs. It 
is one of the main Customs challenges. There are many 
detections of illicit goods related to vulnerabilities in 
the International Mail stream. 

Since the early 2000’s, importers are required to report 
sea cargo 48 hours in advance, and for air cargo 24 
hours in advance of arrival. All sea and air cargo must 
also have a formal declaration to Customs, using 
Integrated Cargo Service (ICS). That is not the case for 
international mail, which highlights the challenges of 
risk assessment where there is no pre-arrival electronic 
data available for risk assessment. 
  
Australia Post requires a Customs Declaration in the 
form of a CN22 or CN23, which provides some basic 
information such as consignee, description of the 
contents of the parcel and value but this is only 
available on arrival.

PEN-CP: Can you please describe any technologies/ 
solutions/ processes in place at your administration 
today, focusing on targeting and detection various 
types of illicit items in this area? How did the 
implementation project go? Strengths and weaknesses 
in the performance today?

Gerard:  We have been successful in terms of detection 
rates, which is about 25% of the parcels examined. We 
don’t X-ray everything. For larger parcels, we do use 
X-ray and canine for letters and other class mail. 
Computer tomography and scanners, part of the 
aviation security measures, will be implemented in 
October 2019. We are working with 3D picture imaging 
and with the international providers to develop 
algorithms to improve identification. 
    
Other non-intrusive examination technology is sound 
echo and audio systems to identify illicit substances in 
liquids. It is measured against a library of known 
substances. Existing X-ray technology is very good at 
picking up dense objects, but not as effective in 
identifying variations in density with substances such 
as powders and liquids. It is hard to say if the substance 
is illicit or not, and of course if illicit substances are 
mixed with other goods, so we need to rely on the skills 
of the analyst. It is very hard for the image analyst to 
keep focused for long periods of time and they are 
susceptible to fatigue when constantly looking at 
X-rays. We are looking to develop computer technology 
to address this issue. Tomographic technology can 
apply algorithms to identity images without human 
intervention.

Canines are used for mass screening or cargo and mail. 
We have a long history of canine use in this context in 
Australia. In 2019, Australia is hosting the Global 
Canine Conference.  

The solution was to reduce the de-minimis to zero for 
Sales Tax Purposes. Consequently, whilst there has been 
no change to the $1000 de-minimis for duty, the 
threshold for sales tax is zero. In other words, all 
international mail parcels that are purchased from 
overseas vendors with a volume of trade in Australia 
exceeding $75,000 AUD per annum, must pay the Goods 
and Services Tax (GST) on all imported goods through 
the mail (10% of the value of the goods). 

We are now getting the revenue we did not get before. 
The new laws were introduced in July 2018, using the 
“Vendor Collection Model”. Under the new laws, 
Companies like Alibaba, Ebay and Amazon and others 
who have a volume of trade in Australia exceeding 
$75000 per annum, must register with the Australian 
Tax Office and then are required to collect the GST from 
buyers and remit that revenue directly to the Australian 
Taxation Office. Revenue collection since the new laws 
came in has increased significantly.

PEN-CP: What about samples?

Gerard: “Samples need to have a commercial value in 
Australia. Samples are covered in the Customs Tariff Act 
and are duty exempt as follows (see link): 
https://www.abf.gov.au/importing-exporting-and-manu
facturing/tariff-classification/current-tariff/schedule-4-
by-law
There are also tax concessions for certain goods as 
follows: 
https://www.ato.gov.au/Business/GST/In-detail/Rules-f
or-specific-transactions/International-transactions/GST-
and-imported-goods/?page=2

PEN-CP: What are the main cases of illicit trade related 
to postal and courier services in your country today?

Gerard: The international mail stream has become very 
popular for these kind of importations.      The biggest 
issue at the moment is the importation of illicit drugs 
(crystal methamphetamine/ ice, cocaine, and heroin) 
and illicit tobacco. We put a lot of effort to tackle this. 
We also find counterfeit goods, tobacco and intellectual 
property violations in the international mail stream. 
    
The duties for tobacco in Australia are very high. From 
July 2019, all tobacco importation must have a permit. 
Tobacco in Australia is sold for around 30 AUD a pack. In 
other countries, e.g. in southeast Asia, it is sold for as 
little as 2 AUD, thus making it very lucrative to smuggle 
tobacco into Australia.

The International Mail Stream is one of the biggest risks. 
This kind of smuggling is applied more frequently in the 
mail sector because of the perceived low risk. Drug 
importers have realized there is less risk and that it is 
safer to use international mail than sea or air cargo for 
small      consignments of drugs, because they don´t have 
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There are Pre-arrival agreements with at least seven 
countries, where electronic data is provided before the 
arrival of the goods. Australian Post is currently 
working with other countries, like US, UK, and Canada 
to improve pre-arrival data provision.

ABF and Australian Post are working together to 
develop long term solutions of electronic sharing data. 
The main problem we have today is that we still have 
legacy systems in customs. We need to agree on a 
common platform and common data and we are 
working on that. Huge volumes require the 
improvement of pre-arrival clearance and data. 
Immediate Release guidelines from WCO provide 
some rules for pre-clearance which are helpful. To sum 
up, we need better use of data, better use of 
technology, and better utilisation of information 
sharing. 

PEN-CP:  Which other Customs administrations around 
the world you consider to be leading the pack in this 
area?

Gerard: China has implemented extremely good data 
tracking systems. There is a robust tracking system to 
export from China to other countries. Some other 
countries have improved good practices in this 
context: UK, US, Canada, and Mexico.

PEN-CP: Thanks a lot Gerard for this valuable interview, 
which feeds nicely into the PEN-CP Annual study 
chapter on “Global experiences and good practices 
with customs administrations in detecting illicit goods 
in postal and express courier flows”.

PEN-CP:  How do you think emerging technologies 
such as artificial intelligence and big data can change 
the way of customs targeting and detection 
capabilities in this area?

Gerard: ABF looks for suspicious patterns and 
behaviours in high volumes of international mail. We 
use data analysis and X-ray images to look at the 
parcels and the declarations, to check the addressee, 
the description of goods, value of goods in holistic 
terms both physically and mathematically to look for 
anomalies. The use of big data and AI can be utilized 
for this. This is the future of targeting.

PEN-CP:  Is there anything customs can do better in the 
future in the context of detecting “problematic 
commodities”, such as counterfeit products, opioids 
and the like, arriving in postal and express courier 
parcels?

Gerard: Yes: Improve detection information (images) 
and share images in real time with border agencies. 
We need to work ahead of the border, work with the 
suppliers overseas before the goods enter the country. 
Different countries have different machines and 
different platforms.           The problem that needs to be 
tackled is the common language of sharing information 
between countries. A framework of standards is a good 
way to work with it. We need to work ahead of the 
border and work with the supplier. The challenge is to 
try to identify goods before they depart. 

It is important to have a common language for sharing 
data and information. Different countries use different 
X-ray and software. A key issue is to share data in a 
better way. The WCO may help in agreeing common 
data sets and common messaging standards. 

In Australia, we have undertaken a ‘green lane’ trial 
with New Zealand (NZ). This trial allowed us to share 
data before parcels departed NZ using the UPU global 
messaging standards for data sharing. This worked 
very well. PS. All Customs administrations out 

there, inside and outside of PEN-CP 
consortium: please volunteer to 
become a good practice case for the 
PEN-CP Annual study chapter in 
targeting and detecting illicit goods in 
postal and courier flows! Please send an 
email by 7.10.2019 to: 
pen-cp@cross-border.org . Thank you in 
advance for your participation.
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and invest in capabilities where it matters most. The 
findings shared in this article may also be of interest for 
national security, health, environment, transportation 
and trade policy makers, working in ministries or as 
members of parliaments.
 
This article does not present a single solution for 
constructing perfect estimates on the total volumes and 
values of cross-border illicit trade flows. Rather, we 
present alternative ways to estimate volumes of illicit 
traffic, the ones that customs might have not thought of 
before. The next pages describe several techniques, some 
of them unconventional, and provide practical examples 
on the following (as visualized in the figure below ):

1. Sources of raw data: data which can be used for 
further analysis and for further calculations in the 
context of illicit market size estimations

2. Data collection and analysis techniques and 
technologies: which type of technical solutions can 
be exploited during the illicit market size estimation 
processes

3. Useful databases: where can one find both direct 
and indirect relevant data readily available to feed 
into quantitative modeling work

4. Quantitative analytical models: as inputs, these 
models may use data from any of the three steps 
listed above, in order to produce meaningful 
numeric outputs reflecting the illicit market sizes.

Novel ways to estimate the true 
size of illicit markets
A key task of any customs administration is to protect the 
economy and citizens against the adverse effects of illicit 
cross-border trade and trafficking. This task in mind, 
customs officers control international trade flows to detect 
and seize illicit goods. The paradox of customs operations is 
that there is not much information that would enable 
estimating how effective these control activities are, at least 
in the big picture. For sure, most customs administrations 
document seizures systematically and collect other 
information to monitor the performance of control 
activities. However, what seizure records explicitly miss is 
the part of the illicit traffic that passes customs controls 
undetected. 

This article describes techniques that enable more accurate 
estimation of cross-border volumes in six commodities: 
cocaine, firearms, ivory and ivory products, cultural 
artefacts, cigarettes and timber and wooden products. 
These techniques contribute towards completing the partial 
picture on illicit trade that customs administrations have if 
they look only at seizure records. Having access to other 
sources of evidence, that estimate the size of illicit trade 
from additional, even unexpected angles, allows customs to 
devise better policies and tactics to counter fraud and 
smuggling. Better-informed customs administrations can 
revise their threat priorities, finetune targeting algorithms, 

This article describes innovative, even unconventional techniques 
for collecting circumstantial evidence on the true scale of illicit 
markets across six commodities: cocaine, firearms, ivory and ivory 
products, cultural artefacts, cigarettes and timber and wooden 
products. The outlined data sources, analytical techniques and 
quantitative models may be of interest for both customs risk 
management experts, as well as for security, logistics and trade 
policy makers. The article forms the third part of the PEN-CP 
Magazine introductory series on PEN-CP Annual study chapters.

By Juha Hintsa, Toni Männistö and Sangeeta Mohanty, 
Cross-border Research Association

How innovative techniques can help 
customs and policy makers to estimate 
the true size of illicit markets? 
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external innovators – all partners can play a role! (5 mins)

Closure of Day-2 (5 mins)

DAY!3: WEDNESDAY 13.1 .2021
AT 11.30AM TO 3.30PM CET 

Research Executive Agency (REA) expert presentation (20 mins): 
• Networks of Practitioners administration shifted from HOME 

to REA
• Day-to-day project oversight and management aspects for 

PEN-CP
• Questions and answers (questions will be collected also in 

advance)

PET-3 Laboratory equipment update:  Work done in 2020, and 
plans for 2021 (20 mins)

Annual study-3 presentation: Methodologies to assess total 
volumes of illicit import flows (20 mins)

Breakout-rooms-3: Discussions on PET-3 work and on the 
Methodologies on illicit import flows study, provide guidance for 
year 3 work (25 mins)

Plenary-3: Reporting back from Breakout-rooms-3 discussions 
(20 mins)

Keynote-3 presentation:  The Future of Customs in the EU 2040: 
A foresight project for EU policy (PRESENTER to-be-confirmed) 
(25 mins)
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and invest in capabilities where it matters most. The 
findings shared in this article may also be of interest for 
national security, health, environment, transportation 
and trade policy makers, working in ministries or as 
members of parliaments.
 
This article does not present a single solution for 
constructing perfect estimates on the total volumes and 
values of cross-border illicit trade flows. Rather, we 
present alternative ways to estimate volumes of illicit 
traffic, the ones that customs might have not thought of 
before. The next pages describe several techniques, some 
of them unconventional, and provide practical examples 
on the following (as visualized in the figure below ):

1. Sources of raw data: data which can be used for 
further analysis and for further calculations in the 
context of illicit market size estimations

2. Data collection and analysis techniques and 
technologies: which type of technical solutions can 
be exploited during the illicit market size estimation 
processes

3. Useful databases: where can one find both direct 
and indirect relevant data readily available to feed 
into quantitative modeling work

4. Quantitative analytical models: as inputs, these 
models may use data from any of the three steps 
listed above, in order to produce meaningful 
numeric outputs reflecting the illicit market sizes.

the ivory markets and illegal logging about the current 
demand for exotic, CITES-protected timber. Shifting the 
focus on transit countries tells more about international 
distribution of illicit goods and the dynamics of 
transnational trafficking networks. For certain, seizures of 
fake cigarettes or uncertified ivory in transit countries 
provide the bulk of useful information for transit 
monitoring. But a more sophisticated way to collect 
information on illicit ivory trade is to hide a tracker in 
shipment of uncertified (fake or real) elephant tusks, for 
example, and track the journey of the trophies through 
the illicit distribution chain. 

Shipment and product seizures are outcomes of successful 
border control activities and other law enforcement 
operations. The size and frequency of seizures over time 
offer information on the dynamics of cross-border trade 
in illegal goods. Results of customs seizures can be 
complemented with seizure data from other law 
enforcement authorities, for example national police or 
border guards. The seized goods can also be sent to 
laboratory analysis in order to discover additional 
information for example on the geographical origin (e.g. 
wood) or on purity-level (e.g. cocaine) of the seized illicit 
goods.

Post-consumption analysis is about finding evidence of the 
use of illicit products. The logic is that many illegal 
products are acquired for personal consumption. People 
who use these products often leave traces that can be 
used to estimate the scale and scope of the overall 
consumption. For example, syringe collections and 

Sources of raw data
The accuracy of any estimate depends largely on the access 
to relevant raw data about the estimated variable. Poor 
input data makes even the most sophisticated estimates 
inaccurate and unreliable. For this reason, it is critical to 
understand the types of raw data that can be used to 
estimate the total volumes of cross-border flows of illicit 
goods. Our first analysis concludes that there are five main 
categories of such raw data. 

Marketplace monitoring is about keeping an eye on online and 
physical markets where buyers and sellers meet to exchange 
goods for money. Today, data from marketplaces can offer 
customs and other law enforcement agencies useful 
information about the types, volumes, and prices of traded 
goods, as well as information about traders, middle-men, 
and the customers themselves. Next to direct use for 
investigative purposes, this information can be used to 
estimate the scale and scope of cross-border trade in licit 
and illicit goods alike. Online black markets — often located 
at the encrypted and non-indexed part of the web known as 
darknet — are becoming increasingly important targets for 
customs and other law enforcement agencies to monitor.

Source and transit monitoring is a way to collect raw data on 
the sourcing, production and movement of illicit goods. 
Combining data from multiple regions can help to construct 
estimates on types and volumes of illicit flows around the 
world. Data on coca leaf farming, for example, can help to 
estimate dynamics in cocaine production and distribution. 
The same way, poaching activity can tell something about 

How innovative techniques can help 
customs and policy makers to estimate 
the true size of illicit markets? 
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2) Data collection & analysis 
techniques – four examples

3) Useful databases – four 
examples

Market-place monitoring: virtual and physical 
markets, related documentations etc.

Source and 
transit 

monitoring: 
visual, 

sensor-based, 
track&trace 

etc.

Shipment and 
product 
seizures: 
border 

controls, 
operations,  

raids etc.

Post-con-
sumption 
analysis / 
traces of 

consumption: 
empty packs, 
syringes etc.

Information derived from individuals (experts, 
victims, dealers, customers), populations, 
NGOs, media, companies, authorities etc.

Trade balance monitoring Advanced image processing Extrapolation models

Web-monitoring

Imaging technologies

Track & trace

Laboratory technologies

Seized goods databases

Illicit goods & stolen 
goods databases

Laboratory & forensics 
databases

Trade statistics databases

4) Quantitative analytical models – four examples

Market price fluctuations

«Estimating 
the true size 

of illicit 
markets»

PEN-CP Magazine Issue 10| ESTIMATE THE TRUE SIZE OF ILLICIT MARKETS

1) Sources of raw data – the five categories
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and invest in capabilities where it matters most. The 
findings shared in this article may also be of interest for 
national security, health, environment, transportation 
and trade policy makers, working in ministries or as 
members of parliaments.
 
This article does not present a single solution for 
constructing perfect estimates on the total volumes and 
values of cross-border illicit trade flows. Rather, we 
present alternative ways to estimate volumes of illicit 
traffic, the ones that customs might have not thought of 
before. The next pages describe several techniques, some 
of them unconventional, and provide practical examples 
on the following (as visualized in the figure below ):

1. Sources of raw data: data which can be used for 
further analysis and for further calculations in the 
context of illicit market size estimations

2. Data collection and analysis techniques and 
technologies: which type of technical solutions can 
be exploited during the illicit market size estimation 
processes

3. Useful databases: where can one find both direct 
and indirect relevant data readily available to feed 
into quantitative modeling work

4. Quantitative analytical models: as inputs, these 
models may use data from any of the three steps 
listed above, in order to produce meaningful 
numeric outputs reflecting the illicit market sizes.

the illicit markets. Fortunately, there are many other 
techniques customs and law enforcement can use to 
obtain critical information and evidence on illicit 
activities, naturally both for investigation and market size 
estimation purposes.
 
Web monitoring is about collecting information on trading 
activities online, especially at e-commerce marketplaces. 
Some web scraping tools are available to obtain relevant 
online information for law enforcers on commodities of 
interest: types and quantities of goods on sale, prices 
asked and paid, and the entities buying and selling goods. 
The online marketplaces include sites in the usual open 
web but also in the dark web, the encrypted and hidden 
part of the web that can be accessed only with special 
browsers. The web scraping tools can do systematic, 
continuous monitoring, or they can be used for ad-hoc 
collection of online information. There are commercial 
web scraping tools available, and companies and 
government agencies alike are developing online 
monitoring techniques that fill their particular needs. 
Often supporting technologies, like natural language 
processing and machine learning, are needed to make 
web scraping effective and efficient.

Imaging technologies capture electromagnetic radiation for 
analysis purposes. There are many types of cameras and 
sensors that are capable of recording wavelengths from 
X-rays and ultraviolet to infrared frequencies. These 

wastewater analysis give evidence on drug usage in a city or 
neighborhood. The same way, empty pack surveys provide 
insights into the prevalence of illegal cigarettes. 

Interviews and population surveys collect information from 
individuals who play a role the illicit economy (criminals, 
victims, consumers) or who are subject matter experts. 
Sometimes, researchers can survey prevalence of cocaine 
consumption through user interviews. Police investigators 
can extract useful information on buyer behavior and black 
markets when they interrogate suspects, across all types of 
illicit goods. Surveys at the population level provide a 
top-down view on the supply and demand of illicit goods. 
Other useful information sources include non-governmental 
organizations (NGOs), companies, and experts working for 
(or, retired from) various governmental agencies.  

Data collection and analysis 
techniques
Collecting information about trafficking networks is a 
difficult task. It goes without saying that criminals rarely talk 
about their activities to anyone. Seizure statistics provide 
some information about the dynamics of illicit trading for 
the benefit of customs and law enforcement in general. But 
because seizures depend largely on factors like the priorities 
and resources of law enforcement, that are not necessarily 
associated with the size of the illicit market, seizure statistics 
alone provide only a partial and potentially biased view on 

devices can be installed on satellites, drones, fixed 
structures, and many other platforms. Today, thanks to the 
increased availability, ever-lower price, and better quality, 
satellite imagining has become a realistic data collection 
technique for law enforcement. For example, satellites can 
be used to monitor growing of illicit crops like coca leaf or to 
find signs of illicit logging or elephant poaching activities. 
Especially government agencies with access to 
governmental satellite resources or money to buy 
commercial services can benefit from the potential of 
high-performance satellite technologies.

Track and trace technologies provide information about goods 
that travel through the international supply chain. 
Geolocation is the most common feature of trackers, but 
many modern tracking devices can log much more data, for 
example the condition of goods during transport in terms of 
temperature and humidity. There are active trackers on the 
market that communicate with satellite or cellular networks 
on a regular basis to upload information. Passive trackers 
can be read only with handheld devices or similar systems at 
close range. Trackers can be used by law enforcement to 
collect intelligence on trafficking networks. For example, the 
police can hide a tracker inside an artificial elephant tusk, 
sell the trophy on a local market, and then follow the 
journey of the tusk to its destination market through the 
international supply chain. This investigative technique 
provides data on transit countries, warehouse locations, and 
trafficking routes of ivory traders. Similarly, law enforcement 
could conceal trackers inside a seized shipment of illicit 
cigarettes, let the shipment continue its journey under 
surveillance, collect information about the locations of 
warehouses along the route, and finally organize raids 
against the warehouses. This controlled delivery technique 
may be used for example in collaboration between police 
and customs agencies. 

Laboratory equipment and techniques are often needed to 
analyze evidence that law enforcement officials may get 
their hands on. For example, estimating flows of illicit drugs 
involves collection of various samples for laboratory 
analysis: identification of seized drugs and testing of syringes 
to determine the type and potency of injected drugs. In 
other words, laboratories play a crucial role in extracting 
further evidence from various samples. Examples of 
laboratory technologies used by customs include 
Calorimetric tests, RAMAN spectroscopy, X-Ray fluorescence 
(XRF), Infrared spectroscopy (IR), Ion mobility spectrometry 
(IMS), and Mass spectrometry (MS). Customs often have 
their in-house laboratory capability, but also state 
laboratories as well as specialized private laboratories can 
be contracted to do analysis for customs.
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Useful databases
Next to customs and law enforcement agencies 
themselves, many organizations collect and store 
information on black markets, to plan and coordinate 
their anti-illicit trade, anti-theft and similar operations in 
the short and the long term.  Such databases are nothing 
new, yet the sophistication and size of many databases 
have been developing drastically over the past years. Here 
are some notable examples of databases that may help 
law enforcement to estimate the cross-border flows in 
some illicit goods. 

Seizure databases are the staple of law enforcement activity 
worldwide. In many countries, customs and other law 
enforcement agencies compile statistics on the types and 
volumes of seized goods. Sometimes these national 
seizure databases are public information, sometimes 
authorities publish only selected summaries of the 
seizure data, sometimes nothing at all. In any case, those 
who can access seizure data may use it to understand 
better the scale and scope of illicit trade across ‘various 
commodities of customs interest’. Besides the national 
databases, there are some multinational seizure 
databases that focus on a particular commodity or branch 
of illicit trade. For example, the World Wildlife Seizures 
(World WISE) database (https://bit.ly/34BgNS6) compiles 
information on illicit trade in endangered animal and 
plant species (https://bit.ly/2Ko9gzo). 

Illicit goods and stolen goods databases contain information 
on goods that have been reported stolen or missing. For 
example, the INTERPOL Stolen Works of Art database 
provides details on thousands of missing pieces of art and 
cultural artefacts (https://bit.ly/3rn69Ir 
https://bit.ly/3hdzel9). INTERPOL also manages the 
INTERPOL Illicit Arms Records and tracing Management 
System (iARMS) (https://bit.ly/2Jd0T91) that lists firearms 
that have been reported lost, stolen, or smuggled. As a 
minimum, these types of databases provide reference 
information on the availability of stolen art or illegal 
firearms on the global markets.
 
Laboratory and forensics databases store data of earlier 
analyses outcomes, for example information on the 
potency of seizure cocaine over years. Overall, laboratory 
analyses produce information that helps law enforcement 
to estimate flows of illicit goods. Example tasks include 
the identification of illicit drugs and counterfeit cigarettes, 
analysis of wastewater for traces of drug consumption, 
and determination of the source of products of living 
origin based on DNA analysis. There are also reference 
databases that allow lab workers to identify a broad range 
of goods and commodities. Such databases are often 
linked to a certain laboratory technology, for example 

devices can be installed on satellites, drones, fixed 
structures, and many other platforms. Today, thanks to the 
increased availability, ever-lower price, and better quality, 
satellite imagining has become a realistic data collection 
technique for law enforcement. For example, satellites can 
be used to monitor growing of illicit crops like coca leaf or to 
find signs of illicit logging or elephant poaching activities. 
Especially government agencies with access to 
governmental satellite resources or money to buy 
commercial services can benefit from the potential of 
high-performance satellite technologies.

Track and trace technologies provide information about goods 
that travel through the international supply chain. 
Geolocation is the most common feature of trackers, but 
many modern tracking devices can log much more data, for 
example the condition of goods during transport in terms of 
temperature and humidity. There are active trackers on the 
market that communicate with satellite or cellular networks 
on a regular basis to upload information. Passive trackers 
can be read only with handheld devices or similar systems at 
close range. Trackers can be used by law enforcement to 
collect intelligence on trafficking networks. For example, the 
police can hide a tracker inside an artificial elephant tusk, 
sell the trophy on a local market, and then follow the 
journey of the tusk to its destination market through the 
international supply chain. This investigative technique 
provides data on transit countries, warehouse locations, and 
trafficking routes of ivory traders. Similarly, law enforcement 
could conceal trackers inside a seized shipment of illicit 
cigarettes, let the shipment continue its journey under 
surveillance, collect information about the locations of 
warehouses along the route, and finally organize raids 
against the warehouses. This controlled delivery technique 
may be used for example in collaboration between police 
and customs agencies. 

Laboratory equipment and techniques are often needed to 
analyze evidence that law enforcement officials may get 
their hands on. For example, estimating flows of illicit drugs 
involves collection of various samples for laboratory 
analysis: identification of seized drugs and testing of syringes 
to determine the type and potency of injected drugs. In 
other words, laboratories play a crucial role in extracting 
further evidence from various samples. Examples of 
laboratory technologies used by customs include 
Calorimetric tests, RAMAN spectroscopy, X-Ray fluorescence 
(XRF), Infrared spectroscopy (IR), Ion mobility spectrometry 
(IMS), and Mass spectrometry (MS). Customs often have 
their in-house laboratory capability, but also state 
laboratories as well as specialized private laboratories can 
be contracted to do analysis for customs.
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B? Detailed analysis of bilateral and multilateral trade 
flows may provide information on how much of goods, 
that start as legitimate products in one country, end up 
being smuggled into another country. Such analysis can 
be a powerful technique to estimate illicit flows of 
cigarettes and uncertified wood, for example. 

Market price fluctuations are typical signs of disruptions in 
the markets of illicit goods.  By the economic laws of 
supply and demand, a shortage of cocaine would tend to 
inflate the prices drug users have to pay for the product. 
In contrast, a sudden influx of cocaine supply typically 
could cause the street prices to plummet. Even so, the 
reality is often more complex than that. For example, in 
the face of reduced supply, cocaine dealers may decide to 
dilute the purity of the drugs they sell and this way trick 
the users to buy a less potent product for the same price. 
For this reason, price-purity ratio may be a better way to 
assess market price fluctuations on drug markets. 

Advanced image processing techniques exploit volumes of 
pictures and video footage to refine digitalized visual 
information into actionable intelligence. For example, 
data from aerial surveillance with satellites, drones, or 
spotter planes can be analyzed to find unauthorized fields 
of coca leaf or signs of illegal logging. In a similar way, 
image processing can help to detect lootings of antiquity 
sites in conflict regions or dead elephants that have fallen 
victims to poaching.

Extrapolation models are useful instruments for estimating 
the true market size based on limited samples of 
evidence. For example, collections of empty cigarette 
packs provide local evidence on the prevalence of illicit 

RAMAN spectroscopy, which relies on spectral libraries of 
thousands of commodities.

Trade statistics databases compile information on legal trade 
and related cross-border flows of goods around the world. 
Interestingly, it appears that around 30 countries in the 
world (none of them in the EU), publish more detailed trade 
information, down to a level of single export / transit / 
import transaction. This transaction-level data may include 
information about types, volumes, and prices of traded 
goods and about the parties involved in the trade. This 
information can be useful to monitor international trade in 
commodities that have both illegal and legal markets, such 
as cigarettes and wood. Besides national databases, there 
are many other governmental, company, and public domain 
databases that can provide information on the global trade 
flows. It should be noted, however, that most trade statistics 
databases provide only pre-analyzed summary statistics for 
the public, not first-hand raw data on trading transactions 
and activities.
 

Quantitative models
Illicit market size estimates build not only on high-quality 
data but also on accurate quantitative models that put the 
raw data in a context and refine the raw data into 
meaningful insights. A typical estimation model incorporates 
information from multiple sources to determine the values 
of the variables that make up the estimate. Here are some 
examples of quantitative models that can be used to 
estimate total cross-border flows of illicit goods.

Trade balance monitoring provides valuable insights for 
customs to understand reported volumes of cross-border 
trading between countries and regions. For example, 
assessing data on bilateral trade between two countries may 
reveal inconsistencies in datasets: why is the value of 
exported goods from country A to country B significantly 
higher than the value of imports from country A to country 

cigarettes in a city or neighborhood; this information needs 
to be extrapolated to arrive at a realistic estimate for the 
total market of illicit cigarettes. The same logic applies to 
wastewater analyses and syringe collection programs that 
can provide geographically bounded data on illicit drugs 
consumption.
 

Modeling and analysis outcomes – ‘
the so-what’
All these data collection and estimation techniques aim at 
improving the understanding of customs experts and policy 
makers on the total volumes and values of illicit trade. 
Having more accurate estimates on the volumes and values 
of illicit markets allow customs and policy makers to make 
better decisions in many ways. 

Threat prioritization and resourcE allocation largely determine 
customs’ capacity to protect the society from the adverse 
effects of illicit trade. This is a big deal because customs 
control activities no less than save lives, defend tax revenue, 
protect the environment, and shield domestic industries 
from unfair foreign competition, among other significant 
contributions. Better estimates on illicit trade allow customs 
to identify the ‘non-seizure rates’ across harmful illicit trade 
flows and therefore allocate limited control resources more 
efficiently. 

Monitoring performance of customs controls becomes more 
effective if customs can estimate better the share of illicit 
goods that go through customs undetected. Today, many 
customs collect control feedback information on outcomes 
of targeting and inspection activities. Yet, the problem with 
control feedback is that it provides information only on the 
hit-rate (= controls that found something illegal / all 
controls) and the rate of false positive (= controls that found 
nothing / all controls); it provides no information on the 
illicit traffic that passes customs controls undetected. 
Estimates on the total volume of illicit markets can shed light 
on this blind spot.
 
Cooperation with other law enforcement agencies has become a 
critical aspect of effective customs operations. In the world 
of transnational criminal networks, a single customs 
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* Note: as part of the complete Annual study, we plan to include a section on issues faced when certain illicit commodity is not ‘100% cross-border’, but has 
relevant domestic-origin (or, intra-EU) markets; as this of course complicates reflecting ‘the total market size estimations versus which % of the total illicit 
flows passed customs controls undetected’.
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administration has limited resources and legal powers to 
fight cross-border crime. However, at times, it can be hard 
for customs to convince other law enforcement agencies 
to contribute to customs operations. With more accurate 
estimates on the true scale of illicit trade, customs could 
possibly create a sense of urgency in the broader law 
enforcement community and this way mobilize resources 
beyond customs capabilities.

Feeding decision support data to policy makers: It could turn 
out that specific ministerial and/or parliamentary 
committees and working groups become interested in 
new types of illicit market size estimations. Public 
servants and politicians working on policies, regulations 
and budgets in national security, health, environment, 
transport, trade or some other governmental areas with 
links to trafficking and illicit trade could find such data as 
useful support for their exploration and decision-making 
processes.

Way forward
The findings of this ‘teaser-article’ will be presented and 
discussed at the PEN-CP Year 2 in January 2021. In 
addition, we plan to publish the first edition of the 
complete PEN-CP Annual study chapter on Illicit market 
size estimation techniques by the end of the new year*.

 

cigarettes in a city or neighborhood; this information needs 
to be extrapolated to arrive at a realistic estimate for the 
total market of illicit cigarettes. The same logic applies to 
wastewater analyses and syringe collection programs that 
can provide geographically bounded data on illicit drugs 
consumption.
 

Modeling and analysis outcomes – ‘
the so-what’
All these data collection and estimation techniques aim at 
improving the understanding of customs experts and policy 
makers on the total volumes and values of illicit trade. 
Having more accurate estimates on the volumes and values 
of illicit markets allow customs and policy makers to make 
better decisions in many ways. 

Threat prioritization and resourcE allocation largely determine 
customs’ capacity to protect the society from the adverse 
effects of illicit trade. This is a big deal because customs 
control activities no less than save lives, defend tax revenue, 
protect the environment, and shield domestic industries 
from unfair foreign competition, among other significant 
contributions. Better estimates on illicit trade allow customs 
to identify the ‘non-seizure rates’ across harmful illicit trade 
flows and therefore allocate limited control resources more 
efficiently. 

Monitoring performance of customs controls becomes more 
effective if customs can estimate better the share of illicit 
goods that go through customs undetected. Today, many 
customs collect control feedback information on outcomes 
of targeting and inspection activities. Yet, the problem with 
control feedback is that it provides information only on the 
hit-rate (= controls that found something illegal / all 
controls) and the rate of false positive (= controls that found 
nothing / all controls); it provides no information on the 
illicit traffic that passes customs controls undetected. 
Estimates on the total volume of illicit markets can shed light 
on this blind spot.
 
Cooperation with other law enforcement agencies has become a 
critical aspect of effective customs operations. In the world 
of transnational criminal networks, a single customs 
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Basic characteristics with the six sensitive 
commodities (from literature)

Cocaine is a strong stimulant and widely used illicit drug. Global cocaine markets are 
technically 100% illegal as the drug has only very limited licit use (medicals, K9 training, laboratory 
calibration etc.). The annual illicit cocaine production in 2018 was estimated to be around 1723 tons of 
100% pure drug, according to UNODC (2020) estimates. To arrive at the most realistic estimate of the 
total cocaine market, in a given country, we can employ several techniques that gauge this illicit market 
from different angles. Analysis of wastewater provides information on cocaine consumption per capita. 
Syringe collection programs may yield data on the prevalence of intravenously used cocaine and on the 
purity of the drug on the market. Interviews with drug users, drug dealers, social workers, law 
enforcement officers, and other people with first-hand information on the cocaine markets provide 
additional insights on the scale and dynamics of the cocaine trade.

Firearms are products, which imports are commonly subject to various restrictions and 
prohibitions. In many countries, only individuals with a firearms license can buy, own, and carry guns. 
Gun control regulations in many countries also forbid imports of automatic firearms and special 
munitions without permits. The value of the international trade in small arms was worth at least USD 6.5 
billion in 2016 (Paoli et al. 2016). Globally, there are around 800 million small arms and lights weapons 
currently in circulation (French Government 2020), and a part of this stockpile evidently ends up in the 
wrong arms. Estimating the illicit part of the firearms market relies on several raw data sources. As a key 
example, the INTERPOL Illicit Arms Records and tracing Management System (iARMS) compiles data on 
illicit arms from law enforcement authorities from around the world. 

Elephant ivory is regulated under the CITES convention that sets rules for the 
international trade in endangered animal and plant species. As a restricted commodity, certified ivory 
goods are still being traded legally in some domestic markets, but the international trade in ivory has 
been banned since 1989. Even so, the international trade in protected elephant ivory remains problem: 
around 33.000 elephants get killed for the ivory every year (the African Wildlife Foundation 2015). 
Several techniques can be used to estimate the illicit part of the global ivory market. Trafficking routes 
can be investigated by hiding GPS trackers inside real or fake ivory goods, and selling them to local 
brokers near poaching grounds. Another data source are park rangers who can provide first-hand 
information on poached elephants. Besides traditional footwork, modern rangers may use drones, 
spotter planes, or satellites to find evidence of poaching activity. There is also the Elephant Trade 
Information System (ETIS) for keeping track on the illicit trade in elephant products and illegal killings of 
the animals. 

Cultural artefacts of historic value cannot be usually traded internationally 
without appropriate permits and licenses that are designed protect the preservation of historic and 
cultural heritage. These limitations have created vibrant underground markets of undocumented 
artefacts where rogue traders sell their wares to shady collectors around the world. The total illicit 
market of cultural artefacts — either stolen from existing collections or looted from antiquity sites or 
archeological excavations — is estimated to be worth billions of US dollars (WCO 2020). There are several 
international and local databases that list pieces of stolen art and artefacts, such as the INTERPOL 
database of stolen works of art and the FBI’s National Stolen Art File. Otherwise, researchers have tried 
to measure the size of the illicit market by interviewing subject matter experts: law enforcement officials, 
collectors, managers of auction houses, art dealers, museum curators, archaeologists, among other 
specialists. Also, satellites could be used to collect information on lootings of antiquity sites, especially in 
war zones where the rule of law is weak. One more technique is to observe activities on online markets 
places where buyers and sellers trade in cultural artefacts. 
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Cigarettes are probably the most smuggled and counterfeited products in terms of quantity. 
Smuggling of contraband cigarettes is motivated by the prospect of evading heavy taxes and duties many 
countries levy on tobacco products. While the legal cigarette market is around 6 trillion sticks per year, 
the illicit trade is estimated to be around 10% global consumption, so around 600 billion sticks, one in ten 
cigarettes smoked worldwide, is illicit (IMF 2016). One can get better understanding of the size of the 
illicit cigarette market by comparing documented, tax-paid sales against self-reported consumption of 
smokers. Also assessing discrepancies between bilateral or multilateral trade flows can give a hint about 
the scale of illicit cigarette smuggling: if country A exports more cigarettes to country B than country B 
has documented cigarette imports from country A, there may be a problem of under-reported cigarette 
imports. Another technique to monitor balance of trade flows is to shift the focus on tobacco leaf, filters, 
and other input materials of cigarette production. If a country imports more raw materials than it needs 
to produce cigarettes for domestic consumption and for export combined, there can be some illicit 
production going on in the country. Another way to understand the size of local illicit cigarette markets is 
to scavenge discarded cigarette packs to see how many packs are of illicit nature. 

Timber and wooden products originate for the most part from 
legitimate, certified forests. But a share of the global trade in timber and wooden products are associated 
with wood that has been logged illegally from natural reserves, from government forests by exceeding 
logging concessions, or from private tree plantations. It has been estimated that 15-30 percent of the 
volume of globally traded wood has been acquired illegally (WWF 2020), and this illicit trade generates 
criminal profits between 30 and 100 billion USD (ibid.) Trade balance calculations give some evidence of 
the scale of illicit trade: does the sum of production and imports correspond the sum of exports and 
domestic consumption? There are also organizations that actively monitor the state of forests worldwide 
with technologies like satellites and drones mounted with infrared sensors.

Sources: 

French Government, 2020. The !ght against the illicit dissemination of small arms and light weapons 
and ammunition. Available at: 
https://cd-geneve.delegfrance.org/The-!ght-against-the-illicit-dissmination-of-small-arms-and-light-
weapons-and

African Wildlife Foundation, 2015. Coming Together in the Face of Mass Extinction. Available at: 
https://www.awf.org/blog/coming-together-face-mass-extinction

Persi Paoli, Giacomo, and Elli Kytomaki. "Towards a Universal Arms Trade Treaty: Understanding 
barriers and challenges in South-East Asia." (2016).

World Customs Organisation (WCO), 2020. Cultural Heritage Programme. Available at: 
http://www.wcoomd.org/en/topics/enforcement-and-compliance/activities-and-programmes/cultura
l-heritage-programme.aspx

World Wildlife Foundation (WWF), 2020. Illegal logging. Available at : 
https://wwf.panda.org/discover/our_focus/forests_practice/deforestation_causes2/illegal_logging/?

International Monetary Fund (IMF) 2016, Petit, P. and Nagy, M.J.. How to design and enforce tobacco 
excises? Page 9. Availalable at: 
https://www.imf.org/external/pubs/ft/howtonotes/2016/howtonote1603.pdf

UNODC (2020). World Drug Report 2020, Third Booklet, pp. 21. Available at 
https://wdr.unodc.org/wdr2020/!eld/WDR20_Booklet_3.pdf
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PEN-CP Online Platform – “POP-Corner” Seeking for Research institutes 
and University departments in 
all PEN-CP customs countries 
(by 31.8.2019)

enter the information directly in the PEN-CP Online 
Platform, please contact susana.wongchan@unil.ch 
(and she will guide you on where to enter it = section 
in PEN-CP Information Observatory; as well as ensure 
with you that “informed consent”/ GDPR aspects are 
properly covered).

The main point of contact to assist you in this task 
is Mr. Kevin Humphreys from Irish Revenue, email: 
khumphre@revenue.ie  , Tel & WhatsApp to reach 
Kevin: +353861593106

You can use the table format below to share the 
minimum information per institution. The table 
contains sample data from Ireland:

Please help PEN-CP to expand 
the database on Research 
institutes and University 
departments, stored on the 
PEN-CP Online Platform (POP)!  

Try to identify minimum 7 Research institutes and 
University departments in your country (smaller 
number is totally fine, too). Aim to be specific, by 
identifying department names and contact details of 
relevant professors, research directors, scientists etc.; 
include web-links, as much as possible. You can write 
all information on a word file, and email at any time to  
pen-cp@cross-border.org  ; or, in case you prefer to 

DATA

Institution name

Department

Contact people

Topics of interest

Website

EXAMPLE

National University Ireland Galway (NUIG)

Biotechnology

NN1 (n.n@nuigalway.com)

Novel bio detection, new sensors, applications of 
glycomics. Also cleanup of CBRNE eg anthrax.

http://www.nuigalway.ie/ 
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We plan to store all this 
information in the PEN-CP 
Online Platform (POP), and to 
use it as a database when 
inviting institutions and 
experts for various PEN-CP 
calls/tenders and other 
activities. Examples of 
upcoming tenders and other 
activities where Research 
institutes and University 
departments may be invited to, 
during the remaining four years 
of the project, include the 
following:

Keywords (technical, 
scientific etc.) when 
identifying Research institutes 
and University departments 
include, but are not limited to 
the following:

*And of course, feel free to 
introduce any other “customs 
relevant keywords” when 
identifying interesting Research 
institutes and University 
departments in your country!

One option to identify interesting Research institutes and University departments in your country is to talk to 
your National Contact Points (NCPs) for Horizon 2020 – Security. You can search for the names, emails and phone 
numbers of the NCPs in your country by using this web-link: 
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/support/ncp

Once you are done with the exercise, please email all the info (e.g. on a word file) to pen-cp@cross-border.org. We 
will enter all data to POP platform; and, we will carry out the “informed consent” exercise regarding all personal data, 
before storing it in the platform - in other words, we will ask all named individuals if this is ok for them; and if not, then 
we store just the institution information.

Looking forward to having a rich set of data on interesting Research institutions and University departments, across all 
the 13 PEN-CP customs partner countries, collected and stored in PEN-CP Online Platform, by 31.8.2019.

Calls on Expert reports (max 15 in total, small studies on different topics 
interest for PEN-CP partners; total budget max around 90.000 EUR);

Calls on Technology prototype and field-test grants (2 on big data and risk 
management; 2 on detection technologies; and 2 on laboratory 
equipment; total budget max around 360.000 EUR);

Calls on NewView grants, Challenge competitions, Hackathons, 
Crowdsourcing ideas etc. (exact numbers for each are to be fixed later; 
total budget max around 100.000 EUR);

Seeking partners for new research-development-innovation proposals: 
national, H2020 etc.; and

Organizing Customs innovation promotion physical events, e.g. “Customs 
meets local innovators -breakfast meetings”.

Physics and chemistry 
departments: ionising 
radiation, non-ionising 
radiation, evaporation based 
detection, spectroscopy... 
chromatography, optical 
techniques,  (any) physical 
characterization, (any) chemical 
characterization... etc.

IT and data science 
departments: data 
analytics, big data…artificial 
intelligence, machine 
learning…blockchain, 
internet-of-things... etc.

Public administration 
departments: customs 
management & operations, 
police management & 
operations, collaboration 
between public 
administrations, public-private 
partnerships… etc.

Other relevant 
disciplines/topics: 
robotics, sensor technologies, 
signal processing… criminology, 
security management, security 
performance measurement… 
global supply chains, global 
logistics…. etc.

PEN-CP Magazine Issue 4 | PSIM AND PIO DATABASE
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being the link to PEN-CP.

Magazine: Thanks Jan, and thanks Yannick for sharing 
this. If we have understood it correctly, PEN-CP and the 
European Startup Network have just signed a contract, 
where the latter produces an expert report on mapping 
the pan-European start-up and scale-up landscape. 
Yannick, can you please explain about the background 
for this exercise?

Yannick: As I previously mentioned, last year Belgian 
Customs had the honour to organize the “85th Meeting 
of Directors General for Customs in the EU and Turkey” 
(the “Club”-meeting). This is a yearly, informal event in 
which the top management of the EU customs admin-
istrations and DG TAXUD are brought together to 
brainstorm on common challenges.  The main topic in 
Antwerp was “Embracing innovative culture and new 
technologies to future-proof European customs”. The 
outcome was that customs should re-invent itself, col-
laborate more with its external ecosystem (start-ups, 
scale-ups, universities) and start making use of open 
innovation tools such as hackathons and prize compe-
titions to tackle customs business challenges. One of 
the !rst things to be done to enable such a collabora-
tion with start-ups and scale-ups would be the map-
ping of the European landscape of start-ups and 
scale-ups relevant for customs purposes. For this map-
ping exercise we would need to team up with an exter-
nal partner that has the necessary expertise. The initial 
idea was to conduct these activities within a new Cus-
toms 2020 Project Group. However, after careful con-
sideration, we concluded that both because of the 
clear substantial complementarity and an e"cient allo-
cation of our national resources it would be better to 
deepen our involvement in the H2020 PEN-CP project 
to realize the outcome of the Antwerp Club meeting. 
Shortly after an agreement was reached with the 
PEN-CP management team to proceed in this way.

Magazine: Thanks Yannick - and Jan, how does such a 
topic fit to what the European Startup Network is doing 
in its daily business?

Jan: Since its establishment in 2016, European Startup 
Network, ESN, quickly became a pan-European net-

PEN-CP Magazine: Good day, Jan and Yannick - and 
thank you for agreeing to join our PEN-CP Magazine 
interview on “Expert report: screening of customs 
related scale-up and start-up companies in Europe.” 
Can you both first tell us a little bit about your back-
grounds, and what you do today?

Jan Bormans: I spent the !rst 15 years of my profession-
al life at the imec nanotechnoloy research centre, !rst 
as researcher, then as project leader and subsequently 
as business developer and strategic advisor. These 
were exciting times where innovation was heavily 
linked with technological progress. However, I then 
strongly felt that even more impact could be achieved 
by combining technology with business model innova-
tion, entrepreneurship and creativity. As a result, I 
moved to leading the knowledge centre of Flanders DC 
in collaboration with Vlerick Business School and the 
Antwerp Management School that had exactly such a 
focus for !ve years. I was fortunate to be at the right 
place at the right time when the star-tup scene started 
taking o# in Belgium so that I could devote my passion 
to this new ecosystem. After being COO of startups.be 
, I became CEO of the European Startup Network (ESN) 
in 2018. ESN aims to unify national start-up organisa-
tions to create a common voice for European start-ups 
so that more can start, scale and succeed in the EU.

Yannick Van Ranst: I’ve been working for Belgian cus-
toms for 8 years. I started o# in the risk management 
department where I worked as an expert in environ-
mental and !nancial risks. After a few years I switched 
to the more strategic work, mainly control and compli-
ance policy. Since the beginning of 2017 I took on a 
new job in the Policy and International relations 
department. My day-to-day job currently consists of 
providing policy advise on strategic topics to our Head 
of Department and Director-General, preparing high 
level international policy meetings and writing policy 
papers. In addition, I’m involved in di#erent Customs 
2020 projects such as Customs Union Performance 
(CUP; Co-ordinator horizontal issues) and Foresight. 
Since we’ve organised the 85th Meeting “Club”-meet-
ing in Antwerp last year my work has become more 
oriented towards innovation and innovation related 
projects and national and European level. The latter 

PEN-CP Interview with Jan Bormans 
(European Startup Network) and Yannick 
Van Ranst (Belgian Customs)
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start-ups and scaleups must be relevant and deliver 
value to PEN-CP. This being said, we were enthusiastic 
about our !rst joint meeting because it allowed us to 
further align on needs and criteria for selection. Also, I 
believe we share a common 'vibe' to make this collabo-
ration successful.

Yannick: I think the most di"cult part of this exercise 
could be to !nd a common understanding of customs 
work, the PEN-CP domains and the challenges for 
which we are looking to !nd solutions. What seems 
logical to us as customs experts, could be interpreted 
di#erently by an ‘outsider’. Di#erent interpretations 
could then imply that the mapping exercise to !nd 
relevant start-ups would be initiated and oriented 
wrongly and the end result would not live up to the 
expectations.  But after the kick-o# meeting with the 
ESN project team we are con!dent to have found the 
right partner as they attended the meeting well pre-
pared with a structured approach and good under-
standing of our expectations. It quite soon became 
clear that we were on the same page. We’ve also 
agreed to have a systematic virtual follow-up of the 
mapping activities to ensure things are moving in the 
right way.

Magazine: Understood - some obstacles may exist, like 
with any research or development action… Jan, when 
do you expect that a near-final report will be ready, for 
all PEN-CP partners to review?

Jan: We expect the !nal report to be ready for the 2nd 
of December this year. During the six-month project, 
ESN will apply its proven methodology based on a 
strategy consisting of a three-step process: scanning 
and identifying, shortlisting and engaging selected 
start-ups and scale-ups to the PEN-CP network. The 
outputs of each stage will be described in the !nal 
report.

Magazine: And finally, Jan, are there already plans in 
place on how to exploit all the information, during the 
coming four years? And of course, how should we keep 
the start-up/ scale-up database up-to-date?

Jan: In the !nal report, ESN will additionally design a 
plan for the PEN-CP network on how to keep expand-
ing the pool of start-ups and scale-ups throughout the 
5-year PEN-CP project based on our own best practic-
es. Finally, we will present our conclusions during an 
interactive workshop that will provide insights into the 
outcomes of the project and developed long-term 
project strategy in order to ensure e#ective implemen-
tation by the PEN-CP network.

Thank you both for taking part in this interview, and 
good luck in completing this highly important and rele-
vant start-up/ scale-up mapping project, for the great 
benefit of the PEN-CP network..!

work, unifying 28 European national start-up associa-
tions to create a common voice for European start-ups. 
Today, ESN houses a joint representation of 25.000+ 
start-ups and works hard to build a bridge between 
established corporates, institutions and start-ups, a key 
to start-up growth. ESN and most of its members have 
been actively involved in Startup Europe projects - 
both past and ongoing - and have a deep understand-
ing of the context and opportunities for collaboration. 
In di#erent EU-wide associations, team members 
coach 1.000+ start-ups in order to enable collaboration 
with 100+ corporates. ESN has also extensive experi-
ence working on EU-funded projects. We translate 
innovation challenges into solutions on a daily basis by 
scouting relevant start-ups for accelerator programs, 
investors and partnerships as well as prepare the stake-
holders to engage into such a relationship and learn 
how to prepare and nurture the partnership focusing 
on the long-term goals on both sides.

Magazine: Well, that sounds like a good fit, doesn't it! 
Jan, what are the first steps that you plan to take with 
the project with PEN-CP – is anything happening 
already during the summer?

Jan: De!nitely, and we are very excited about the 
whole project! Following our !rst productive kick-o# 
meeting, where we have re!ned among other things 
PEN-CP's needs and determined the underlying tech-
nologies for each of the 6 security themes, we have 
started to identify European startups and scaleups 
directly relevant to customs operations and security 
innovations according to the jointly developed criteria. 
Our objective is to longlist and map 250 startups and 
scaleups and present these to the PEN-CP network 
beginning of August.

Magazine: OK, it sounds like the action has started 
already! By the way, Yannick, does the “national 
start-up identification exercise for all PEN-CP Customs 
partners”, as announced in PEN-CP Magazine 3 (p.10), 
link to this Expert report project?

Yannick: The idea behind the national start-up identi!-
cation exercise is that every PEN-CP customs partner 
would look for minimum 3 relevant start-ups for cus-
toms in their own country and provide me with the 
required details on these companies to integrate them 
on the PEN-CP platform. You could see it as a warm-up 
for all PEN-CP customs partners for the upcoming 
expert report by the European Start-up Network.

Magazine: Nice synergies in place, indeed… Jan and 
Yannick, what do you see as the most challenging parts 
of this project?

Jan: Scanning and identifying as well as shortlisting 
start-ups and scaleups in the thematic customs areas 
requires expertise and signi!cant investment in terms 
of time. The challenge is that the scanned & identi!ed 

PEN-CP Magazine Issue 4 | INTERVIEW
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The 1st PEN-CP Expert Report was 
completed in December 2019!

Phase 1, namely scanning and identifying startups and scaleups in the relevant customs 
areas, provided insights within the startup and scaleup ecosystem related to customs 
operations and security innovations. ESN scanned its extensive database and identified 
high-potential startups and scaleups according to the jointly developed criteria. The 
longlist of 250 startups and scaleups was presented to customs experts, together with a 
mapping of startups and scaleups according to the themes and geographical spreading.

Phase 2, namely shortlisting, consisted of conducting a careful investigation about the 
business status, maturity stage, funding status and growth needs of startups and 
scaleups. ESN shortlisted 87 companies, out of which 55 are scaleups, in the customs 
thematic areas and assessed their readiness to cooperate in the context of the PEN-CP 
network. PEN-CP has also been provided with verified contact information of decision 
makers, across the 87 companies.

Phase 3 was about accessing startups and scaleups for innovation, communication and 
interaction purposes. In the final report, ESN devises a multi-channel communication 
and interaction approach to effectively engage startups and scaleups. The approach is 
funnel-based and is supported by social media communications.

As shared in PEN-CP Magazine 5 (July 2019) interview article, the European Start-up Network, ESN, was selected 
to carry out the work for the 1st Expert Report in our project. The final outcomes on “Mapping start-up and 
scale-up landscape in Europe – and how to work further with the mapping outcomes” -study is now available on 
the POP-platform (Archive-section). In addition, the shortlist of 87 customs security relevant startup and scaleup 
companies is currently being entered in the PIO-section of the POP-platform.

PHASE 
1

PHASE 
2

PHASE 
3
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• Treat startups as partners for a win-win relationship, not agencies or employees.

• Choose the collaboration model that is right for your institution and that best delivers on your objectives.

• Create a culture of entrepreneurship, encourage agents to interact with startups and scaleups. Build a mindset, a culture 
and a process to organize efforts.

• Careful consideration and understanding of the objectives is critical: what is the motivation of my organization to engage 
with startups and scaleups? It is key to focus on real internal challenges.

• Reflect about resources and returns. What are the resources that the institution is ready to implicate within the process in 
terms of time, budget, people? What is the expected Return on Investment? What does the institution want to get from 
the collaboration with a startup and scaleup?

• Consider training of colleagues contributing to the project. Providing them with direction as to how to interact with 
startups and scaleups, set expectations.

• Make it easier, as much as possible, for startups and scaleups to work with the institution. It is fundamental to be clear on 
the process and timing from the very beginning.

• Whenever possible, simplify and standardize contracts.

• Be crystal clear from the beginning about Intellectual Property ownership and encourage consulting legal advice.

•Embrace failure. Often, attitude towards failure is still extremely careful and when fear is present among employees, it 
blocks creative energy and out-of-the-box thinking. If failure is tolerated at a certain extent within the organization, 
employees learn how to deal with missteps and move forward.

• In order to be able to successfully expand the pool of startups and scaleups, it is also crucial to develop key performance 
indicators. Gather and analyse data and feedback on a regular basis to measure and monitor the progress of the 
collaboration. Test, measure, learn and iterate is the right flow.

• Challenges of the institution evolve, while some of the defined challenges will be solved, new challenges will arise. 

Good practice recommendations:  engaging with 
and expanding the pool of startups and scaleups

NEXT STEPS
As mentioned above, the shortlisted 87 customs security relevant 
startup and scaleup companies are currently being entered in the 
PIO-section of the POP-platform. We invite the three PEN-CP Expert 
Teams, the 3 PETs, to check them out, while exploring and assessing 
potential partners particularly for future prototype grant and open 
innovation (challenge competitions, hackathons and crowdsourcing 
ideas) calls and activities, across the three technical themes of the 
PEN-CP network (big data & risk, detection technologies and laboratory 
equipment) – and, hopefully some interesting matches will be identified!

-10-
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in one action, let alone insightfully presented as a 
result of that action. Next, search results may not be 
retrievable over the internet or openly accessible. As 

a consequence, when setting up a new analysis 
method, gathering and digesting information 
consumes a lot of time. A single search tool/platform 
for the various sources, yielding per entered product 

or material the chemical, biological or physical 

analytical methods ranked in suitability, and clearly 
indicating the accessibility and availability of the 
information would be a time-saving huge step 
forward.

This Expert Report will identify and present a set of 
relevant databases, scientific literature and other 
sources of relevant information which could be linked 
with a search tool/platform in the future. The report 
is expected to support the faster identification of 
analysis methods. It should also facilitate more 

traditional peer-to-peer exchange of information 
between existing networks of customs laboratories, 
universities, and industry players. For example, the 
expert report can identify tools/platforms that allow 
customs experts to shortlist potential analysis 
methods before reaching out to their contacts for 

further advice. The expert report is a first step to 
study the feasibility of a single search tool/ platform. 
Therefore, clear indications are required on the 
restricted access or full open source availability of the 

information.

Goal for the Expert Report
This Expert Report should study online and offline 
databases that provide information about laboratory 
analysis methods for the analysis of new materials or 

products. The contracted expert needs to identify the 
databases and information sources used by Customs 
laboratories in at least two countries, one in the 

American region and one in the Asian region 

(preferably Canada, the United States, Japan, and/or 

Background
“The EU Customs laboratories provide the scientific 
expertise needed to enforce European regulations on 
Customs. Their main tasks include:

• Chemical analyses to determine the tariff 
classification and duties of goods

• Control of dangerous substances (e.g. pesticides, 
pollutants, narcotics, illegal medicines, etc.)

• Determining the authenticity of products and 
tracking counterfeit

• Providing overall scientific expertise to all customs 
departments

As such, European Customs Laboratories play an 
essential role in 

• the fight against illegal trafficking (e.g. drugs, or 
contraband)

• combating fraud
• protecting consumers’ and their health
• safeguarding the environment
• helping the fight against terrorism
• ensuring border integrity” (Source: EC materials)  

Regularly, customs laboratories are confronted with 

new materials and new products to be analyzed. It 

should be noted that the number of substances, 

products, and materials, which could be controlled by 

customs is practically limitless and unpredictable. 
Depending on the need for analysis, the analytical 
method predominantly is of chemical, but also may be 

of biochemical or physical nature. Commercial actors 

producing the products and materials only in some 

cases are willing to share their analytical methods. To 
set up a new effective and efficient method, the 
Customs Laboratories European Network (CLEN), 

analytical databases, and scientific literature are 
consulted.

Information from the various databases, publishers of 
scientific literature and other sources of relevant 
information on the internet is currently not searchable 

Expert Report: Review 
of online databases on 
chemical analysis 
methods for the 
identification of new 
products and materials 
(PEN-CP-2020-ER4)
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• Determine how commercial laboratories, such as 

LUCIDEON (https://www.lucideon.com/) SGS 
(https://www.sgs.com/) or EUROFINS 
(https://www.eurofins.com/) keep up with 
analytical methods for new material and 
products. 

• Explore if a “de facto open source database” for 

analytical methods exists already.
• Discuss findings with PEN-CP experts. 
• Compile all information into the final Expert 

report, and provide recommendations for 
PEN-CP.

*Please note that the following sources are 
considered to be already known for customs 
laboratories in Europe: SciFinder, ASTM International, 
NIST Standard, International Standards Organisation 
(ISO), Official methods from the European Union, 
Customs Laboratories European Network (CLEN), the 
ECHA Compendium of analytical methods, and 
in-house methods of the Japanese and South-Korean 
Customs laboratories. 

Report structure, length and language 
• Chapter 1. Overall approach and methodology 

for identifying and mapping the databases and 
sources of knowledge.

• Chapter 2. Analysis of each of the selected 

databases and sources of knowledge, with the 

following (minimum) content:

o Description of the tool/platform/database
o Requirements for access

o Cost to access it (if any)

• If costs apply, describe the preview 

information available (for free)

South Korea). In addition, the expert needs to identify a 
minimum of three databases or other knowledge 

sources used outside the Customs community.

The identified databases / sources of information should 
have the following characteristics:

• Information on analysis methods for the analysis of 
new materials and products, detailed enough to be 
directly applicable in a laboratory

• Predominantly contain analytical chemical 
methods

• Information on the quality management status of 
methods

• Requirements for customs use, for free or at a 
(membership) fee

• Information should be available at least in one of 
the official languages of the European Union

The outcomes of the Expert Report will be presented 

and discussed in a broader PEN-CP web-meeting once 
the report has been finalized.

Tasks to be carried out
• Identify the main sources of chemical analytical 

methods used for new material or products in at 

least two Customs laboratories outside EU, one in 

the American region and one in the Asian region, 

preferably the Canada, the United States, Japan, 

and/or South Korea.

• List available sources of chemical analysis methods 

for new materials and products *.

• Determine how these databases and knowledge 

sources can be accessed. (you do not need to 

include the sources already known to customs 

laboratories*).

o Availability of an Application Programming 
Interface (API) and its costs (if any)

o Information updating frequency 
o Languages offered
o Level of detail offered (complete method, 

summary description or reference to original 
publication of method, etc.)

• Chapter 3. Recommendations for PEN-CP

The Expert Report is expected to be 15-20 pages, plus 

possible annexes.

The language for the report is English.

Applicants and application process 
You can apply either as a natural person or as a legal 

entity (registered company with a VAT ID). In case you 
are a team of two natural persons, please identify clearly 
who is the main contact person for contractual purposes. 

It is also important to note that the call is announced in 

public and is open for anyone knowledgeable on the 

topic to apply. We may also approach potential experts 
by email.

The application process consists of following three steps:
• Step 1: Applicant expresses his/her interest by 

sending an email to pen-cp-arttic@eurtd.com 
• Step 2: Applicant receives credentials by email (from 

PEN-CP) enabling the proposal submission

• Step 3: Applicant submits the proposal (both 

technical and cv -sections)

Documents to submit 
Submit the following documents as 

part of your proposal

1. Technical proposal (max 2 pages)

• Describe the 

methodology you will use 

to achieve the goal for 

this project

• State a list of planned 

activities, with a respective 
time frame (please plan for project 
duration of three months)

• List the main risks/limitations you foresee 
with the assignment, with a mitigation plan

2. CVs of 1-2 experts who will carry out the work, 

highlighting their past experiences working on 
similar topic(s).

Evaluation criteria and points (max 100 points in total)
• Criteria 1: The quality of the methodology, project 

work and risk plan = max 60 points

• Criteria 2: The relevant past experience of the 1-2 

PEN-CP Magazine Issue 9 | EXPERT REPORT 4
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experts included in the proposal = max 40 points

• Minimum threshold to be considered for selection: 
Criteria 1 = min 35 points; Criteria 2 = min 25 points

Evaluation and contract signing process
• Step 1: Evaluation of all applications by scoring and 

ranking them.

• Step 2: Selection of the applicant with the highest 
score and initiation of the contractual process.

• Step 3: Communication with the non-selected 
applications of the evaluation results.

• Step 4: Contracting with the selected applicant.
• Step 5: Possibility to contact the unsuccessful 

applicant (if the contract cannot be closed with the 

selected applicant for appropriate reasons), to 

suggest contract negotiation (then follow with Step 4)

Dates, contacts and consulting fee
• Call publication date: 27 October 2020
• Deadline for proposal submission: 8 December 2020

• Call results available (expected): 23 December 2020

• Project start date: Latest on 1 February 2021

• Project duration: Three months
• Administrative contact person: Ms. Amrita 

Choudhary, ARTTIC; pen-cp-arttic@eurtd.com
• Consulting fee: 5.900 EUR

Note: PEN-CP reserves rights to make updates on the dates 
listed above, in case no proposal reaches the 
minimum threshold.

o Availability of an Application Programming 
Interface (API) and its costs (if any)

o Information updating frequency 
o Languages offered
o Level of detail offered (complete method, 

summary description or reference to original 
publication of method, etc.)

• Chapter 3. Recommendations for PEN-CP

The Expert Report is expected to be 15-20 pages, plus 

possible annexes.

The language for the report is English.

Applicants and application process 
You can apply either as a natural person or as a legal 

entity (registered company with a VAT ID). In case you 
are a team of two natural persons, please identify clearly 
who is the main contact person for contractual purposes. 

It is also important to note that the call is announced in 

public and is open for anyone knowledgeable on the 

topic to apply. We may also approach potential experts 
by email.

The application process consists of following three steps:
• Step 1: Applicant expresses his/her interest by 

sending an email to pen-cp-arttic@eurtd.com 
• Step 2: Applicant receives credentials by email (from 

PEN-CP) enabling the proposal submission

• Step 3: Applicant submits the proposal (both 

technical and cv -sections)

Documents to submit 
Submit the following documents as 

part of your proposal

1. Technical proposal (max 2 pages)

• Describe the 

methodology you will use 

to achieve the goal for 

this project

• State a list of planned 

activities, with a respective 
time frame (please plan for project 
duration of three months)

• List the main risks/limitations you foresee 
with the assignment, with a mitigation plan

2. CVs of 1-2 experts who will carry out the work, 

highlighting their past experiences working on 
similar topic(s).

Evaluation criteria and points (max 100 points in total)
• Criteria 1: The quality of the methodology, project 

work and risk plan = max 60 points

• Criteria 2: The relevant past experience of the 1-2 
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Help us to expand on 

GDPR-compliant approaches 

to reach potential external 
experts and security 

innovators!

Identifying and reaching out to potential experts and security innovators is a challenge for any innovation 
boosting network, including for PEN-CP. Until the end of our mandate - which is being extended until January 
2024, due to COVID-19 triggered complexities and delays – we intend to reach out to few hundreds of relevant 
start-ups, scale-ups, medium- and large-sized companies, universities, research institutes, consultancies etc. We 
will encourage them to email us expressions-of-interest, e.g. on Hackathon participation; to submit (simple) 
proposals, e.g. for Expert Reports; to prepare and submit blueprints and other technical entries, e.g. to join 

Challenge competitions; and more. Ultimately, we aim for tangible engagements with some 
two dozen of external innovators, in order to successfully complete all planned PEN-CP activities, between now 
and January 2024.

Even before the times of General Data Protection Regulation (EU GDPR), it was not easy to gain ‘credible email 
and newsletter attention’ when announcing to submit proposals, to win (small) contracts etc.; due to all kinds 
of spam-emails, phishing attempts and the likes floating back-and-forth across the cyberspace. And after the 
GDPR kicked in, even sending out such messages in the first place has become more complex, being subject to 
privacy protection rules with clauses such as ‘informed consent’, ‘right to request information’, ‘revocation of 
records on demand’, and so on. Last but not least, COVID-19 travel and meeting restrictions have (hopefully 
temporarily) put a halt on all opportunities to advertise face-to-face our innovation instruments and events.

In this PEN-CP Magazine article we present the various 
on-line and other channels used to promote and to gain 

attention of potential external experts and security 
innovators who could be capable to execute tasks required 

for PEN-CP Innovation instruments and innovation events. 
Naturally, all these efforts take place in full compliance 
with the GDPR regulation, while also maximizing the 
‘credible look and feel’ aspects of our communications to 
the outside world. Finally, we invite all interested external 

parties to consider sending us your contact details, in 
preparation for future calls in PEN-CP Innovation 
instruments and events.

URL to announce and administer all PEN-CP innovation instruments and events
We have prepared a single portal page to announce and administer all calls for innovation instruments and 
events. The URL in CMT/POP-platform is:
https://cmt.sym.place/groups/profile/302707/pen-cp-innovation-instruments-and-innovation-events

Eveone interested to submit proposals will be registered at this portal. The registration process, for newcomers, 
is triggered by sending an email to: pen-cp-arttic@eurtd.com
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After registering once, your data will be kept on this platform until the end of the project. In other words, you 
can join any of the future calls without a need to re-register.

PEN-CP in LinkedIn and Facebook
We are very pleased to note that the PEN-CP LinkedIn 

Group (joint group with H2020 PROFILE project) has 

already over 230 members, which all are ‘vetted, real, 
professional people’ working in customs, border 
management, security, supply chain, technology, policy 

and research fields. We announce and advertise all calls 
for PEN-CP Innovation instruments in this group. If you 
are not yet part of this group, please submit a request to 

join at: https://www.linkedin.com/groups/8183667/ . If 
you are already a member here, then please check our 

announcements, and share them in your own LinkedIn 

and other networks, to the extent feasible for you.

In addition, we have just recently opened a PEN-CP page in Facebook, with the primary objective to reach out 
to potential external experts and security innovators. We took this action after realizing that in our (private) 
Facebook contacts there are dozens of friends whom we know from the work circles. Feel free to join the 

PEN-CP group in Facebook, https://www.facebook.com/groups/pencp/ !

Advertising PEN-CP innovation instruments and events via Twitter
In Twitter, PEN-CP has near 200 followers, while itself following over 650 users. 
Near half of the Twitter users PEN-CP is following, have been identified thanks 
to work done in our Security Innovation Monitoring work, which covers a 
broad set of relevant solutions and technologies; Research-Development- 
Innovation projects; extracts from patent databases; and more. And, once one 
or two new calls are opened, we tweet few lines information on them, tagging 
those +/- 300 highly relevant Twitter-ids (@companies, @research_institutes, 
@projects, @individuals etc.)

Please help us to reach increasingly wide audiences, by following and 

re-tweeting from: https://twitter.com/PENCP_NET 

PEN-CP goes YouTube
The PEN-CP Coordinator opened couple of years ago a YouTube channel, 

where a variety of introductory, promotional and educational animations and 
videos are shared. As an example, the most popular one of them, ‘Potential 
benefits with AEO programs’, has over 5,500 views (in total, there are over 
15,000 views across all the animations and videos, as of October 2020). Near 
150 people have subscribed as regular audience for current and future 

animations and videos.

For PEN-CP, this (pre-existing) channel is a convenient place to store and share 
a variety of PEN-CP animations. In the future, we plan to upload short 
promotional videos on calls for PEN-CP Innovation instruments and events, hoping to reach wider audiences 
and to receive more expressions-of-interest and submissions for our Expert Reports, Hackathons, Prototype 

grants, and so forth.

Please follow this YouTube channel, and stay tuned for the new announcements! 

https://www.youtube.com/channel/UCVNREOilB1Doex4u9E6AHkw 
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Outreach channels with the European Commission
PEN-CP management team is in discussions with DG HOME on options for 
promotional channels regarding our open calls. As the first step to increase 
the visibility and distribution for our tweets, we can include hashtag 
#SecurityUnion, as well as tag the following two: @EUHomeAffairs  and 
@EU_Taxud . We are also able to use the on-line group for H2020 Networks of 
Security Practitioners (closed group in Circabc), for occasional 
announcements. Additional channels to reach out to external experts and 
security innovators may be identified and agreed with DG HOME in the future.

When it comes to Customs 2020 working/ project/ experts groups-teams-networks, PEN-CP has the privilege 

already to interact closely with several of them, including CELBET (Customs Eastern and South-Eastern Land 

Border Expert Team), CDTPG (Detection Technologies Project Group) and CLEN (Customs Laboratories European 
Network). We are currently exploring if these DG TAXUD linked channels could be used to announce about 

PEN-CP Innovation instruments and events in the future.

Announcements via other relevant networks and 
institutions
We are currently taking the first steps to invite other relevant 
networks and institutions to help distributing announcements 
on PEN-CP Innovation instruments and innovation events to 
their members and stakeholders. Here are three interesting 
examples, whom we plan to approach during the coming 

weeks (note: no discussions have taken place yet, thus no 

guarantee on any agreements in the future):

• WCO PICARD Programme - Partnership In Customs 

Academic Research and Development), 
http://www.wcoomd.org/en/topics/capacity-building/activities-and-programmes/cb_picard_overview.aspx 

• International Network of Customs Universities (INCU), https://incu.org/ 
• European Organisation for Security (EOS), http://www.eos-eu.com/ 

Opportunities with Open Innovation portals…
During the past years, multiple portals to announce and to 
administer Open Innovation calls, including Challenge 
competitions and Crowdsourcing ideas, have emerged in the 
Internet. Some of these portals may be suitable for PEN-CP to 

advertise the current innovation instruments and innovation 
events, and to attract external experts and security innovators to 
participate in the calls. Some of these portals have even 
pre-established ‘pools of problem solvers’ stored in their 
databases. Examples of promising Open Innovation portals include 
the following four (note: PEN-CP is still to approach these and 
similar portals, to find out about the feasibility, as well as possible 
costs, to work with them):

• NineSigma, https://www.ninesigma.com 
• Innoget, https://www.innoget.com
• Innocentive, https://www.innocentive.com
• IdeaConnection, https://www.ideaconnection.com/open-innovation-portal/ 
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…. and why not with recruiting portals
We have also identified on-line recruiting platforms that 
connect freelance scientists, researchers, and other 
professionals, with talent-seeking organizations and 
individuals. These may turn out to be a handy channel when 

searching candidates for example for PEN-CP Expert Report 

work. Examples of interesting recruiting portals include the 
following two (note: PEN-CP is still to approach these and 
similar portals, to find out about the feasibility, as well as 
possible costs, to work with them):

• Kolabtree, https://www.kolabtree.com/ 
• Upwork, https://www.upwork.com/

Occasional PEN-CP newsletters inviting to submit proposals
PEN-CP collates and sends out occasional newsletters to promote the on-going calls for PEN-CP Innovation 
instruments and innovation events. Elsewhere in this Magazine 9 you can see the updated status of the open 
calls, and of course you can always visit directly the portal set-up to announce and administer all PEN-CP 

innovation instruments and events: 
https://cmt.sym.place/groups/profile/302707/pen-cp-innovation-instruments-and-innovation-events

Regarding the newsletters, we always include the following 
explanation section, making it very clear for the recipients 
why we send the newsletter, and what they need to do if 
they want to receive such newsletter also in the future. Here 
is the current text: “This newsletter is sent by the EU H2020 
funded project PEN-CP, which aims to innovate and improve 

customs security. While searching/ identifying relevant 
organizations, solutions, patents and projects in the broad 
field of customs, border and law enforcement security, your 
contact details came up. We would like to keep you 

up-to-date on the progress in PEN-CP project, including 

announcements on new calls for proposals (expert reports, 

hackathons, challenge competitions, prototype grants etc.).  
For this, we would like to store your contact information in 
the PEN-CP Security Innovator -database. If you agree to 

this, please send us a confirmation email by clicking on the 
link below: ‘click this link’. Your personal data will be treated 
in the strictest of confidence and will not be forwarded to 
third parties. If you would like to unsubscribe from future 
PEN-CP messages: ‘click this link’. 
The first newsletter can be viewed here:
 https://cmt.sym.place/newsletter/view/321024/SbC1AXjE27HGMigEyob2CD-lua_mzQghrWZ2k4QexKE 

Using phone to reach out to potential experts and 
security innovators
Next to the emailing, tweeting, newsletters, promotional 
animations, on-line portals and the likes, one must never 
forget the power of personal talks. As options for 
face-to-face discussions are very limited for the time being, 
using the good old phone may become a high value 

practice. In PEN-CP, we plan occasionally to perform 
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Background and context

Building on the 2019 legacy of PEN-CP Customs 

Innovation Awards (PCIA), we are happy to announce 
the PCIA competition for year 2020 (PCIA-2020). 
Opposite to 2019, when PEN-CP Customs partners were 

competing on existing and already implemented 
customs innovations, the focus of 2020 edition is on 
“Best Solution Ideas”. This means that “to the best of 
the knowledge of the individual/ team/ administration 
preparing a PCIA-2020 submission, the idea is not (yet) 

in operational use in customs”. Two of the three PEN-CP 
Expert Teams (PETs) have defined specific topics for 
their respective PCIA-tracks (see next pages for the 
details):

• Data & risks (PET-1): Novel approaches to cope with 

the growing international e-commerce traffic
• Laboratory equipment (PET-3): Future 

opportunities with mobile laboratory capabilities 

In the frame (and spirit) of PEN-CP being ‘a Novel 

Customs Innovation Boosting Network and On-line 
Platform, offering Valuable Innovation Intermediary 
Services’, PCIA-2020 has the following objectives:

• To identify, to share and to learn from promising 
solution ideas, including out-of-the-box ones, 
across the two topics listed above.

• To create new types of ‘innovation pipelines’ or 
‘upscaling of innovations’, where raw ideas born 
with one type of innovation instrument (e.g. 
innovation award submissions) are taken further 
with other types of instruments (e.g. challenge 

competitions), in a step-by-step manner, towards 
fully operational solutions and services. 

• To introduce and to promote new thinking and 

novel approaches for increasingly innovative 
Customs administrations in the future.

• And, during this process, to have a bit of fun, too.

The calls are published on 27.10.2020, and the deadline 

for the submissions is 15.12.2020. The maximum 

rounds of phone calls, to explain about opportunities with the current Innovation instruments and innovation 
events, to well-thought-of target audiences. Instead of cold calling, we intend to firs establish contacts in 
social media, particularly in LinkedIn. Although quite time consuming, this could become particularly relevant 
approach if we don’t receive any submissions by call deadlines. Let’s wait and see how this approach works 
out! 

Any and all security innovators out there: please join the PEN-CP extended community!
Did you become curious about opportunities to work in 
PEN-CP announced (and paid) activities in the future? 
Would you like to be part of the action with the ‘Novel 
Customs Innovation Boosting Network and On-line 
Platform, offering Valuable Innovation Intermediary 
Services’? Email your contact information to 
pen-cp@cross-border.org and to 
pen-cp-arttic@eurtd.com !

Please include the following sentence (or, similar) in 

your email: “I hereby agree that the EU H2020 project 

PEN-CP may store and process my contact data, in the 

context of PEN-CP Security Innovator database, and 

related newsletters, emails and other messages, 
including but not limited to PEN-CP Innovation 
instruments and events. My data shall not be disclosed 

to third parties without my consent.”

You may also explain briefly in your email in which 
PEN-CP themes (e.g. data & risks; detection 
technologies; laboratory equipment; supporting tools 
for innovation, communications etc.) and on which 
innovation instruments (experts reports, crowdsourcing ideas, hackathons, challenge competitions, 
prototype grants, tournaments etc.) you are particularly interested in.

Lastly, call for action among all PEN-CP partners!
Most of the PEN-CP partners have already been contributing to the identification and preparatory outreach 
towards the security innovator community in Europe and beyond. Some of you might remember the exercise 

we did in such context during summer 2019! Now, in October 2020, we kindly ask you to consider if you have 

additional contact ideas in your country – or, anywhere in Europe or globe, to that matter – which could be 
useful considering for example Expert Report 4 call (chemistry and physics), 1st Hackathon outline (data 

linking), and 1st Tournament vision (X-ray 

image analytics), all presented in this PEN-CP 
Magazine 9.

You can email any contact ideas to 

pen-cp@cross-border.org and to 
pen-cp-arttic@eurtd.com ; and the ‘PEN-CP 
innovation intermediary service’ (by ART, UNIL, 
TUD and CBRA; i.e. the ‘non-customs partners 

in PEN-CP’) takes it further. Thanks in advance 
for all your inputs!
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Measuring PEN-CP impacts in 
innovation acceleration – survey results 
from the 13 PEN-CP customs partners

RESULTS Most valuable PEN-CP services - Top 6

2019
We applied a survey to 

all customs partners of 
PEN-CP. The main objective 

was to assess how well PEN-CP is 
able to serve and support the 
Customs partners in their 
innovation-related plans and 
efforts. 

Based on the results, 
we will follow-up 
bilaterally with the 
customs partners as of 

March 2020 (via 
interviews or 
questionnaires). Examples 
of follow-up questions are 
presented in this article. 

Two more 
surveys will be 
applied: 
• At the end of 
2020 
• Near the 
end of the 
project.

1. Match customs challenges with promising solution

2. Collect customs challenges

3. Make customs administrations aware of solution 
providers which they did not know previously

4. Keep track of promising innovations and 
developments in the market WITHIN the traditional 
customs domain.

5. Collect potential solutions for such challenges from 
customs officials, universities, firms (of various sizes, 
including SMEs, start-ups and scale-ups), etc.

6. Facilitate the sharing of user experiences of solutions, 
including technical test data sheets, among customs 
administrations.

-6--72-



Other reasons why the PEN-CP customs 
partners decided to join the PEN-CP

Challenges refer to problems your administration or 
customs officers are facing today or expecting to 
face in the future in both operational and/or 
managerial work.

Follow-up questions to those that 
collect customs challenges:

• What type of challenges are being 
collected?

• How are these challenges being 
collected?

• Are these challenges shared 
somehow?

• How are these challenges 
addressed? 

• Can PEN-CP gain access to these 
challenges?

Follow-up questions to those that 
have someone in charge or 
innovation: 

• What are the performed 
activities?

• Could there be any synergies 
with PEN-CP?

• What can PEN-CP do to boost 
their innovation activities? 

• To reinforce communication and cooperation between customs

• To improve cooperation between partners: (i) Exchange of 
information and knowledge and best practices, and (ii) Education 
and training about customs security

• To keep track on technical developments

• To be on the leading edge of development of new technology

• Possibility to co-fund innovation to share the burden and move 
development forward

• Possibility to have joint procurements

• Opportunity to "grow" the customs market and to share 
innovative work 

7 customs partners (out of 
13) have a person or a 
department that deals with 
the topic of innovation

8 customs partners Collect 
customs Challenges

-7-
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Follow-up questions to those that 
monitor emerging products and 
services

• How the monitoring is done?
• How often the monitoring 

occurs?
• Main objective to monitor 

8 customs partners have a 
suggestion box

Follow-up questions to those 
customs administration with 
“suggestion boxes”: 

• Are challenges and solutions 
collected through the "suggestion 
box"?

• Can PEN-CP use this tool to 
collect challenges, user needs and 
potential solution ideas?

Follow-up questions to those 
customs administrations that have 
implemented open innovation 
activities:

• Provide details on the 
organization, participation, 
outcomes and lessons learned 
of each open innovation activity

4 customs partners have 
organized open innovation 
activities (hackathons and 
challenge competitions) 

7 customs partners have 
Monitored emerging products 
and services

Follow-up questions to those customs 
administrations that have cooperated with 
firms:

• What type of cooperation do you engage 
with firms? 

• Objective of the cooperation 
• Provide past experiences on such 

cooperation. We are mostly interested on 
cooperation with firms related to help 
them in the process of ideation, design, 
testing, validation, evaluation of new 
products and services.

8 customs partners (out 
of 13) cooperate with 
firms

-8-

PEN-CP Magazine Issue 7 | MEASURING PEN-CP IMPACTS  SURVEY RESULTS

-74-



Pushing Boundaries - how 
Dutch Customs Reforms 
Innovation to Pursue an 
Ambitious Vision, Part 1.

challenges both to the IT-systems that need to process 
the declarations and to the physical inspection of the 
goods. But this is just the start of the challenges. A 
large part of the present staff will be going into 
retirement during the next 6-7 years, which means 
that out of the anticipated 5500 members of staff, in 
2023-24 only 3000 will have been in the service today. 
On top of that there is the continuous development of 
technology and the need to adapt to that both in IT 
and data management and in meeting new kinds of 
criminality, like those based on crypto-currencies.

To meet this, Dutch Customs has developed a number 
of measures in the field of innovation. Again Frank 
Heijmann: 

”We have a long-term vision and that vision is 
called Pushing Boundaries. Pushing boundaries 
is for a customs administration a kind of a dot 
on the horizon on whatever we want to develop 
and it gives a reply to all kinds of challenges that 
we stand before.”

Based on this vision the Dutch Customs has made 
step-by-step changes on how they work with 
Innovation. One basis of this is the visualisation of 
innovation as an interdependent triangle where the 
strategic goals are linked to the technical and the 
social side of innovation. They all influence each other. 
Maarten Veltman explains: 

”We work via a triangle kind of approach. The 
triangle consists of the strategic goals of 
customs, and the other parts are the technical 
part of innovations, that we are dealing with, 
and social innovation. Social innovation is the 
capability of customs to change.”

Social innovation will be the theme of the second 
article in this mini-series, to appear in the PEN-CP 
Magazine Issue 4 (July 2019). For now, we focus on the 
organisation of the work. In the work with the vision, 
five innovation areas have been identified. It is the 
Green flow, the Yellow flow, the Blue Flow, 

From 8 million customs declarations in 2007 to 195 
million declaration messages 2017. New 
technologies and changing staff. Dutch Customs faces 
challenges that are common to many Customs 
administrations. But the way they tackle the issues 
through Innovation is neither common nor well 
known. PEN-CP Magazine welcomed the invitation 
from Dutch Customs and sat down with Frank 
Heijmann, Head of Trade Relations and Maarten 
Veltman, Chair of the Coordination Group on 
Innovation, to understand the changes they are 
implementing to the way the Dutch Customs 
Administration is working with innovation. This is the 
first of two articles coming from our conversations 
with the two Dutch customs experts in April 2019.

Frank Heijmann: 
”To give you a small insight; in 2007 we dealt 
with about 8 million declarations in our import, 
export and transit IT systems. In those days we 
still had a lot of local clearance procedures 
where big companies for export and for import 
simply did entry in the records of declarations, 
so they did not lodge them shipment by 
shipment to customs. Due to all kind of 
amendments to European legislations all these 
procedures needed to be abolished. On top of 
that, in 2009 we received the EU amendments 
on the security legislation. This led to a lot of 
new procedures and a lot of new declarations, 
entry summary declarations, pre-arrival and 
pre-departure notifications. On top of that, we 
have a continuing growth, going back to 2014 
of about seven per cent a year. So compared to 
before the crisis, it is continuously growing. And 
then we had the change to e-commerce, large 
shipments become small parcels, this led to that 
in 2017, ten years after, we dealt with 195 
million declaration messages in our IT systems.”

Frank Heijmann shares a comprehensive picture of 
how the amount of declarations has increased. And he 
sees no stop to this trend. Seven percent growth rate 
per year in number of declarations. This presents huge 
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The fifth innovation area is auto-detection of cargo. 
This consists of measures set up in the supply chain 
itself, where images or other indicators will help 
detect anomalies. An example of this is the radiation 
detection gates that have been installed in the 
harbors, in such a way that the radiation is measured 
in the paths the goods would usually follow anyway. 
There is also a trial to do the same for x-ray machines. 
Here the placement is the innovation but this can be 
taken one step further. In a European project AXCIS, 
Dutch Customs has worked with partners developing 
algorithms, mathematical models, that will enable 
scanners to carry out detection in the context of 
empty containers. It might sound simple, given the 
high degree of standardisation of containers, yet 
thousands of images had to be uploaded to allow 
building algorithms for a full detection of the 
containers, to see to that there is no hidden rooms or 
compartments in floors or ceilings, or for instance in 
the reefer engine. 

The five innovation areas have each a responsible 
champion in the organisation, who drafts suggestions 
on what is needed to fulfill the vision. The next layer is 
the Innovation coordination group presided by 
Maarten Veltman. Their task is to analyse proposals to 
see if they are technically feasible, the right size for 
the organisation, contributing to the vision as well as 
being affordable. They carry out proof-of-concept and 
have a small budget for this. 

The innovation coordination group has identified eight 
innovation themes (see Figure in the next page). The 
group consists of experts from different parts of the 
organisation and with different professional 
backgrounds. It is expertise from IT, information 
management, purchasing, enforcement and so on 
that come together in the group deciding on whether 

Auto-detection of data and Auto-detection of cargo 
(see flow diagram below). Frank Heijmann explains:

”The Green flow, that is what we call Trusted 
Traders, then we have the Yellow flow, that is 
about trusted trade lanes. Can we supervise 
also based on complete supply lanes? Is it 
possible when you have information from the 
source, when you know that the data are smart 
and correct and that the supply chain is secure, 
for Customs to then control these flows of goods 
in different ways when they enter our country, 
than other goods? The third innovation area is 
what we call the Blue flow, which is the 
remaining goods, those who are not the trusted 
traders and those who are not using trusted 
trade lanes, that is the blue flow. And the 
innovation there is to apply control mechanisms 
as much as possible in a way that we do not 
intervene or that we minimise the intervention 
in the logistical chain.”

Frank continues: 
”Auto-detection of data consists of all the 
activities that we carry out to have an 
automated selection of information, gathering 
of information, setting up Artificial Intelligence, 
automated decision rules, but also having 
access to different data sources. Using different 
data sources, not only customs declarations but 
also business data, traders data, supply chain 
information, or information from other sources, 
and all the technology around that, where we 
try to connect the data as smartly as possible 
and make as smart as possible decisions on this 
data. That is a separate innovation area and it 
covers all the Green, Yellow and the Blue flows”
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But if it is good idea then a lot of money is 
involved. So one of the things that we do in a 
evaluation is an impact analysis to look at the 
consequences of implementing this new kind of 
way of working or a new technique within a 
certain process.”

Both Marteen Veltman and Frank Heijmann come 
back to the fact that the biggest success of this work is 
the growing commitment in the organisation. Once an 
idea is taken beyond the proof of concept stage there 
will be a huge demand on resources not only in the 
form of money, but more importantly from the staff of 
the main operations. There is no R&D department so 

to put an innovation idea on the Innovation agenda or 
not. Once on the agenda there is a roadmap towards 
implementation. Maarten Veltman again:

”We have the research projects, we have the 
proof of concepts, after the evaluation of such a 
concept now we go into this implementation 
phase and that is one of the hardest part of the 
development. So our roadmap consists of all 
sorts of R&D kind of steps that we take and the 
big challenges are what happens after the 
success of a proof of concept. If it is not a 
success we stop it and we clear out the sandbox 
environment and we start up with a new idea. 

PEN-CP Magazine Issue 3 | PUSHING BOUNDARIES - HOW DUTCH CUSTOMS REFORMS INNOVATION TO PURSUE AN AMBITIOUS VISION, PART 1.

need of communicating between custom services 
either between PEN-CP members or between all 
European Customs organisations. They are asking for a 
Whatsapp or LinkedIn for customs professional. Then 
Frank Heijmann continues:

”You have to take along your administrations, 
your organisation in what you are doing in 
PEN-CP. It is not a game of the players in the 
project, you’re representing your 
administrations. And I think that is very 
important for everyone, take along everyone.”

This article will have a follow-up in the next issue of 
the PEN-CP Magazine, when we will focus on Social 
Innovation.

the implementation needs to be carried out by the 
staff and in the operational parts, it becomes an extra 
task for many. In this situation the growing awareness 
in the organisation is crucial to gain access to certain 
disciplines and professions. Also the implementation 
phase is seen as the most difficult part of innovation 
and efforts are being put into trying to shorten the 
time to implement an idea in the organisation. Once 
an idea gets out of the proof of concept stage, it can 
also become much bigger and the sheer scale makes it 
hard to do procurement, or IT implementation. Then 
the commitment in the organisation is a key element 
to success.

We ask Frank Heijmann and Maarten Veltman if they 
have a message to PEN-CP. They both touch on the 

Innovation themes identified by the Dutch Customs Administration

Artificial 
Intelligence

Distributed Ledger 
Technology (Blockchain)

Robotisation

Sensor 
Technology

Internet of 
things

Internet of 
logistics

Data Driven 
Customs

Social 
Innovation
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explains:

“Once you start implementing or actually 
testing, we need to involve the people, this is 
what we call social innovation. You can come up 
with the best ideas, the smartest ideas, when 
the people do not accept them, or when the 
people do not believe in them, then they will 
never work. So it is a management responsibility 
to take along the people and it is in our mind 
always as soon as you start to develop 
something new from scratch, we involve the 
people, we involve the staff from the working 
floor.”

However, leaving innovation to the people on the floor 
is not the strategy. Even if people in their private lives 

often quickly adopt new technology, they are more 
reluctant to do so at work. Frank Heijmann tells us of a 
poll made in connection with the World Customs 
Organization IT/TI-conference in Amsterdam in 2015 
to 1.000 professionals where 95 per cent had 

smartphones and 80 per cent used apps in their 

private sphere, but less than 5 per cent in their 
working environment. Also real innovation rarely 
happens on the working floor. Frank Heijmann:

“If you leave the innovation to the working floor 
staff then the experience, and this might sound a 
bit strange, but the experience is that they 
mainly come up with optimisation and not with 
innovation. When someone works on something 
then he has often smart ideas on how he can do 
some things smarter, but it is not said that when 
he does so, that it is real innovation. There is a 
difference between optimisation and 
innovation.”

PEN-CP Magazine returns in this issue to Dutch 
Customs and Frank Heijmann, Head of Trade Relations 
and Maarten Veltman, Chair of the Coordination 
Group on Innovation, two Dutch customs experts that 
we talked to in April 2019. 

In the previous issue, PEN-CP Issue 3 (May 2019), we 
presented the vision of Dutch Customs called Pushing 

Boundaries, and explained how Dutch Customs are 
working towards this goal through five innovation 
areas, an innovation coordination group who assess 
the feasibility of suggested innovations from the five 
areas and a triangle approach to innovation. The 
triangle consists of strategy, technology and social 
innovation, and the last caught our attention. 

“Almost 70 per cent of failure of achieving new 
innovations is in the implementation phase”,  Maarten 

Veltman quotes scientific papers and stresses that 
implementation is the largest challenge to Customs 
when innovating. It is about the willingness to adapt 
new ways of working. Maarten Veltman continues:

”Social innovation is the capability of customs to 
change. That is how I would define this. Are we 
adaptive enough to change our ways of 
working, dealing with innovations? You can 
understand that sometimes you need some 
education to work with new ideas, or new 
concepts.”

It is not only about training or education, though. It is 
also about the way Dutch Customs work when 

innovating and how they involve their staff. Since 
innovation to a large extent must happen in the daily 
operations and you need the commitment of 
management and staff to take time for innovation, it is 
seen as a management responsibility. Frank Heijmann 

The implementation phase is seen as the most difficult part of innovation. Recently social 
innovation has been accepted at Dutch customs as both a part of the Innovation triangle, 
the way to work towards the vision Pushing Boundaries, and as an innovation theme in 
it’s own right. 

Pushing Boundaries - how Dutch 

Customs Reforms Innovation to 
Pursue an Ambitious Vision, Part 2
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Working together and involving staff are important 
parts of making innovation work. Then again 
sometimes innovation can mean that processes or 
people get redundant. That is when leadership, 
training and a social dimension becomes crucial, so 
that innovation does not become a threat. It has to be 
in the genes of the business and of the management 
constantly.

One of the achievements Frank Heijmann puts forward 
when talking about the innovation work at Dutch 
customs is an increased collaboration with academia. 
This has been a process over 10 years.  Also a new way 
of looking at qualification and competences has come 
as a result of this. Frank Heijmann:

“Another very positive thing is that we have 
learned, in the last 10 years, to work a lot with 
academia, so with research institutes, with 
universities and we now do a lot of research with 
universities. That also brought us to the 
knowledge that modern customs officials need 
to know much more than only about 
enforcement and law. We train our people 
today, at least the higher level people, in 
logistics and in IT, IT infrastructure, Business 
Process Mapping. You need to make a wider 
analysis of all the steps in any chain to optimise 
it.”

The social innovation needed for successful 
implementation holds many dimensions, as we have 
seen.  As the demand for quicker change grows, the 
agility of the organisation becomes crucial. A sense 
that the staff and their willingness to work together for 
something new is the most important element seems 
to be very present. Maarten Veltman sums it up:

“A quicker time to market with new ideas, new 
techniques and new ways of working together. 
Innovate, you can’t innovate on your own, you 
have to work together. Innovation is all about 
working together on these new ways of looking 
at things and dealing with things. So working 
together that is also key, working together not 
only in the processes of having an idea, 
prototyping, or doing the proof of concept, 
evaluation and then the implementation, but 
also when getting people to work with those 
techniques, methods and nice applications.”

That is also Maarten Veltman’s take home message to 
PEN-CP: “Let’s innovate together, let’s work together!”

What are the tools for social innovation then? Some 
tools like education or training and involvement in the 
process have been mentioned already. New ways of 
looking at strategic Human Resources Management 
can be another important stepping-stone: Maarten 
Veltman gives us a concrete example:

“Since a couple of years we work with our data 
scientists, but in our strategic planning there is 
nothing written for instance for data analytics, 
the skills that you need for it, and what kind of 
education that you need to be a good data 
scientist within customs. We have a lot of 
documentations on how you do audits and 
things like that, but data analytics is something 
new and we still do not have a good plan for 
that.”

Also management is an important part of Social 
innovation and there is a focus on finding out if 
managers are equipped enough to implement 
innovations. Maarten Veltman: 

“We are a very active organisation doing things, 
we do something today one way, but tomorrow 
we have new means for it. We always think that 
that is a bit difficult. Also this type of looking at 
how management style can evolve or change is 
also a part of the social innovation, the 
innovation power within our organisation.”

Dutch Customs plasn to expand the work force with 
900 staff in the preparation of Brexit. This puts the 
training needs in the forefront. Video blogs, vlogging, 
are being tested as a possible tool to do training on for 
instance physical inspections and how to best carry 
them out. The proof of concept is there and the 
customs services are testing how this best can be of 
added value to the learning processes. 

The social innovation is of course also a measure to try 
to reduce the time to introduce new innovations in the 
organisation.  The rapidness with which the 
environment and technologies are changing demands 
it. Maarten Veltman stresses the importance of the 
triangle approach and how it has made a change for 
customs since they started working with a link 
between strategy, technology and social innovation:

“In the past we did try some new things, but it 
always stayed a bit fragmented. When we 
implemented a new device or something like 
that, the alignment with our strategy was not 
always clear and the added value of these 
innovations was not always clear. That is why 
we now say that alignment with strategy is the 
enforcement vision.”

PEN-CP Magazine Issue 4 | PUSHING BOUNDARIES - HOW DUTCH CUSTOMS REFORMS INNOVATION TO PURSUE AN AMBITIOUS VISION, PART 2
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In an effort to stem the influx of opioids, four US 
authorities have in 2019 run an innovation 
challenge competition encouraging technology 
firms as well as individual experts to submit 
proposals for rapid non-intrusive inspections of the 
postal flow, where many illicit substances cross the 
borders. When the challenge was successfully ended 
in December 2019, two solutions providers shared 
750.000 US dollars in prize money for two different 
promising proposals, tested in the final round of the 
competition. Are there lessons to be learned for 
PEN-CP from this effort? 

Public Health Crisis
The US Department of Homeland and Security - Science 
and Technology; the US Customs and Border Protection; 
the United States Postal Inspection Services; and the 
Office of National Drug Control Policy are the four 
federal authorities that have joined forces in order to try 
to find innovative solutions to stem the influx of opioids. 
In 2017, some 50.000 Americans died from opioid 
overdoses. This large and growing number constitutes 
an unprecedented public health crisis while opioids such 
as Fentanyl are transported into the US in powdered 
form. The four authorities have identified international 
mail as one important way of entering the illicit 
substances into the USA.

The Nature of the Beast
Of course, the postal flow has its special conditions 
where speed is of essence and there is a protection of 
mail secrecy. This means that any attempt to detect 
illicit goods in the flow needs to be non-intrusive, 
cannot harm parcels that are licit, and should avoid false 
alarms as far as possible.

Set-up of the Competition
In order to encourage innovation and get quick access to 
new solutions, the Department of Homeland Security 
together with the other authorities organised a 
competition, the Opioid Detection Challenge, run in two 
phases in 2019. They were seeking solutions that would 
allow to detect opioids in parcels moving through 
international postal service centers and express 
consignment facilities.  The innovators that were called 

FACT BOX

What: Opioid Detection Challenge
Open Innovation Competition to fight the opioid 
influx to the US through Postal and Carrier Services 

Initiators: 
US Department of Homeland and Security - Science 
and Technology Directorate, (S&T)
US Customs and Border Protection, CBP
United States Postal Inspection Services, USPIS
Office of National Drug Control Policy, ONDCP.

When: 
Submission period: 27 February to 24 April 2019.

Stage 1: Eight finalists announced 11 June 2019
Stage 2: Winner and Runner-up announced 12 
December 2019

Price money:
Stage 1: 800.000 US Dollars for up to 8 finalists
Stage 2: 750.000 US Dollars: 500.000 USD to winner 
and 250.000 USD to runner-up

Winner: 
IDSS for combined 3D X-ray CT scanner with 
automated detection algorithms identifying 
anomalies in X-ray images.

Runner up: One Resonance for a quadrupole 
resonance technology using radio frequency signals 
to search for specific materials.

Open Innovation Action in the US: The Opioid 
Detection Challenge
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was developed and applied to all prototypes. The 
results of the live test were announced to be an 
important factor in judging the challenge, while not 
the only basis for selection. It is worthwhile to note 
that the participants at this stage needed to pay for 
their own travel and accommodation in connection 
with the test event. 

An interesting feature of the competition was that 
after the first round, the eight winners could build 
onto their teams by joining forces with other 
contestants and they were given contact details and 
submission abstracts in order to encourage that sort 
of exchange.

The Second Stage
The winner of the competition and the runner up 
were presented on 12 December 2019. The prize 
money involved was 750.000 US Dollars: 500.000 USD 
to winner and 250.000 USD to runner-up.
The jury chose IDSS as the winner for their solution of 

upon where active in a wide range of fields, from 
forensic technologies to Artificial Intelligence. In the 
first face the authorities sought plans for solutions, 
not ready-made prototypes. The solutions needed 
to be novel, non-intrusive, user-friendly and 
well-developed.

The first selection process
In the first phase of the challenge there were 83 
entries presented from various innovators, both 
from the US and abroad. A judging panel consisting 
of eight experts, both academics and experts from 
authorities, including also the Transportation 
Security Administration (TSA), as well as 
representatives from private industry (See Box on 
Judging panel for details) had the daunting task of 
selecting the eight finalists, based on a number of 
pre-defined selection criteria. The basic demands on 
the entries were that the solutions could not be 
physically invasive in any way; that they could not 
pretreat the parcels with any substance, like 
powders or liquids; and that the solutions needed to 
be dependent on information that could be gleaned 
from the parcel and could not rely on external data, 
that may or may not be accessible to the authorities. 
There were also demands on a moderate size of the 
solution and that it must be able to handle packages 
up to a certain size (27 inches * 17 inches * 17 
inches). A larger size was indicated as an extra 
benefit.

The eight finalists 
The eight finalists presented solutions from a wide 
field of technologies - from machine learning to 
hyperspectral imaging and to x-ray diffraction. Stage 
1 finalists received 100.000 USD in cash prizes and 
advanced to Stage 2 in the challenge, where they 
got the opportunity to work closer with the involved 
authorities. This involved taking part in a 14-week 
prototyping accelerator where they were invited to 
develop their plans into working prototypes. This 
involved support from the participating authorities 
including elements of mentorship, on-site visits, 
datasets for setting up the prototypes, knowledge of 
current procedures, webinars and on-line training. 
This was truly a concerted effort to help foster the 
best innovations, access to data being a key feature. 
Stage 2 culminated in a mandatory live test day 
where the finalists convened at a government 
facility testing their prototype on the articles 
provided by the DHS. A standard testing approach 

Judging Panel
José R. Almirall, Ph. D. Director, Center for 
advanced research in forensic science

Manuel A. Garza JR., Director, Manifest and 
Conveyance Security Division, US Customs and 
Border Protection

Alexis Long, Chief Innovator officer, 
transportation Security Administration.

Stephen D. McConachie, Chief Operations 
manager, US Customs and Border Protection

Michael M McCormick, Ph D., Science officer, US 
Customs and Border Protection

John Sanders, President, Emerging markets, 
Daon

Stephanie L. Smith, M. S., Scientific and technical 
Advisor, US Postal Inspection Service

Andrew Therriault, Former Data Officer, City of 
Boston
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possibility for all good participants.

The winning contribution 
from IDSS
IDSS Holdings won the competition with their scanner 
and algorithms for Automatic Opiod detection, and 
carries the 500.000 US dollars in prize money. The 
solution combines a 3D X-ray CT scanner with 
automated detection algorithms that allows for 
identification of not expected features in the scanned 
objects physical properties. IDSS, a relatively young 
company founded in 2012, has previously specialized 
in CT scanners in airport environments.

The runner-up : One Resonance
The runner-up solution was awarded with 250.000 US 
dollars and the prize was awarded to One Resonance 
for a solution using radio frequency signals to detect 
illicit substances. One Resonance is a company 
founded in 2009 based in Massachusetts, specialising 
in on state-of-the-art instrumentation and methods 
for medical and security applications.

This article was based on information mainly 
from the following webpages:

https://www.challenge.gov/challenge/opioid-detec
tion-challenge/

https://www.opioiddetectionchallenge.com

https://www.idsscorp.net

http://www.oneresonance.com/about.html

combined 3D X-ray CT scanner with automated 
detection algorithms identifying anomalies in X-ray 
images.
The runner up was One Resonance for a 
quadrupole resonance technology using radio 
frequency signals to search for specific materials.

If the initiative was deemed a success by 
government, there would also be possibilities for 
various forms of contracts between the 
participants and the authorities, in order to carry 
the innovations further to real implementation. As 
PEN-CP Magazine has seen it, this was not 
exclusive to the winner or the runner-up but a 

8 finalists:

Battelle: Automated Multimodal Opioid 
Detection

Dynaxion:  Atomic level Drug Detection

Halo X-ray Technologies: Enhanced X-ray 
Diffraction

One Resonance:  Nonimaging Concealed Drug 
Detector

GTMB, Inc.:  Noninvasive Detection using 
Molecular Signatures

Vadum, Inq.:  NQR Detection of 
Notrogen-Containing Substances

XID, LLC:  Operator-free X-ray Diffraction

IDSS Holdings:  Scanner and Algorithms for 
Automatic Opioid Detection

PEN-CP Magazine Issue 8 | Open Innovation Action in the US: The Opioid Detection Challenge
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Building on the US Opioid Challenge competition 
(https://www.challenge.gov/challenge/opioid-detection-challenge/) article presented in 
PEN-CP Magazine 8 of May 2020 (pages 24 to 27), we have the pleasure to share two 
follow-up interviews conducted with the winning company as well as with one jury member. 
From IDDS the Vice President of Technology, Omar Al Kofahi, as well as the CEO and President, 
Jeffrey Hamel, were kind enough to answer the Magazine 9 questions. From the Jury side, we 
had the pleasure to interview Ms. Stephanie L Smith from Postal Inspection Service of USPS.

share? How did this help you? Did you gain access to 
specific data? Did you gain specific insights on the 
opioid situation that helped you design your solution?

IDSS: The CBP organized site visits to a number of mail 
inspection facilities in New York and New Jersey, in 
addition to facilitating access to opioid simulants which 
were used for training. Regular meetings were 
conducted and communication channels were open 
with CBP to address questions which come up during 
development.

MAG: Would you have developed this technology, had 
it not been for the challenge?

IDSS: As the market developed, we would have 
eventually developed our algorithms.  The Opioid 
Challenge jump started our algorithm development 
and winning propelled IDSS into the market.

MAG: The rules of the challenge opens up for teaming 
up with one of the contributions that were not elected 
in stage 2. What did you think of that? Was it 
something you considered?

IDSS: We did not at the time because of the short 
timelines.  We have since partnered with one of the 
other finalists to integrate our technologies to provide 
a enhanced solution to the marketplace.

MAG: Would you consider participating if the prize sum 
had been lesser, just to have the contacts with these 
four authorities?

IDSS: The contacts within these authorities has been 
very valuable to a small business like IDSS.  As a small 
business, the possibility of winning prize money of that 
size allows IDSS to make an investment decision to 

And first, interview with the winner IDDS, Integrated 
Defense and Security Solutions, Boxborough, 
Massachusetts, USA (https://www.idsscorp.net/) 

PEN-CP Magazine (MAG): Congratulations for winning 
the Opioid Detection Challenge. Can you please tell us a 
little about what motivated your organization to go into 
the challenge? Did you think you already had a solution 
that would be an important contribution?

IDSS: We’ve been developing automated detection 
algorithms for explosives for a number of years. Based on 
some knowledge of opioid material, we felt comfortable 
that our detection algorithms can be trained to detect 
opioids which we validated as part of the challenge.

MAG: What was the most difficult part of participating in 
the Challenge?

IDSS: First, we needed to understand the concepts of 
operations and requirements. This was provided by 
facilitating site visits to Customs and Border Protection 
(CBP) inspection facilities. Second, data, representative of 
opioids and normal stream of commerce, is a 
pre-requisite to developing detection algorithms. Access 
to opioid samples was not trivial and had to be facilitated 
by the CBP.

MAG: What was the most inspiring learning experience 
during the challenge?

IDSS: Understanding the shear volume of packages that 
must be inspected daily was an eye opener. Along with it 
comes the challenge of inspecting and intercepting 
opioids and illicit materials coming into the country.

MAG: How often did you meet with the authorities after 
the first stage and what sort of information did they 

Part 2 on Opioids Challenge 
Competition in the US – Two 
Interviews
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Prototype grant. Test a tool that collects 
events and analyses anomalities.

PEN-CP Magazine Issue 9 | THE NEW EU CUSTOMS ACTION PLAN

Ms. Smith: The USPS will not work with them, but it is 
my understanding the primary customer - US Customs 
and Border Protection through the Department of 
Homeland Securities Science & Technology Directorate 
is working with several of the applicants. It would not 
be appropriate to characterize the level to which 
contestants offer promise.

MAG: If you were to repeat this exercise, would you 
change anything in the approach and organisation of 
the challenge? 

Ms. Smith: Communicating the needs to the 
contestants was difficult. Preconceived ideas had to be 
overcome. Providing a detailed presentation of the 
challenge would likely have improved this; however, 
broadcasting weaknesses to a potentially malevolent 
audience is to be avoided. 

MAG: Do you have any advice for PEN-CP planning to 
organize challenge competitions (customs, border 
security etc.) but with much smaller amounts of prize 
money than the Opioid Detection Challenge? 

Ms. Smith: Depending upon the nature of the 
technology needed for a challenge - the cost to 
develop a prototype can be very significant. For most 
contestants the money is not the motivator, yet it is 
needed to offset investment in a concept. Protecting 
the intellectual property rights of innovators is critical 
too. We should work harder to encourage innovators 
to help solve societal problems - and develop ways to 
compensate them justly.

MAG: Thank you very much Ms. Smith for sharing 
these interesting views, from the Opioid Challenge jury 
member perspective.

participate and then utilize the prize money to continue 
to advance our solution.

MAG: Thanks a lot Mr. Al Kafahi and Mr. Hamel for this 
enlightening interview, and all the best with future of 
IDSS

And second, interview with a Opioid Challenge jury 
member Ms. Stephanie L Smith, from the Postal 
Inspection Service (USPIS) of the United States Postal 
Service (USPS), https://www.uspis.gov/ 

MAG: Could you please tell us how you first came to 
hear about it and what led you to have the role in the 
jury that you had?

Ms. Smith: I serve as the Scientific & Technical Advisor 
for the US Postal Inspection Service- the law 
enforcement arm of the US Postal Service. I formerly 
served as the Assistant Laboratory Director for the 
Inspection Services National Forensic Lab. I have an 
education in forensic science and chemistry and a 
graduate degree in Biodefense. The US Postal 
Inspection Service was a co-sponsor of the ODC in 
partnership with other interested USG agencies. In that 
capacity I served as liaison for my organization and was 
then selected to represent the unique challenges of 
such detection goals for the USPS (extreme mail volume 
and timely movement of mail). 

MAG: There were some very clear criteria on selection 
of the contributions. How easy or difficult was the 
selection process? 

Ms. Smith: Some applicants were outside the bounds of 
the criteria - that was an easy cut. Of those remaining, 
from a USPS perspective the biggest challenge is a short 
time on sample. Beyond that non-intrusive 
interrogation is an extreme challenge. It was not that 
difficult to select because the criteria were difficult and 
achieving them was very difficult.

MAG: What have been the most awarding learning 
experiences during the selection process? 

Ms. Smith: I appreciate the opportunity to work with 
innovators. Some applicants had very clever ideas- even 
the concepts that would not work well for the needed 
application - will nonetheless be useful in other uses. 

MAG: Is there an obligation for the price winners to 
keep working with the 4 authorities? 

Ms. Smith: There are no obligations. 

MAG: How about the 6 that did not win a price? Will 
you continue to work with them in any way or were 
they very far behind the winner and the runner-up? 

PEN-CP Magazine Issue 9 | US OPIOID CHALLENGE – INTERVIEWS WITH A JURY MEMBER AND THE WINNER
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Part 3 on Opioids Challenge Competition in 
the US – Interview with the Project 
Coordinator

Building on the US Opioid Challenge competition  articles presented in PEN-CP Magazine 8 of May 2020 
(Part 1 on pages 24 to 27), and in Magazine 9 of October 2020 (Part 2 on pages 9 to 10), we now 
have the pleasure to share the interview with the challenge competition project coordinator, Ms. 
Rosanna (Robertson) Anderson, PhD, Science and Technology Directorate, Department of Homeland 
Security, United States of America. This also closes now the PEN-CP Magazine series on deep-diving into 
the set-up, outcomes and lessons learned with this customs relevant challenge competition, from the 
new continent. (https://www.challenge.gov/challenge/opioid-detection-challenge/ )

You were project leader for the Opioid Challenge, we 
have understood. Can you tell us a little bit about that? 
In seeking solutions to the nation’s toughest Homeland 
Security challenges, the Department of Homeland 
Security’s Science and Technology Directorate (DHS 
S&T) uses a variety of tools to engage the innovation 
community, everything from traditional contracting to 
competitive prize challenges. The ability to detect and 
intercept shipments of illicit opioids in mailed packages 
is an important key to addressing the opioid crisis. One 
of the key projects within S&T’s Opioid Program was 
the Opioid Detection Prize Challenge. As the Program 
Manager, I was responsible for identifying and securing 
the necssary resources and support for the Challenge 
and for overseeing the start-to-finish process to 
successfully accomplish our objectives. Importantly, I 
led organization of the multi-agency Challenge Team, 
comprised of DHS S&T, Customs and Border Protection 
(CBP), United States Postal Inspection Service (USPIS), 
and the U.S. White House Office of National Drug 
Control Policy (ONDCP). We utlized the NASA Center of 
Excellence for Collaborative Innovation to obtain the 
support of Luminary Labs Inc, an open innvoation 
consultant, to provide a nubmer of services, such as 
hosting the Challenge site, solver and media outreach, 
among others. Because this was a high-visibility project 
with many stakeholders, I served a critical role as the 
central person to manage coordination and 
communication across the partner agencies to ensure 
that we stayed on track during the design and 
execution of the Challenge.

How early in the project did you start working with it, 
what challenges did you have as a project leader 

working with several authorities, and so on? 
I was involved with the Challenge from its inception. 
Given the urgent need to combat the devastaing impacts 
of the opiod crisis in the U.S., CBP sought a partnership 
with DHS S&T to execute a prize competition to tap into 
the ecosystem of global innovators and rapidly 
accelerate prototyping of the most promising solutions. 
USPIS and ONDCP have shared missions in addressing 
this crisis and, therefore, were natural partners, which 
we enlisted early in the project. Each agency provided 
unique but complementary perspectives to collaborate 
on the overall Challenge design, support innovator 
outreach and stakeholder engagement, and provide 
resources for solvers. Challenges encountered in 
working with several authorities included scheduling, 
ensuring accurate and up- to-date communications, and, 
at times, divergent priorities which resulted in 
conflicting program decisions. Early agreement on 
successful outcomes and continual, collaborative 
engagement throughout the process ensured that we 
were able to work through challenges encountered and 
the drive innovation we sought.

There were some very clear criteria on selection of the 
contributions. How did you work on the formulation of 
the criteria? The selection criteria were developed in 
lockstep with CBP and USPS and were driven by their 
mission needs, balanced against the state-of-the-art for 
potential technology solutions. The criteria were 
formulated to evaluate not only the technical feasibility 
of achieving rapid identification of packages that likely 
contained synthetic opioids without significantly slowing 
the speed of commerce but also the potential 
integration into operational workflows. An important 

H2020 project ENTRANCE kicked-off in 
October 2020
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outcome of the Challenge was to identify a range of 
solutions from established technologies, early-stage 
technologies, and nascent technology concepts, all 
with potential for future transformative impact on 
operations within International Mail Facilities (IMFs) 
and Express Consignment Centers (ECCs).
 
Were you also involved in the selection of the Jury? 
Can you tell us a little bit about that? 
To assess potential solutions from multiple 
persepctives, we wanted to have a good mixture of 
CBP and USPS operational experts with intimate 
knowledge of mail operations, as well as Subject 
Matter Experts (SMEs) with technical knowledge 
spanning narcotics, chemical forensics, chemical 
detection, data analytics, and Artificial Intelligence and 
Machine Learning. Working with Luminary Labs, we 
identified and recruited variety of submission 
reviewers for Stage I and Final Judges from the US 
Government, Academia, and Industry 
(https://www.opioiddetectionchallenge.com/judging-
panel/).

What have been the most rewarding learning 
experiences during the project? 
The most rewarding learning experience was working 
with my interagency colleagues and gaining a better 
understanding and appreciation for what they do 
everyday to keep our nation safe and the challenges 
they face in doing so. Collaborating on the Challenge 
gave me an extraordinaary opportunity to put the 
science and technology development into context of 
their operational mission. Through the prototyping 
accelerator, we were able to share firsthand insight 
into daily operations with the Finalists, which also 
helped them bridge the gap between the science and 
the operational need and, ultimately, deliver better 
capabilities that were designed with the mission in 
mind.

How about the 6 that did not win a prize? Will the DHS 
continue to work with them in any way or were they 
very far behind the winner and the runner-up? 
In keeping with one of our desired outcomes, the 
Opioid Detection Challenge succeeded in attracting a 
diverse set of promising technologies at different 
levels of maturity. DHS is working with both the 
winner and runner-up and exploring options to 
continue work with the remaining Finalists and other 
emerging technologies as resources allow. For 
example, DHS has entered an agreement with the 
winner, who partnered with one of the other finalists, 
to produce a fused option that could leverage the 
advantages of both technologies, while effectively 

diminishing both solutions’ weaknesses.

If you were to repeat this exercise, would you change 
anything in the approach and organisation of the 
challenge?
CBP’s mission of identifying and seizing contraband 
items within the international mail flow is a 
monumental task, with the massive volume of packages 
and other parcels that enter the US daily. Given the 
breadth of mission, the large number and variety of 
packages, and diversity of commerce, the potential 
solutions for the Challenge goal of identifying 
”automated, nonintrusive, and user-friendly tools and 
technologies that quickly and accurately detect opioids 
in parcels, without disrupting the flow of mail” 
represent very broad and varied technology 
possibilities. If we were to repeat this, we would likely 
start with a more narrowly defined problem scope at 
the beginning of the process to target a more specific 
subset of technologies that apply to a particular set of 
needed capabilities or within a certain stage of the 
inspection process. This would enable greater fidelity in 
solutions to close particular gaps and enable more 
rigorous evaluation of the solution.
 
Do you have any advice for PEN-CP planning to organise 
challenge competitions (customs, border security etc.) 
but with much smaller amounts of prize money than the 
Opioid Detection Challenge? 
Following from the previous response, my advice would 
be to select and clearly define a specific problem that 
needs to be solved that might enable incremental 
innovation, that when summed together could 
revolutionize the problem space. Also, I recommend 
considering innovation of the process itself, which may 
not require a new technology but be transformative 
nonetheless.

-34-
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some point and said it would be good. And at Revenue we 
have a history of participating in these projects. We were 
involved in a few FP7 projects, which was the predecessor of 
Horizon2020, so our organisation has positive experience of 
these projects. (ultimately, due to resource constraints, the 
administration was not able to join the PROFILE-project, but 
opted to focus on PEN-CP).

PEN-CP-MAG: Well you have partly touched upon that it 
would be a good idea to be in a European network, but why 
specifically did your organisation decide that it was a good 
idea to join this particular project? 

Kevin: I suppose going forward we feel need for greater 
networking in terms of sharing of data, sharing of information 
to do with procurement, sharing of information that is under 
administration school-brain about new technology. So, for us, 
it’s about avoiding to reinvent the wheel, we want to leverage 
the experiences of larger nations that have big customs 
agencies, including the Netherlands and the UK. We got to 
leverage their experience and use it to build an effective 
customs agency. You know one that is in touch with new 
technologies and new ideas about sharing of data and stuff 
like that, that is the key reason. Because we are a small 
agency and it is really only myself, and my boss, and maybe 
two or three assistants, who kind of do all the detections 
procurement. When you look at a big country like the 
Netherlands, they might have 20-30 people involved in such a 
thing. That is what it is like, that is one of the key reasons. And 
then the second reason would be that we have good 
experience with previous collaborations.

PEN-CP-MAG: Are there innovations or technologies that 
your organisation uses today that you did not have access to 
5 years ago?

Kevin: Well yes, I joined in 2014 so that is five years now, so 
that is a handy time period for me to look at. I would say from 
the technology side that we have brought in back-scatter 
technology. I was over in Boston last month and it was the 
first back-scatter machine that we bought from them. We 
were testing it over there, doing a factory acceptance test, as 
it is called. It will be delivered in time for Christmas. That is a 
new technology and it is deployed in other EU countries. Italy, 

PEN –CP Magazine: Which organisation do you represent 
and what is your role there?

Kevin: I represent the Office of Revenue Commissioners. We 
deal with all the taxes in Ireland, and all the customs as well. I 
am attached to the customs area of the Revenue 
Commissioners. I have been in my role since 2014, before that 
I worked in Taxes and then I joined the Customs, and it’s 
mainly in procurement, buying new technologies, new 
machines and making sure the relevant licences are held. You 
have to follow procurement guidelines when handling new 
systems. 

Since 2014 I have acquired some more systems and I have 
replaced some. Another part of my job is with the EU-side of 
things. 2016 I joined the Customs Detections Technology 
Project Group, a Customs 2020 project, you know which 
Trevor (Francis, UK Home Office, see interview in first issue of 
the PEN-CP Magazine) is member of as well. 15 EU countries 
are members, 16 experts are meeting, one of them being Wil 
(van Heeswijk), who is the chairman of the group from DG 
TAXUD. So I have been a member of that group for maybe 
three years now. That group’s remit expires in 2020. It will 
probably be renewed and that is sort of key appointment of 
mine.

PEN-CP-MAG: When and how did you learn about PEN-CP?

Kevin: I think it was Trevor that told me. He informally 
mentioned that the call was going on, so I actually found out 
about PEN-CP and PROFILE projects together. I knew I would 
be interested in PEN-CP because it seemed like it was going 
take some of what the Customs Detection Technology Project 
group (CDTPG) was doing and expand on it. PROFILE would 
then have been more for IT-people, so myself and a guy 
representing the IT department went over to Brussels in 
spring 2017 and had a meeting with Juha (Hintsa, CBRA), and 
it started from there really. I went back to my boss and he 
gave great support and we thought it would be beneficial for 
a small country like Ireland, being involved in a network like 
this. 

I had been on the CDTPG since 2016 and I knew Trevor from 
our meetings there and I think Trevor mentioned it to me at 

PEN-CP Interview Kevin Humphreys, 
Office of Revenue Commissioners, Ireland

Following up on the interviews from the PEN-CP Kick-off, 
presented in the first PEN-CP Magazine, we wanted to know 
more of the participants’ views and motivations for 
participating in the project. We reached out to Kevin 
Humphreys at the Irish Office of Revenue Commissioners, 
and Jonathan Migeotte at the Belgium Customs and Excises 
administration. Below you find their views.

-12--87-



(in the PEN-CP kick-off meeting in Thun) I met some people, 
like the Norwegian guys Hans Wilhelmsen and Tor 
Fredriksen, and I was able to contact them after our meeting 
and talk about the x-ray machines that they use in Oslo 
airport. Since I am doing the tender at the moment it is great 
to have that informal network where you can just contact 
someone and ask “what do you think of this machine?” and 
“What do you find good about this machine?” because I will 
want the exact same machine to go into Dublin airport. So, 
there are the two sides of it – standardisation of 
technologies and also using that to put pressure on the 
industry to meet our requirements, meet the requirements 
of the end-users to develop technologies that will be useful 
for us and to deal with emerging threats. 

The other side of standardisation are the Raman 
spectrometers. Next year we hope to bring in the Raman 
Spectrometers into the post centres so they will be able to 
identify very quickly designer drugs and indeed any kind of 
drug. They are being rolled out through Europe at the 
moment. A lot of countries have them, and we are getting 
them this year. The Dutch Customs has done a lot of work on 
standards there and the Joint Research Centre, which is the 
“EU laboratory”, has actually developed a testing kit for 
these machines. So that’s all areas what we could build on to 
and I hope that PEN-CP will build on this sort of groundwork 
that is already being done. 

PEN-CP-MAG: Do you have other expectations on the 
outcomes of PEN-CP?

Kevin: Well, I think it would be great if we could have 
European procurement. I talked about procurement and 
how procurement now is made at a national level. It may be 
easier for countries to join together and do joint 
procurement. Just now there are many political hurdles in 
that regard, but it would be a great success if PEN-CP could 
work towards that. So if for example Ireland and Germany 
and Italy want to do joint procurements to buy x-ray 
machines or buy computer systems or training. it would be 
made easier to do that, on a sort of organisational level, as 
opposed to a political level.

PEN-CP MAG Is that much thanks to the network being 
there?

Kevin: Yes, I think the network is there and we could make 
publications and that way put pressure on our bosses. I don’t 
know now if that is actually a possibility, that is perhaps a 
little bit an ambitious sort of a goal. If the network could 
work on that and achieve some success, it would be really a 
great achievement. It is about the money. If you are pooling 
your resources the manufacturers are forced to give you 
lower prices, and also they are forced to compete in terms of 
their technology. I think it would encourage them to build 
better systems. It is a reasonable goal to aim at after five 
years.

PEN-CP-MAG: Thank you very much for taking time with us!

Spain and the Netherlands were the first to deploy this, they 
have two or three systems. So that is a new technology that 
we just got this year and that is in parts funded by OLAF. Then 
last year we also got a Mini Z which again is a back-scatter 
handheld technology. So, these technologies are brand new 
for our customs agency. And part of the reason they were 
approved internally was that we had information from other 
agencies that they were effective.

PEN-CP MAG: And has it been a long process to find them 
and to be able to make a decision to use them?

Kevin:The back-scatter van that we are getting delivery of in 
December, we probably started the process about two years 
ago, so it was a year trying to get the money approved and 
then there was the tie in, applying for the grants from OLAF. 
Then we had to put the order in and it takes about six months 
to build a machine, so yes it was a long time line for a project. 
If you get authorisation straight away, you are still looking at a 
year, because you have to tender for them as well. So 
everything requires statutory time limits. I would say probably 
two years. I had to write a business case and the board was 
still not convinced of the merits of the system, so we actually 
got a lend of a system. They came over from the UK, from 
their factory there, and we had a trial of it. Trying out new 
systems, that all takes time. And building networks like the 
PEN-CP makes that much easier.

PEN-CP-MAG: What technologies or innovations are you 
hoping to have in 5 years time thanks to PEN-CP?

Kevin: A thing PEN-CP could really do for us is connected to 
our profiling centre. We have a national profiling centre and 
that is actually a quite recent development, it is just the last 
five years. We have always done profiling, considering it to be 
very important. The idea of profiling is to use the information 
that you have to select your target in a more careful fashion. 
The national profiling centre gets data from other 
administrations and I think that could be caught on a more 
formalised basis than the ad-hoc way in which that it is done 
now. If we could have better sharing of x-ray images for 
example, more efficient systems to share data, that would be 
excellent. It could be something like BAXE project (deals with 
x-ray image exchange between multiple EU customs 
administrations) that we are working on, so that could be 
rolled out to the whole union, that would be a massive 
improvement. 

Then also the other side of that is better standardisation and 
kind of connecting to that as well, because I think the big 
problem with sharing imaging is having a standard format. We 
all have similar equipment now, all the agencies, so to 
introduce good standards that the industry providers have to 
abide by, and care about, in order to win the contract, that 
would be a good area to work on. And my work package is 
going to be focused on standardisation. 

So a lot of work to be done there and beside that my main 
focus will also be to build the network. Already in Switzerland 

PEN-CP Magazine Issue 2 | INTERVIEW
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T h e 
PEN-CP 

M a g a z i n e 
attended the 

well-visited Kick-off 
meeting in beautiful 

Swiss Thun the 24 – 26 
October this year and had the 

chance to speak to a few of the 
participating partners. We were curious 

to know what the motivation behind their 
participation was, and what they expected 

from the project. This is what Ramutė 
Neniškienė from the Lithuanian Customs 

Laboratory and Trevor Francis from the UK 
Home Office told us.

PEN –CP Magazine: What organisation you come from 
and what role you have in that organisation?

Ramutė: My my name is Ramutė Neniškienė and I come from 
the Lithuanian Customs Laboratory. I worked for the custom 
laboratory for 24 years in different positions. For the last six 
years, I am the director of the customs laboratory, and for this 
kick-off meeting I am replacing my colleague who will be our 
expert joining the project, since he was not able to come. He 
is quite an experienced person and he spent even longer time 
than me at the customs laboratory so he will be an asset for 
this project.

PEN-CP Mag: How did the customs laboratory first get to 
know about the PEN-CP-project?

R: Our international division informed us. They got some 
information and they asked us if we would like to join this 
project. They got some information from the organisers in 
Switzerland - and they asked my colleague and he said yes.

PEN-CP Mag: And what are your expectations - what do you 
want to get out of the project, by participating?

R: In general, not speaking only about laboratory, I think that 
we will share our expertise in different fields between 
different countries. We are strong in different fields and this 
project will help us to share this expertise. Another thing is 
that we will find some gaps, some possibilities for 
improvement in the activities of customs. We will be able to 
learn something or to teach someone and to create 

something good for everyone who is 

INTERVIEW
with Ramutė Neniškienė 
Lithuanian Customs 
Laboratory

participating in this project, just to improve our activities.

PEN-CP Mag: The project is very much about innovations 
and new technique. Are there things that you use today that 
you did not have access to, say 5 years ago? That are now 
new innovations that you actually use in customs?

R: Yes of course, everything is changing, you know. Our 
laboratory was created 27 years ago, so of course we started 
with very simple instruments. Then we were improving our 
technical basis and the newest instrument, that we got 2 
years ago was the Gas Chromatography Mass Spectrometry, 
GC/MS, that we are using for the analysis of psychotropic 
materials, narcotics, now. What we are calling designer drugs 
- with the new chemicals that are used as a replacement for 
classical narcotics. So it is a new one, the newest instrument 
now, that falls in the latest 5 year period.

PEN-CP Mag: So what would be your wish-list for products 
coming out as a result of this project?

R: Maybe not for the customs laboratory, but for the 
Lithuanian customs as an organisation, we see the role for the 
customs laboratory in this project, to help the customs 
officers find new detection technologies. The use of these 
instruments require some chemical background and the role 
of the customs laboratory would be to help our customs 
officers use these instruments. We can help them understand 
what they are doing and how to interpret the results, which 
they will be getting with these new instruments. That will be 
the main role for us.

PEN-CP Mag: So you see rather a development of your 
organisation...

R: Yes!

PEN-CP Mag: … and division of tasks thanks to new 
technology. That your task will be moved from actually 
doing the analysis to helping with interpretation and 
supporting the officers in the field?

R: Yes - we are thinking not only about our laboratory but of 
our whole organisation and on our customs officers when we 
are thinking of purchasing this detection technology, these 
new instruments for operating in the field. And of course 
another task for us will be to help them implement this 
method.

PEN-CP Mag. OK, thank you very much

R: You are welcome.

p.10
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P E N - C P 
Mag: What is the 

Role of the Home 
office and what is your role 

there? And perhaps you could 
also explain what the difference is 

between the Home Office and Her 
Majesty’s Revenue and Customs?

Trevor: The Home office is basically the Interior 
Ministry, where as the Revenue and Customs is actually 

not, it is from the Treasury. I work for Border Force, 
which is an agency of the Home Office, and that was taken 

from the detection function that used to sit within the 
HMRC, so the customs officers at seaports and airports were 

removed from that organisation and placed in a new 
organisation, along with the immigration, and that ultimately 

became Border Force, so that is who I now work for. A lot of the 
things that we do, is the same job as we always did, but for a 

different body, even though the policies for some things still remain 
with the HMRC, and new things are within the Home Office.

PEN-CP Mag: So what is your role then in Border Force?

T: I work in a section called Detection Services and the idea of that 
force is to seek out or try to influence the development of 
technologies that would be beneficial to us, and other customs users. 
So we are really looking at if there is any opportunity to fund an 
innovation, because we got a challenge that there needs to be a 
solution for, or even looking at the innovations that are coming online 
- are they appropriate to what the needs are of Border Force?

PEN-CP Mag: What attracted you to PEN-CP? When did you first hear 
about it and what made you want to join?

T: I probably heard about it round about 2015, I was doing a review for 
a EU FP 7 project and I met Juha HIntsa from CBRA and we had a coffee 
and he started to talk about the concept of having this network and I 
was, I gave my thoughts on the subject, on what I felt would be useful, 
if he included, useful for the customs community that was. Juha took 
those suggestions on board and started populating the criteria of what 
we were looking for. Since 2011, I have been part of the Customs 
Detection Technology Project Group. That is a collaboration between a 
number of EU member states with the aim of working together to 
influence the development of technology, and I saw this project as a 
natural extension of that group. The reason for that is there are some 
things that the Customs Detection Technology Group can’t do, that 
PEN-CP may be able to do, especially when we actually have a 
mechanism to reach out to academic groups. That mechanism to 
reach out to all that knowledge out there and to tap into it, as well as 
influence for instance the European Commission for what the 
challenges of the wider Customs community are, is the added value of 
PEN-CP.

PEN-CP Mag: That means that you have also been with the project 
from a very early point - you have been able to form the content of 
PEN-CP?

T: Yes, I had a contribution to it, but it is a 
collection of ideas from different people.

PEN-CP Mag: And what is your role in the project now?

T: I am fortunate to be on the management team of this project. So 
we get to steer a little bit and also I am Work Package leader for the 
Detection Technology side. So when we do horizon scanning, when 
we are looking for new innovations that we can utilise or make use 
of, that would be the sort of role that I would be helping to steer.

PEN-CP Mag: If you look at what you are using today - what is new 
compared to five years ago - do you have technologies that you 
have actually have seen coming over these last 5 years?

T: There has been little change, because there has been little 
innovation for the customs needs. So for example 5 years ago, we 
were using trace x-ray and not much else. Now we are using 
spectroscopy to analyse powders rather than send them to labs. 
That saves a lot of time. It is a very useful tool. But the benefit of 
getting involved here is because from concept to market there is 
such a long period time, so I think there need to be groups like this 
to stimulate that action. That is similar to what the Customs 
Detection Group has done within Customs2020 program, again 
here some of the member states and partners are the same, some 
are different, and I think that between these groups and the others 
we can significantly influence where some of that research and 
innovation funding goes, to meet the challenges that we are all 
facing.

PEN-CP Mag: What is on your wish list, what are the gaps you 
really feel need to be filled?

T: Well, learning from the other groups there are so many benefits 
from collaborating well together and some of them you cannot put 
down in writing because they just happen, but I think learning from 
other people’s ideas. In this group we are thirteen different 
administrations involved. They are probably all doing something 
that will be of interest to other people, so lets’ map that out, let’s 
learn from what other people are doing and collectively come to 
see how we can do things better. Are there any areas that we can 
focus on? Personally, I love the idea of being able to, if we can, 
influence new innovations in any way, but there are benefits to be 
had from the things that we use already, by communicating with 
each other, and having that platform where ...

PEN-CP Mag: … a chance for benchmarking and spreading best 
practice?

T: I would say yes. Yes absolutely!

PEN-CP Mag: So don’t you have a specific thing, a specific problem 
that you really would like to have a technical solution for in the 
next five years?

T: Sometime the technologies will not be done within five years. It’s 
a slow process. What we need to do, is just to make manufacturers 
and academia aware of what our needs are, so that they can react 
to them or be ready for any opportunities, if any of us, 
independently or collectively, are putting out funding calls or 
competitions. I think if we all can get the message out of what our 
requirements are, and to do that we need to understand ourselves 
what we want in order to be able to tell somebody else, we might 
be having some good ideas coming out.

PEN-CP Mag: Thank you very much.

INTERVIEW
with Trevor Francis
Border Force, 
Home Office, UK
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User 
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Stakeholder 
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PEN-CP Innovation Funnel (PIF):

1. Cross-checking

2. Match-making

3.Prioritisation 

User Need Ideas 
(PUNI)

Security Innovation 
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(PSIM)

- Annual studies
-Expert reports

PEN-CP Information Observatory (PIO) 
24/7 monitoring on-line and off-line

Customs 
administrations

Other 
governmental 

actors

Universities and 
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Institutions

Technology and 
service providers

Other sources 
(Media, NGOs, 

civil society, etc)

4.Gap 
Analyses

PEN-CP Information Observatory, PIO, takes care of continuous monitoring on customs 
security related news, announcements, projects, product releases, patent databases, 
companies, research institutions and more. PIO works both in virtual world and in physical 
world – with the former by focusing for example on select news portals, social media, 
governmental and company websites; and with the latter by participating for example in 
key conferences, trade fairs, and start-up networking events. For each item stored in the 
Information Observatory, the PEN-CP Management Team analyses further whether there 
is an emerging user need idea (embedded for example in the news), or, a security 
innovation item (solution, patent, project, institution) calling for further analysis and 
monitoring. Examples of PIO items can be found on News section of Magazine 2, and on
pages 6-9 and 12-15 in Magazine 1.

PEN-CP Information Observatory (PIO)
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PEN-CP Security Innovation 
Monitoring items (PSIMs)

PEN-CP Innovation Funnel (PIF)
The complete process where all PUNIs and PSIMs are 
finally formulated, the data entered, cross-checking 
and match-making done, and prioritizations 
conducted is called the PEN-CP Innovation Funnel, 
PIF. Let’s look at first the PUNI-side of the PIF-funnel, 
followed then by the PSIM-side of the Funnel.

PEN-CP Innovation Funnel 
– PUNI-side

Step 1. Once a new PUNI has been entered, 
cross-check if there are similar PUNIs already in the 
database. If yes, contact the partners behind the two (or 
more) PUNIs, and find a best way to merge the PUNIs into 
one.

Step 2. Carry out match-making with the new PUNI 
versus all innovation monitoring items in the PSIM 
database. If there is a (promising) match, contact the 
partner behind the PUNI, to explore options for next 
steps (might be e.g. contacting the institution behind the 
matching PSIM, to ask for more information etc.)

Step 3. In case there is no match between the PUNI 
and any of the PSIMs, organize a voting (prioritization 
poll) with all partners regarding the perceived importance/ 
relevance of the PUNI for their administration. The higher 
the voting score, the more priority the PUNI will be given 
regarding future treatments.

Step 4. Conduct a detailed gap analysis regarding 
each high priority PUNI, by comparing them on what 
already exists in the markets and/or what is currently 
maturing in research and development projects. Depending 
on the outcomes of the Step 4, consider which future 
treatment actions would make most sense (Step 5).

Step 5. Future treatments of high priority PUNIs 
may include one or more of the following: (i) using the PUNI 
as a basis for a Prototype grant call; (i) feeding the PUNI into 
the Standardization roadmap; (iii) developing Education and 
training materials based on the PUNI; (iv) feeding into 
Security research and customs policy discussions, 
particularly towards DG HOME and DG TAXUD; or, (v) 
producing a Detailed user requirement/ functional 
requirement document around the PUNI, to be used e.g. in 
future commercial tenders.

CROSS-CHECK

MATCH-MAKING

CONTACT PEN-CP 
PARTNER

POSITIVE 
match

NO 
match

PRIORITIZATION

STORE PUNI

Low 
priority

High
priority

GAP ANALYSIS

FUTURE TREATMENT

• Prototype grant
• Standardization roadmap
• Educational materials
• Stakeholder briefings
• User requirement document-6--92-



Step 1. Once a new PSIM has been entered, 
cross-check if there are similar PSIMs already in the 
database – in particular if a Solution links to a Project or 
to a Patent. If matches found, insert appropriate (URL) 
links as part of the PSIM record. If there are very similar 
Solutions by multiple vendors, we can also record a 
note on that.

Step 2. Carry out match-making with the new 
PSIM versus all User Need Ideas/ Customs Challenges 
in the PUNI database. If there is a (promising) match, 
contact the partner behind the matching 
PUNI, to explore options for next steps (might be e.g. 
contacting the institution behind the new PSIM, to ask 
for more information etc.)

Step 3. In case there is no (instant) match 
between the PSIM and any of the PUNIs, we still store 
and keep each PSIM in the database, as future 
PUNIs may have a match with one or more PSIMs. We 
can also opt to organize a consortium-wide voting 
(prioritization) with those PSIMs where the PEN-CP 
Management Team sees interesting potential. 
Specifically, we may ask partners to choose one of the 
following options (in the voting):

• Very interesting PSIM, my administration wants to 
talk with other interested administrations; 

• Promising PSIM, keep my administration updated 
on any new information; 

• Come back to us in 12-month time about this 
PSIM, so we can re-evaluate our interest; 

• This PSIM is not interesting for our 
administration. 

Of course, the options in the priority-voting may be 
tailored per type of PSIM.

CROSS-CHECK

MATCH-MAKING

CONTACT PEN-CP 
PARTNER

POSITIVE 
match

NO 
match

STORE PSIM

TWO 
options

PRIORITIZATION

PEN-CP Innovation Funnel – PSIM-side
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24-26.10.2018. All the 17 consortium partner institutions 
– the 13 customs plus TU Delft, University of Lausanne, 
ARTTIC and Cross-border Research Association – topped with 
experts from the European Commission DG HOME and DG 
TAXUD, WCO Regional Intelligence Offices Western Europe 
and Central & Eastern Europe, and Warsaw School of 
Economics, participated in the highly productive 2.5-day 
meeting. Several tangible follow-up actions were discussed 
and agreed between the partners – and now, some one 
month later, action has started, under the project slogan 
“PEN-CP - Connecting Knowledgeable People in Customs and 
Border Security”!

We hope you will enjoy reading the PEN-CP Magazine, which 
will be published every 3 months. Please send us feedback on 
topics you would like to be covered in the future issues!

In Brussels / Budapest / Dublin / London / Thun, 1.12.2018

PEN-CP Management Team: 
• Jonathan Migeotte, Belgian Customs; 
• Zsolt Dezsi, Hungarian National Tax and Customs
   Administration; 
• Kevin Humphreys, Irish Tax and Customs; 
• Trevor Francis, UK Border Force; 
• Juha Hintsa, Cross-border Research Association

T h e 
Pan-European 

Network of Customs 
Practitioners, PEN-CP, is a 5-year 

Horizon 2020 funded EU-project, with the 
overarching goal to create a sustainable and 

innovative networking and collaboration system to connect 
customs across Europe. A total of 13 European 
administrations - Albania, Austria, Belgium, Estonia, Latvia, 
Lithuania, Hungary, Ireland, Macedonia, the Netherlands, 
Norway, Slovakia and UK (Home Office) – are beneficiaries of 
the 5-year H2020 networking grant.

Instead of addressing a single customs security challenge or 
problem, PEN-CP carries out a broad range of small-scale 
innovation related activities - including in customs risk 
management, detection technologies, laboratory equipment, 
border performance measurement, customs-police-border 
guard, and customs-business partnership disciplines – as a 
proof-of-concept regarding the overarching goal to construct 
a sustainable collaboration system for all European Customs 
administrations. We wish to work closely with interested 
Customs2020 Expert Groups, throughout the 5-year project!

PEN-CP held a kick-off meeting in Thun, Switzerland, during 

Welcome to the 1st issue 
of the PEN-CP 
Magazine! 

p.2p.2

Juha Hintsa, CBRA (Project Coordinator)
Johan Pontén, CBRA
Susana Wong Chan, UNIL

PEN-CP Magazine 
Editorial Team

Detection 
technologies

Risk management 
and big data

Customs-business 
partnerships

Customs-customs 
and other- 

government- 
agency cooperation

Laboratory 
equipment

Security 
performance 

PEN-CP 
security 
themes
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PEN-CP Magazine Issue 2 | ADDITIONAL EVENTS

Visit this summer PEN-CP booths at key 
events by WCO and INTERPOL World!

Objectives of the conference

• Explore implications of the digital world on Customs and other Government agencies in the future.
• Showcase private sector and Governments’ most recent technological developments that will provide new 

capabilities and opportunities and impact how Customs facilitates trade and performs its regulatory tasks.
• Monitor emerging trends, including IT solutions for exchange of information between Customs and between 

Customs and other agencies.
• Seek potential areas of synergy amongst relevant stakeholders at national, regional and international level.

https://www.eiseverywhere.com/ehome/2019itticonference/788008/

https://www.interpol-world.com

Image from INTERPOL World website

Image from WCO IT/TI Conference website
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You can access POP using this website

Monitoring 
items 
include: 

Examples:

PEN-CP Online Platform – “POP-Corner”

POP USER GUIDE-�%JGEM�QWV�VJG�VIDEOS
Email pen-cp@cross-border.org for the 

password

PEN-CP Online Platform – “POP-Corner”

Email pen-cp@cross-border.org for the 
password

215

123

396

215

Plus, the PEN-CP Coordinator acts as PEN-POC towards the TAXUD C2020 Office, as well towards the office of the Deputy 
Secretary General of the WCO.

PEN-CP Points-of-Contacts (PEN-POCs)
Continuous interactions with other relevant networks, projects, expert groups, commercial parties and the likes is crucial 
for the full success of PEN-CP. The goal is that each PEN-CP partner, particularly the 13 Customs partners, would have 
minimum one role in representing PEN-CP in discussions and events with other parties, during the remaining 3 years of 
the project.

As in October 2020, we have seven (EST, NOR, BEL, HUN, IRL, GBR, NLD) of the 13 Customs with minimum one such role 
agreed. It would be great if by February 2021 we had each of the remaining Customs partners included in this table – 
considering of course that additional external entities, attractive for cooperation with PEN-CP, can be identified and added 
to the table at any time.

The practical role of the PEN-POCs is straight forward, not requiring many working hours per year. For example, with the 
H2020 procurement network iProcureNet, we have plans to join each other’s web-meetings once or twice a year. At the 
other end of the spectrum, certain external project and expert groups could co-operate more intensively for example with 
prototype grants and challenge competitions, which would require bit more liaison work from the PEN-POC.
Please volunteer to become a PEN-POC, liaising with your favorite project, network or expert group, and send an email to:  
pen-cp@cross-border.org

!"#$%&'()$&#*#+),-%./$0#1)&$#2.%31)$"-$%#)4%.5-)$#067 8!9:8;<= 8!9:8;<>

H2020 Police network iLEAD, http://i-lead.eu/ 

H2020 Police network iLEAnet, https://www.ileanet.eu/

H2020 Procurement network iProcureNet, 
https://twitter.com/iProcureNet_EU

H2020 PROFILE project, https://www.profile-project.eu/ 

H2020 ARESIBO project, https://aresibo.eu/ 

H2020 Security Research NCP Network, SEREN4, 
http://www.seren-project.eu/index.php/home/seren-4

H2020 SC7 Networks of Practitioners and Community of 
Users, https://www.securityresearch-cou.eu/ 

H2020 Security Research Events, 
https://www.sre2019.eu/about-conference

C2020 Customs Eastern and South-Eastern Land Border 
Expert Team, CELBET,  https://www.celbet.eu/about/ 

C2020 Customs Detection Technology Expert Group, CDTPG 

C2020 Customs Laboratories European Network, CLEN

WCO SAFE Working Group

WCO Permanent Technical Committee

WCO Capacity Building Committee and PICARD program

WCO Performance Measurement Working Group 

Pan-European Start-up/Scale-up organizations (for 
monitoring, promotion etc.)

Solution providers to match Customs user needs and 
challenges

Janno Rätsep (EST)

Trevor Francis (GBR)

Hans Wilhelmsen 
(NOR)

Yao-hua Tan (TUD)

Vladlen Tsikolenko 
(CBRA)

Jonathan Migeotte (BEL)

Trevor Francis (GBR)

Freja De Middeleer (BEL)

Zsolt Dezsi (HUN)

Kevin Humphreys (IRL)

Micha Slegt (NLD)

Gillian Castle (CBRA)

Toni Männistö (CBRA)

Susana Wong Chan 
(UNIL)

Boriana Rukanova (TUD)

Yannick van Ranst (BEL)

Susana Wong Chan 
(UNIL)

Trevor Francis (GBR)

Janno Rätsep (EST)

Kevin Humphreys 
(IRL)

Jonathan Migeotte (BEL)

Tbd

Toni Männistö (CBRA)

Juha Hintsa (CBRA)

Boriana Rukanova (TUD)

Tbd

Trevor Francis (GBR)

Johan Ponten (CBRA)

Tbd

Tbd

Gillian Castle (CBRA)

Tbd

Ari-Pekka Hameri (UNIL)

Vladlen Tsikolenko 
(CBRA)

-46- -47--96-



-38-

-40-

Registered users on 
the POP-platform

Number of Information Observatory (PIO) items: 621

Institutions

News

Events

Report or book

Scientific 
publications

Number of Security Innovation Monitoring (PSIM) items: 417

0 

Solutions

Projects

Patents

25 50 75 100 125

User Needs/ Customs 
Challenges (PUNIs)64

PEN-CP Online Platform – “POP-Corner”

Updated POP statistics

POP USER GUIDE-�%JGEM�QWV�VJG�VIDEOS

How to create a PEN-CP Online Platform account
https://vimeo.com/349890798 

What is PEN-CP User Need Ideas (PUNI) and how to add one
https://vimeo.com/349891263 

How to add a potential solution
https://vimeo.com/349890596  

About PEN-CP Security Innovation Monitoring (PSIM)
https://vimeo.com/350704256 

About PEN-CP Information Observatory (PIO)
https://vimeo.com/349889753  

How to use the filters
https://vimeo.com/349891128 

How to manage notifications in the PEN-CP Online Platform (POP)
https://vimeo.com/349890949

150 175 200 225 250

0 50 100 150 200 250 300 350 400 450 500

Email pen-cp@cross-border.org for the 
password

54

PEN-CP Online Platform – “POP-Corner”

Updated POP statistics

Email pen-cp@cross-border.org for the 
password

226

141

47

414

100

18

44

21

monitoring on opportunities for customs partners

Key aspects on the organizational and practical 
arrangements with the PEN-CP project include the 
following:

• The three PEN-CP Expert Teams (PETs) - one PET 
per PEN-CP technical theme; all PETs formed and 
led by customs experts in the consortium  - are the 
drivers of the core PEN-CP work dealing with 
Customs user needs and requirements (PUNIs); 
Innovation instruments and events (PINs); 
Standardization roadmap items; etc.

• The PEN-CP Online Platform (POP) consists of 
sections for Customs user needs and requirements 
(PUNIs); for Security innovation monitoring items, 
like security solutions, projects and patents (PSIM); 
for Match-making between PUNIs and PSIMs; and 
for Observatory, Archive, Brainstorming and Annual 
events.

• The PEN-CP Innovation Intermediary, formed by 
the four non-customs partners in PEN-CP, is 
responsible for a variety of monitoring, 
dissemination, facilitation, technical and 
administrative services in the network. Examples 
include: PEN-CP Information Observatory (PIO) and 
Security Innovation Monitoring (PSIM) frequent 
updates; PEN-CP Magazine production and 
distribution; Regular postings across various social 
media platforms; Facilitation of PET-meetings 
(schedules, agendas, notes etc.); Development and 
maintenance of the PEN-CP Online Platform (POP); 
and, Administration and Interaction and with EC 
H2020 services. 

Lastly, on PEN-CP partnership: a total of 13 Customs 
administrations – Albania, Austria, Belgium, Estonia, 
Hungary, Ireland, Latvia, Lithuania, the Netherlands, 
Norway, Slovakia, North Macedonia and the United 
Kingdom (Home Office’s Border Force) – are direct 
beneficiaries of the project. Other project partners, 
collectively the PEN-CP Innovation Intermediary service 
provider, include the University of Lausanne (innovation 
funnel and dissemination material etc.), the Technical 
University of Delft (innovation upscaling etc.), ARTTIC 
(the online platform etc.), and the Cross-border 
Research Association (project coordinator).

PEN-CP

PEN-CP Magazine Issue 10 | PEN-CP OVERVIEW
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P E N - C P  k e y  t e r m s  a n d  a b b r e v i at i o n s 

POP 01 02

03

04

PEN-CP Online
Platform

POP 

You can access POP using this website

https://cmt.eurtd.com/groups
/profile/85016/pen-cp

PUNI

PEN-CP User
Need Ideas

PSIM PEN-CP Security
Innovation 
Monitoring

PIO
PEN-CP Information

Observatory

Which includes: 

Solutions

ProjectsMonitoring 
items 
include: 

Patents

Observed items

Scientific 
publication

Event

Institution

News

Report or 
book

06 Customs
Innovation Award

01 02

03

04

POP 

06
PCIA

0609

PEN-CP Innovation 
Instrument

PIN

Prototype grants

PEN-tournaments

Challenge competitions

Hackathons

Crowdsourcing ideas

PEN-CP Point 
of Contact

PEN-POC

Examples:

H2020 Police network iLEAD

H2020 Procurement network iProcureNet

H2020 Security Research NCP Network, SEREN4

H2020 Security Research Events

C2020 Customs Detection Technology Expert Group, CDTPG

C2020 Customs Laboratories European Network, CLEN

09

06

PEN-CP
Expert Team

05
PET

0607

PEN-CP Extended 
Management Team

PEMAT

More information on PEN-CP:
ŚƩƉƐ͗ͬͬǁǁǁ͘ƉĞŶͲĐƉ͘ŶĞƚͬ
ŚƩƉƐ͗ͬͬǁǁǁ͘ĨĂĐĞďŽŽŬ͘ĐŽŵͬŐƌŽƵƉƐͬƉĞŶĐƉ
ŚƩƉƐ͗ͬͬǁǁǁ͘ůŝŶŬĞĚŝŶ͘ĐŽŵͬŐƌŽƵƉƐͬϴϭϴϯϲϲϳͬ
ŚƩƉƐ͗ͬͬƚǁŝƩĞƌ͘ ĐŽŵͬW�E�WͺE�d
ŚƩƉƐ͗ͬͬǇŽƵƚƵ͘ďĞͬKyǁYW,,^ϱ>Ɛ
ŚƩƉƐ͗ͬͬǁǁǁ͘ƌĞƐĞĂƌĐŚŐĂƚĞ͘ŶĞƚͬƉƌŽũĞĐƚͬW�EͲ�WͲ�hͲ,ϮϬϮϬ
Open PEN-CP calls: 
ŚƩƉƐ͗ͬͬĐŵƚ͘ƐǇŵ͘ƉůĂĐĞͬŐƌŽƵƉƐͬƉƌŽĮůĞͬϯϬϮϳϬϳͬƉĞŶͲĐƉͲŝŶŶŽǀĂƟŽŶͲŝŶƐƚƌƵŵĞŶƚƐͲĂŶĚͲŝŶŶŽǀĂƟŽŶͲĞǀĞŶƚƐ
t�K�EĞǁƐ�/ƐƐƵĞ�ϴϴ�;&Ğď͘ϮϬϭϵͿ͗��ŚƩƉƐ͗ͬͬŵĂŐ͘ǁĐŽŽŵĚ͘ŽƌŐͬŵĂŐĂǌŝŶĞͬǁĐŽͲŶĞǁƐͲϴϴͬƚŚĞͲƉĞŶͲĐƉͲƉƌŽũĞĐƚͬ
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W�EͲ�W��ƵƐƚŽŵƐ��ŚĂůůĞŶŐĞƐ�ĂŶĚ�hƐĞƌ�EĞĞĚƐ͗��ŚƩƉƐ͗ͬͬǇŽƵƚƵ͘ďĞͬYĨŽƐŶ�ŐĂĞϯD
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Would you be interested in:

• connecting innovation-spirited Customs 
experts, across European administrations?

• keeping track of innovative customs 
technologies and solutions on the markets?

Ř�ƓQGLQJ�QHZ�ZD\V�WR�LQWHUDFW�ZLWK�start-ups, 
scale-ups and other innovators of Customs 
relevant technologies?

• participating in annual Customs Innovation 
Award competitions?

Do you see potential benefits in:

• making matches between customs 
challenges and innovative solutions or 
projects?

• arranging forward-looking 
pre-standardisation actions��FRYHULQJ�NH\�
technical areas of Customs interest?

• organizing open innovation activities, like 
hackathons or challenge competitions, to support 
Customs modernization efforts?

• developing a common Customs voice 
WRZDUGV�YDULRXV�WHFKQRORJ\�VHFWRUV��LQQRYDWLRQ�
programs etc.?

Could you consider participating 
in information sharing on:

• user needs and requirements��EHWZHHQ�
European administrations?

• user experiences on existing technologies 
and solutions?

• current gaps in knowledge,�ZKLFK�FRXOG�
WULJJHU�GUDIWLQJ�RI�QHZ�VWXGLHV��H[SHUW�UHSRUWV�RU�
training materials?

PEN-CP activities & Discussion points to be 
covered during Webinar on 14.6.2021

PEN-CP in a nutshell
Project: 3DQ�(XURSHDQ�1HWZRUN�RI�&XVWRPV�
Practitioners – EU Horizon 2020 funded Customs 
VHFXULW\�SUDFWLWLRQHU�SURMHFW�Ŋ�*UDQW�$JUHHPHQW�1R��
786773

Schedule: 1.9.2018 – 31.1.2024

Consortium: 13 Customs administrations (9 EU and 4 
QRQ�(8���VXSSRUWHG�E\���UHVHDUFK�DQG�DGPLQLVWUDWLRQ�
institutes.

Mission: 'XULQJ�WKH�����\HDU�ORQJ�SURMHFW��3(1�&3�DFWV�
DV�D�(XURSHDQ�&XVWRPV�LQQRYDWLRQ�ERRVWLQJ�QHWZRUN��
SRZHUHG�E\�DQ�LQQRYDWLRQ�PDQDJHPHQW�RULHQWHG�
RQOLQH�SODWIRUP��DQG�WDLORUHG�LQQRYDWLRQ�LQWHUPHGLDU\�
services.

Vision (tentative): %\�)HEUXDU\�������3(1�&3�DLPV�WR�
EHFRPH�D�VXVWDLQDEOH�&XVWRPV�SUDFWLWLRQHU�QHWZRUN��
helping to accelerate both incremental and radical 
LQQRYDWLRQV�IRU�WKH�GLUHFW�EHQHƓW�RI�(XURSHDQ�&XVWRPV�
administrations.

Themes: PEN-CP focuses on accelerating innovation 
efforts across three core technical areas of customs 
interest: (i) Data and risk management; (ii) Detection 
WHFKQRORJLHV��DQG��LLL��/DERUDWRU\�HTXLSPHQW�

Instruments:�3(1�&3�KDV�D�EURDG�YDULHW\�RI�
LQQRYDWLRQ�DQG�NQRZOHGJH�LQVWUXPHQWV�LQ�XVH��
LQFOXGLQJ�3URWRW\SH�JUDQWV��&KDOOHQJH�FRPSHWLWLRQV��
,QQRYDWLRQ�DZDUGV��$QQXDO�VWXGLHV�DQG�([SHUW�UHSRUWV

Key principles: Innovation-oriented; User needs 
�GULYHQ��6ROXWLRQV�WR�ƓOO�WKH�JDSV��8S�VFDOLQJ�IRFXVHG��
&ROODERUDWLYH��&RPSOHPHQWDU\��&RQQHFWLQJ��&XULRXV��
Creative; Discovering; Inclusive; Bottom-up & 
7RS�GRZQ�

Contact 
PEN-CP

pen-cp@cross-border.org

+41765890967

01

02

03
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